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1. Tin tiec An toan thong tin

- Chién dich tAn cong APT: Ghi nhan chién dich tan céng v&i muc tiéu gian
diép khdng gian mang nham vao cac td chuic tai Dong Nam A.

- Canh bao: Ivanti dua ra canh bao vé 16 héng an toan thdng tin mic nghiém
trong trén CSA cho phép ddi twong tan cong bo qua bién phéap xac thuc.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So ligu, thong ké

- Tan cdong DRDoS

- Tan cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira dao ngwdi dung Viét Nam: 6.172 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Chién dich tAn cong APT: Ghi nhan chién dich tin cong véi
muc tiéu gian diép khéng gian mang nham vao cac to chirc
tai DPong Nam A"

Gan day, cac chuyén gia bao mat da ghi nhan
mat chién dich tan cong duogc tinh nghi 1a thuc
hién boi nhém tan cong APT c6 lién két voi
Trung Quéc, nhiam vao cac t chirc tai Dong Nam
A ké tir thang 10/2023.

Cu thé, chién dich tdn cdng nham vao cac to
chtrc thudc nhiéu linh vuc khac nhau cua chinh
phu tai hai quc gia Pong Nam A, mat to chic
quan ly khong luu, mot cong ty vién théng va
mot trang truyén thong.

Chién dich tan cong nay sir dung bo cong cu
trude d6 duoc xac dinh thuoc s¢ hitu cua cac
nhém APT Trung Qudc, voi dic diém la ma
nguén mo va sir dung ky thuat living-off-the-
land. B cdng cu gom c6: cac chuong trinh proxy
dao nghich nhu Rakshasa va Stowaway, cling
nhu cic cong cu €6 chirc ning ra quét thiét bj,
dinh danh, keylogger va danh cap mat khau.

Ngoai ra, nhém APT nay con trién khai
ma doc PlugX, mét trojan truy cap tir xa pho
bién vai cac nhom tan cong Trung Quéc.

Cac chuyén gia bao mat ciing ghi nhan
nhom ddi tugng cai dat céc file DLL c6 chuc
nang 1am bo loc bét dix liéu trén chirc nang xéac
thue, cho phép ddi tugng thu thap thdng tin
Xac thuc cua nguoi dung. Trong mot truong
hop tan cong dién ra tir thang 06/2024 dén
thang 08/2024, nhom nay da thyc hién hanh vi
do tham va trich xuat mat khau, clng véi cai
dat keylogger, thuc thi cac payload DLL véi
chirc nang thu thap théng tin xac thuc cua
nguoi dung.

Viéc nhom tan cong nay duy tri truy cap
mat cach bi mat toi cac hé thdng mang bi xam
nhap trong mot khoang thoi gian dai da cho
phép nhom thu thap thong tin va so d6 hoa hé
théng mang cua to chiic. Cac thdng tin nay
duoc nén lai va bao vé mat khau su dung
WInRAR rdi tai 18n cac nén tang luu trix cloud
nhu File.io.

Ngudn: _https://thehackernews.com/2024/12/researchers-uncover-espionage-tactics.html
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Tin tiec An toan thong tin

Céc chuyén gia bao mat ciing cho biét, viéc cadc nhom tan cong tai Trung Quéc ciing diing
chung bo cong cy, ki thuat tan cong khién viéc xac dinh chinh xac nhém tan cong tro nén kho
khan hon. Tinh hinh chinh trj cang thang tai Dong Nam A, cu thé 12 khu vyc Thai Binh Duong,
dugc néu bat bai cac chién dich tan cong thuc hién bai cac nhém nhu Unfading Sea Haze,
Mustang Panda, CeranaKeeper va chién dich Crimson Palace trong thoi gian gan day nham vao
khu vyc nay.

Théng tin vé chién dich tin cong nay duoc cdng bd trong bdi canh mot co quan bao mat khéc
cong bd thong tin vé nhom gian diép khdng gian mang cua Trung Qudc nhiam vao nha cung
cap dich vu IT tai chau Au trong chién dich Digital Eye.

Mét s6 IoC dwgc ghi nhan:

38.60.146[.]78:443 118.107.219].]66:443
45.123.188[.]180 198.244.237[.]131

Ngudn: https://thehackernews.com/2024/12/researchers-uncover-espionage-tactics.html
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Tin tiec An toan thong tin

‘Canh bao: Ivanti dwa ra canh bao vé 1§ héng an toan thong
tin mic nghiém trong trén CSA cho phép ddi twong tan cong

bé qua bién phap xac thl.l’C”

Gan day, hiang Ivanti 43 dua ra canh bao
vé 16 hong an toan théng tin mic nghiém

trong ton tai trén giai phap Cloud Services
Appliance (CSA) cho phép dbi tuong tin
cong bo qua bién phap xac thuc khi khai thac
thanh céng.

L3 hong c6 mi dinh danh CVE-2024-
11369 cho phép ddi turong tin cong dat dugc
quyén quan tri trén giai phap Ivanti CSA
phién ban 5.0.2 hodc cii hon ma khong can
to1 su tuong tac cua nguoi dung. Hang cling
khuyén nghi nguoi ding cap nhat ban va sém
nhat c6 thé dé tranh bi anh huong boi cac
cudc tin cong.

Tuy nhién, dugc biét hién chua c6 nguoi
dung nao dugc ghi nhan la bi anh huéng béi
tan cong st dung 16 hong nay, ngoai ra 15
hong ciing chua c6 mi khai thac cong khai.

Ngoai 15 hong nay, Ivanti cling d3 va mot s6
156 hong khac & cac mire 6 Trung binh, Cao va
Nghiém trong trén Desktop and Server
Management (DSM), Connect Secure and
Policy Secure, Sentry va cac san pham thudc
Patch SDK.

L5 hong CVE-2024-11369 14 16 hong thir 6
ton tai trén CSA dugc va trong nhitng thang gan
day cua hing Ivanti. Dac biét, hai 16 hong CVE-
2024-8190 va CVE-2024-8963 trudc do da bi
khai thac trong chién dich tin cong thuc té va ba
15 hé)ng CVE-2024-9379, CVE-2024-9380,
CVE-2024-9381 dugc khai thac trong chudi tan
cdng véi 16 hdng CVE-2024-8963 dé khai thac
16i SQL Injection dan t&i viec bo qua bién phap
bao mat va thyc thi md tr xa théng qua
Command Injection.

Ludng 15 hong bi khai thac trong thyc té duoc
phét hién khi Ivanti cho biét ho di ting cuong
kha nang kiém tra va quét noi bo, dong thoi dang
cai thién quy trinh tiét 1o co trach nhiém dé va
cac 16i bao mat nhanh hon. Mot s6 16 hong khac
da bi khai thac dudi dang zero-day trong cac
cudc tan cong rong rii vao dau nam nay trong
cac chién dich nhim muc tiéu vao céc thiét bi
Ivanti VPN va céc cong ICS, IPS va ZTA.

Nguon: https://www.bleepingcomputer.com/news/security/ivanti-warns-of-maximum-severity-csa-auth-bypass-

vulnerability/


https://www.bleepingcomputer.com/news/security/ivanti-warns-of-maximum-severity-csa-auth-bypass-vulnerability/
https://www.bleepingcomputer.com/news/security/ivanti-warns-of-maximum-severity-csa-auth-bypass-vulnerability/
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\ Nguy co' tan cdng mang tir diém yéu,
o W hong

Trong tuan, cac to chuc qudc té di cong
b va cap nhat it nhat 1.282 16 hong, trong do
c6 191 16 hong mic Cao, 303 16 héng muc
Trung binh, 10 16 hong muc Thap va 778 15
hong chwa danh gia. Trong d6 c6 it nhat 265
15 hdng cho phép chén va thuc thi ma Iénh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 15 héng c6 micc d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhom tan cong.

Trong d6, dang chu ¥ ¢6 03 16 hong anh hudng céac san pham cua ProjectSend, MiTel, Cleo
Harmony, VLTrader va Lexicom, cu thé 1a nhu sau:

e CVE-2024-11680 (Piém CVSS: Chwa xac dinh): L3 hong ton tai trén ProjectSend ton tai
do thiéu sot trong khau xéac thuc, d6i tueong tan cdng khai thac thanh cong 16 hong c6 thé
truy cap va thuc hién cac hanh vi trai phép nhu tao tai khoan tuy vy, tai I1én cac webshell doc
hai va nhiing JavaScript dc hai. Hién 16 hong da c6 ma khai thac va dang bi khai thac trong
thuc té.

e CVE-2024-41713 (Piém CVSS: 7.5 — Cao): L& hong ton tai trén thanh phan NuPoint
Unified Messaging (NPM) ciia Mitel MiCollab cho phép ddi tugng tan cong khai thac thuc
hién tan cong Path Travelsal, tir d6 dan tGi viéc truy cap va thuc hién cac hanh vi trai phép
nhu xem, 1am hong hoic xda cau hinh hé théng, dir liéu nguoi ding. Hién 16 hong chua co
ma khai thac va dang bi khai thac trong thyc té.

e CVE-2024-50263 (Piém CVSS: 8.8 — Cao): L& hong ton tai trén Cleo Harmony, VL Trader
va LexiCom cho phép d6i twong tin cong chén doan ma JavaScript doc hai thdng qua thic
nang tai Ién, tai xuong file tir &6 dan téi thyc thi ma tir xa. Hién 16 hong di c6 ma khai thac
va dang bi khai thac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT

M4 16i quéc té

M6 ta ngan

Ghi chu

CVE-2024-41713

- biém CVSS: 7.5 (Cao)

- Anh huong: Mitel MiCollab

- M@ ta: L6 hdng cho phép dbi trong tan cong truy
cap va thuc hién cac hanh vi trai phép

- L3 hong chwa c6 ma khai thac va dang bi khai
thac trong madi trudng thuc té bai cac nhém tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-41713

CVE-2024-11680

- Piém CVSS: Chua x4c dinh

- Anh huéng: ProjectSends

- M@ ta: L& hong cho phép dbi tugng tan cong truy
cap va thuc hién cac hanh vi trai phép

- L4 hong di c6 ma khai thac va dang bi khai thac
trong mdi trudng thyc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-11680

CVE-2024-50623

- biém CVSS: 8.8 (Cao)

- Anh huéng: Cleo Harmony, VLTrader va
LexiCom

- M6 ta: L6 héng cho phép d6i twong tan cong
thuc thi ma tur xa

- L4 hong di c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-50623

CVE-2024-49116

- Piém CVSS: 8.1 (Cao)

- Anh huong: Windows

- M6 ta: L6 héng cho phép d6i twong tan cong
thuc thi ma tur xa

- L6 hong chua c6 ma khai thac va dang bi khai
thac trong moi trudong thyuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-49116

CVE-2024-49138

- biém CVSS: 7.8 (Cao)

- Anh huong: Microsoft

- M6 ta: L6 héng cho phép d6i twong tin cong
thuc hién tin cong leo thang dac quyén

- L hong chua ¢6 ma khai thac va dang bi khai
thac trong moi trudong thyuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-49138
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TT

M4 16i quéc té

M6 ta ngin

Ghi chu

CVE-2024-49112

- biém CVSS: 9.8 (Nghiém trong)

- Anh huéng: Windows

- Mb ta: L6 héng cho phép dbi twong tin cong
thuc thi ma tir xa

- L3 hong chwa c6 ma khai thac va dang bi khai
thac trong mdi truong thuc té bai cac nhém tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-49112

CVE-2024-54143

- biém CVSS: 9.3 (Nghiém trong)

- Anh huéng: OpenWrt

- M@ ta: L& hong cho phép dbi tugng tan cong truy
cap va thuc hién cac hanh vi trai phép

- L6 hong chua c6 ma khai thac va dang bi khai
thac trong méi trudong thyuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-54143

CVE-2024-53677

- biém CVSS: 9.5 (Nghiém trong)

- Anh huoéng: Apache Struts

- M@ ta: L& hong cho phép dbi tugng tan cong truy
cap va thuc hién cac hanh vi trai phép

- L4 hong di c6 ma khai thac va dang bi khai thac
trong mdi trudng thyuc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-53677

CVE-2024-49106

- Piém CVSS: 8.1 (Cao)

- Anh huong: Microsoft

- M0 ta: L hong cho phép dbi tuong tan cong
thuc thi ma tur xa

- L6 hong chua ¢6 ma khai thac va dang bi khai
thac trong moi trueong thuc té boi cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-49106

10

CVE-2024-49108

- Piém CVSS: 8.1 (Cao)

- Anh huong: Windows

- M0 ta: L hong cho phép dbi tugng tan cong
thuc thi ma tur xa

- L hong chua ¢6 ma khai thac va dang bi khai
thac trong mdi truong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-49108
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té’n C6 n g D R D OS Biéu db théng ké ;:%é;) :: nﬂ]eo céng dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
32.060 (tang so Véi tuan trudc 25.615)
thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Thong ké tin cong vio
trang/cong thong tin dién ti
cia Viét Nam

g & 8 2
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Tan cong Web

Trong tuan, c¢6 27 truong hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 27 truong hop tan cong hra
dao (Phishing), 0 truong hop tan cong

cai cam ma doc.

Ciai mi déc 0

Lira dao (Phishing) 27
Darkmailer
Other
Cutwail
Stealrat
Gamut
Botnet lotbotnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

nhém ddi tugng diéu khién thiét bi thuoc disorderstatus.ru morphed.ru

c4c mang botnet dé thuc hién cac hanh differentia.ru gjogvvpsf.biz

vi trai phép nhu trién khai tin cong atomictrivia.ru ygiudewsghct.in

DDoS, phat tan ma doc, guri thu rac, truy a.asense.in_ xjpakmdcfuge.biz

cap va danh cap dir liéu trén thiét bi. Sdkiasense.'m hzmksrelupjy.ru
N . R . , statis.multispacesext.net | yunalwv.biz

Trong wan, ghi nhan 20 dia chi ipjfhqda.info hzmksreiuojy.in

IP/domain thugc botnet c6 anh huong toi amnsreiuojy.ru a.deltaheavy.ru

nguoi dung Viet Nam. thesecond.in restlesz.su

cp.14b3x60a.ru gytujflc.biz

Avalanche

Pia chi dwoc st dung trong cac mang botnet
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan, hé thdng ciia Cuc An toan thong tin dd ghi nhan 6.172 phan anh truong hop lira dao
truc tuyén do ngudi dung Internet Viét Nam guri vé. Trong do:
- 284 trudng hop phan anh duoc tiép nhan thdng qua hé thong Trang canh bao an toan thong tin Viét
Nam (canhbao.khonggianmang.vn).
- 5.888 truong hop phan anh cuge goi, tin nhén lira d4o thong qua téng dai 156/5656
Duéi day 12 mdt s6 trwong hep ngudi dung can nang cao canh giac

STT Website lira dao Ghi chu
1 https://sellings-global[.Jcom/shop Website gia mao san TMDT Amazon
2 vietchinhphu[.Jcom Website gia mao Cong Dich vy cdng Quéc gia
https://chat[.]Jdichvutonghop[.]Jvip/mobile/index?c
0de=5dNnwAIZmXa8ELYdy3FnUESBYQgLpcZ o
3 5]Ki4AMYA3XOGINLXUpNmMmNLWecmz12qHQo Website gia mao Cong ty co phan giao hang
Qlj2s4iXw%2FzjgvtmomDROVShLNZtBAXBLXx tiet kiém
RoBsOnRh8%2FS7vKKZuG9lF1RoudmuJT4X%
2Fc
4 aeonmaills[.]Jshop Cong ty TNHH Aeon Viét Nam
5 https://www[.]ebayglobal[.]shop/home Website gia mao san TMDT Ebay
6 https://giaohangnhanh88[.Jcom/ Website gia mao Giao hang nhanh
7 https://thuongmdlentu[#tsg?pllndeﬂlndex/home[.] Website gid mao sin TMDT Lazada
8 https://da5651[.Jcom Website gia mao san TMDT Lazada
. Website gia mao Ngan hang JP Morgan Chase
9 Xjp[.Jmorganfutureszy[.Jcom Bank My tai Vict Nam
. Website gia mao Ngan hang TMCP Ky
10 https://cskh-techcombank][.Jcom/ Thuong Viét Nam
11 hdbank[.]Jkhuyenmaikhachhang-triankhachhang- | Website gia mao Ngan hang TMCP Phat trién
thang12[.Jcom][.Jvn Thanh phé H6 Chi Minh
12 https://mbtaichinh-tienloi[.Jcom/ Website gia mao Ngan hang TMCP Quan doi
13 https://tc-shbfinance[.]Jcom/ Website gia mao Ng:; E%?g TMCP Sai Gon —
14 vpbank][.]Jhotrotructuyen-chamsockhachhang- Website gia mao Ngan héng TMCP Viét Nam
hotro247-thang12[.Jcom[.Jvn Thinh Vuogng
15 mail[.Jvpbank[.]hotrotructuyen- Website gia mao Ngan hang TMCP Viét Nam
chamsockhachhang-hotro247-thang12[.Jcom[.Jvn Thinh Vuong
16 https://shinhan[.]hotrokhachhang-hotrotructuyen- Website gia mao Ngan hang TNHH MTV
uudaidacbiet-thang12[.Jcom[.]Jvn/ Shinhan Viét Nam
17 www][.]sp66699[.]Jcom Website gia mao san TMDT Shopee
18 https://sp6708p[.]Jcom Website gia mao san TMDT Shopee
19 https://sp5583p[.Jcom Website gia mao san TMBDT Shopee
20 chinhphuvn[.]Jcc Website gia mao Van phong Chinh phu
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhit cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn.

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Pbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




