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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhom APT “Gelsemium” tir Trung Qudc thuc
hién chién dich tan cong nham vao hé théng Linux sir dung ma doc WolfsBane.

- Canh bao: Apple phat hanh ban va xir ly cac 16 hong Zero-Day dang bi khai
thac trong thyc té.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So ligu, thong ké

- Tan cong DRDoS

- Tén cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira dao ngwdi dung Viét Nam: 4.915 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tAn cong APT: Nhém APT “Gelsemium” tir
Trung Quéc thuc hién chién dich tan cong nham vao hé

théng Linux sir dung ma doc WolfsBane"
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Gan day, co quan bao mat di ghi nhan nhém
APT “Gelsemium” st dung ma doc backdoor
Linux “WolfsBane” trong chién dich tan cong
nham vao Pong A va Pong Nam A. Thong tin
nay duogc tong hop duwa trén cac mau ma doc tai
lén VirusTotal dé phan tich tr Pai Loan,
Philippines va Singapore ké tir thang 03/2023.

Ma doc WolfsBane dugc danh gia 1a phién
ban Linux cua ma doc Gelsevirine, vén 1a ma doc
backdoor trén Windows ton tai tir nam 2014.
Ngoai ra, co quan bao mat nay cling da ghi nhan
mot ma doc cai cam “FireWood” c6 két nbi mot
b6 cong cu ma doc “Project Wood”.

Hién FireWood dang dugc nghi la thudc so
hitu ciia nhém Gelsemium, tuy nhién van ton tai
kha ning ma doc nay duoc chia sé gitta nhiéu
nhém tan cong tir Trung Quéc khac nhau.

Muc ti€u cua ma doc va cong cu nay la dé thu
thap cac dir li¢u quan trong trén hé théng nhu
thong tin tong thé vé hé thong, thong tin xac thuc
ctia nguoi dung, file/thu muc quan trong bi nham
t6i. Ngoai ra, ching con duge dung dé duy tri két
ndi, thue thi ma tir xa mot cach bi mat, qua doé cho
phép nhém dbi tuong thu thap thong tin va né
tranh phat hién.

Hién tai, phuong thirc xdm nhép dau vao cua
nhom dbi tuong chua dugc 1am 16 nhung c6 kha
nang cao 1a thong qua viéc khai thac 18 hong an
toan thong tin trén tng dung web dé trién khai
webshell c6 muc dich duy tri két ndi tir xa, qua d6
phat tan ma doc WolfsBane. Nhom ddi twong da
dugc ghi nhan st dung cong cu rootkit ma ngudn
mé “BEURK” dé che giéu hoat dong trén hé
thong Linux va thyc thi cau 1énh giri t6i tr may
chu C&C; ma doc FireWood st dung module
rookit trén kernel c6 tén “usbdev.ko” dé thuc hién
chtrc nang tuong tu.

Viéc ma doc WolfsBane va FireWood duoc
st dung 1 lan dau nhém Gelsemium str dung ma
doc nham téi hé théng Linux, bao hiéu cho viéc
mé rong pham vi tan cong cia nhom dbi tuong
nay.

Nguon: https:/thehackernews.com/2024/11/chinese-apt-gelsemium-targets-linux.html
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Mot s6 IoC dwoc ghi nhén:

149[.]248[.]14[.]53 210[.]209[.]72[.]180
4vw37z[.]cn acro[.]ns1[.Jname
domain[.]dns04[.Jcom info[.]96htmlI[.Jcom
microsoftservice[.]Jdns1[.]us pctftp[.Jotzo[.]Jcom
sitesafecdn].]Jhoptol[.]org traveltime[.]Jhoptol[.]org
www[.]sitesafecdn[.]Jdynamic-dns[.Jnet | www[.]travel[.]JdnsO4[.]Jcom

Ngudn: https://thehackernews.com/2024/11/chinese-apt-gelsemium-targets-linux.html
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Canh bao: Apple phat hanh ban va xir Iy cac 16 héng Zero-

Day dang bi khai thac trong thuc t&"

Trong tuan vira qua, Apple di phat hanh ban va
bao mat cho 108§, iPadOS, macOS, visionOS va trinh
duyét web Safari dé xir Iy hai 16 hong zero-day dang
bi khai thac trong thuc té.

Cu thé, hai 16 hong nay 1a:

«  CVE-2024-44308 (Piém CVSS: 8.8): L&
hong trén JavaScriptCore dan t6i thuc thi ma tir xa
khi xtr 1y cac ndi dung web ddc hai.

«  CVE-2024-44309 (Piém CVSS: 6.1): Lbi
quan 1y cookie ton tai trén WebKit cho phép dbi
tuong tin cong khai thac thuc hién tin cong XSS khi
truyén vao ndi dung web doc hai.

Puogc biét, hai 16 héng nay da duoc va bé‘mg cach
cai thién khau kiém tra va quan 1y trang thai. Apple
d3 khong cung cip nhiéu thong tin vé ban chat cua
viéc khai thac, nhung da cho biét hai 15 hong nay “c6
thé da bi khai thac trong cac hé thong Mac sir dung
Intel”.

Theo danh gid cia chuyén gia bao mat da phat
hién ra hai 16 hong nay thi chung c6 thé da bi khai
thac trong chién dich tAn cong str dung spywear duoc
hau thudn boi chinh phi hoic dudi dang “danh
thué”.

Hién ban va da dugc phat hanh cho céc thiét bi,
hé diéu hanh sau:

e i0S 18.1.1 va iPadOS 18.1.1 — Cho iPhone
XS tro di, iPad Pro 13-inch, iPad Pro 12.9-inch tu
thé hé 3, iPad Pro 11-inch tir thé hé 1, iPad Air tur
thé hé 3, iPad tir thé hé 7 va iPad mini tir thé hé 5;

« 10S17.7.2 and iPadOS 17.7.2 - Cho iPhone
XS tr¢é di, iPad Pro 13-inch, iPad Pro 12.9-inch tur
thé hé 2, iPad Pro 10.5-inch, iPad Pro 11-inch tir thé
hé 1, iPad Air tir thé hé 3, iPad tir thé hé 6 va iPad
mini tr thé hé 5;

« macOS Sequoia 15.1.1 — May Mac str dung
macOS Sequoia

* visionOS 2.1.1 - Apple Vision Pro

« Safari 18.1.1 — My Mac str dung macOS
Ventura va macOS Sonoma

Tinh téi hién tai, trong nam 2024, Apple da xur ly
415 héng zero-day ton tai trén phan mém cua héng,
trong d6 CVE-2024-27834 da duoc thé hién trong
thuc té tai cuoc thi Pwn20wn Vancouver; ba 16
hong con lai da dugc va vao thang 01/2024 va
03/2024.

Nguoi dung dugc khuyén nghi cap nhat thiét bi
ctia minh 1&n phién ban méi nhat dé giam thiéu nguy
co bi anh hudng boi tan cong.

Ngudn: https://thehackernews.com/2024/11/apple-releases-urgent-updates-to-patch.html
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\ Nguy co tan cdng mang tir diém yéu,
Q@ \ °
106 hong

Trong tuan, cac to chuc qudc té di cong
bd va cap nhat it nhat 1.109 16 hong, trong d
c6 451 16 hong mic Cao, 428 16 hong muc
Trung binh, 53 16 hong muc Thap va 177 15
hong chua danh gia. Trong d6 co it nhat 160
15 hdng cho phép chén va thuc thi ma Iénh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing da ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 15 héng c6 micc d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhdm tan cong.

Trong d6, dang chti y ¢ 03 16 hong anh hudng cac san pham cua Microsoft, Oracle va Apple,
cu thé 13 nhu sau:

e CVE-2024-43451 (Piém CVSS: 6.5 — Trung binh): L& hong ton tai trén Microsoft
Windows 10, Windows 11, Windows Server 2022 cho phép ddi tuong tan cong danh cap
ma bam NTLM tir hé thong. Hién 15 hong da co6 ma khai thac va dang bi khai thac trong thyc
té bai cac nhom tan cong.

e CVE-2024-21287 (Piém CVSS: 7.5 — Cao): L) hong ton tai trén Oracle Agile PLM
Framework thudc Oracle Supply Chain cho phép dbi twong tan cdng véi quyén truy cap vao
hé théng mang qua HTTP kha ning truy cap va thuc hién cac hanh vi trai phép t6i cac dix
liu quan trong trén hé théng. Hién 16 hong da c6 ma khai thac va dang bi khai thac trong
thuc té.

e CVE-2024-44308 (Piém CVSS: 8.8 — Cao): L& hong ton tai trén Safari, iOS, iPadOS,
macOS va visionOS cua hing Apple cho phép déi twong truyén vao noi dung web doc hai
dé dat duoc kha ning thyc thi ma tir xa. Hién 16 hong da c¢6 ma khai thac va dang bi khai
thac trong thuc té
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngan Ghi chd

- biém CVSS: 7.5 (Cao)

i Arlh qhuoxng:AOracle L o https://nvd.nist.gov/v
1 | CVE-2024-21287 | MOt:LOROng chophépdoitugng tancongtruy |, gerail/cvE-

cap va thuc hién cac hanh vi trai phép.

5 2 ) . o 2024-21287

- Lo hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- Biém CVSS: 6.5 (Trung binh)

- Anh huéng: Microsoft Windows 10, Windows

11, Windows Server 2022 https://nvd.nist.gov/v
2 CVE-2024-43451 | - M0 ta: L6 hong cho phép dbi tuong tan cong truy | uln/detail/CVE-

cap va thuc hién cac hanh vi trai phép 2024-43451

- L3 hong di c¢6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: 8.8 (Cao)

- Anh huong: Safari, i0S, iPadOS, macOS va

visionOS https://nvd.nist.gov/v
3 CVE-2024-44308 | - M@ ta: L& hong cho phép ddi tugng tan cong |  uln/detail/CVE-

thuc thi ma tur xa 2024-44308

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi truong thyc té bai cac nhom tan cong

- biém CVSS: 8.8 (Cao)

i AnAh hquén;g: (Erafana L « .| https://nvd.nist.gov/v
4 | CVE-2024-9264 | MOt LO hong cho phep doi tuong tan €ONg | geryiyovE-

kha~| thqac Ioi Command Injection. 9024-9264

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- Piém CVSS: 7.8 (Cao)

: iﬂn}l }{‘_I"L”E'h(fo' ne}cledreitért((izgg UbuntuA . https://nvd.nist.gov/v
5 | CVE-2024-48990 0 ta: 1.6 hong cho phep dor wong tan cong |\ etail/cVE-

thuc thi ma tir xa
- L4 hong di c¢6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

2024-48990
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National Cyber Se

TT M3 16i quéc té M6 ta ngin Ghi chd

- biém CVSS: 9.8 (Nghiém trong)

i Alfh ?“"L‘ g:APAN-OS L o https://nvd.nist.gov/v
6 CVE-2024-0012 - Mo ta:vLo hoIlg cho phép doi tugng tan cong leo uln/detail/CVE-

thang dgc quyen o 2024-0012

- Lo hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: 7.2 (Cao)

- Anh husng: PAN-OS _
. CVE.2024.0474 |~ MO té:v L3 héiqg cho phép ddi tugng tan cong leo httﬁlsﬁ// /ge\ig.:}'ét\?é)w v

thang dgc quyen 2024-9474

- Lo hong da c6 ma khai thac va dang bi khai thac

trong mdi truong thyc té bai cac nhém tan cong

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: VMWare vCenter Server .

- Md tél:mL(g hdng c?loe pl?éi) t(:éisteuoig tan cong https://nvd.nist.gov/v
8 CVE-2024-38812 . j uln/detail/CVE-

thu~c tf}l ma tor xa 9024-38812

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: 9.8 (Nghiém trong)

- Anh hudng: Plugin “Really Simple Security”

-dll\zévllé(?rﬁg rrfgrsl cho phép déi tuong tén cong truy | TPS//nvd-nist.goviv
9 CVE-2024-10924 \ ng cho phep dot tuong gty LIn/detail/CVE-

cap~va }huc hién cac hanh vi trai phép 2024-10924

- Lo hong chua c6 ma khai thac va dang bi khai

thac trong moi truong thuc té boi cac nhom tan

cong

- biém CVSS: 7.8 (Cao)

- Anh huong: Goéi needrestart cua Ubuntu .

- M6 ta: Lg hong cho phép ddi twong tan cong https://nvd:nlst.govlv
10 CVE-2024-11003 s j uln/detail/CVE-

thuc thi ma tirxa 2024-11003

- Lo hong da c6 ma khai thac va dang bi khai thac

trong mdi truong thyc té bai cac nhém tan cong
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té'n c6 n g D R Dos Biéu b théng ké;ﬂ%é:):gntheo cbng dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
34.886 (ting so véi tuan trudc 32.424)
thiét bi c6 kha ning bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Thong ké tin cong vao
trang/cong théng tin dién tie
cia Viét Nam

Cai mi ddc

Lira dio (Phishing) 7

Botnhet

Trén thé gidi c6 nhiéu dia chi IP/domain
doc hai duoc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép
nhom d6i twong diéu khién thiét bi thugc
c4c mang botnet dé thuc hién cac hanh
vi trai phép nhu trién khai tin cong
DDoS, phéat tin ma ddc, guri thu rac, truy
cap va danh cap dir liéu trén thiét bi.
Trong tuan, ghi nhan 20 dja chi
IP/domain thudc botnet ¢ anh hudng toi
nguoi dung Viét Nam.
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Tan cong Web
Trong tuan, c¢6 27 truong hop tan cong

vao trang/cong thong tin dién tir cua
Viét Nam: 27 trudong hop tan cong lira
dao (Phishing), 0 truong hop tan cong

cai cam ma doc.

Darkmailer
Other
Cutwail
Stealrat
Gamut

lotbotnet

Avalanche

Pia chi dwoc st dung trong cac mang botnet

disorderstatus.ru

gjogvvpsf.biz

differentia.ru

morphed.ru

atomictrivia.ru

ygiudewsghct.in

a.asense.in

hzmksreiuojy.in

sdk.asense.in

a.deltaheavy.ru

statis.multispacesext.net

hzmksreiuojy.ru

ydglnw.info

xjpakmdcfuge.biz

thesecond.in

yunalwv.biz

cp.zbum2hkm.ru

b.deltaheavy.ru

amnsreiuojy.ru

yk37wagdg.life
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan, hé thdng ciia Cuc An toan thong tin dd ghi nhan 4.915 phan anh truong hop lira dao
truc tuyén do ngudi dung Internet Viét Nam guri vé. Trong do:
- 292 trudng hop phan anh duoc tiép nhan thdng qua hé thong Trang canh bao an toan thong tin Viét
Nam (canhbao.khonggianmang.vn).
- 4.623 trudng hop phan anh cugc goi, tin nhan lira ¢ao théng qua tong dai 156/5656
Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 https://nhanvienhanghoa[.]Jcom/index/user/index[.Jht | Website gia mao Céng ty c6 phan giao hang tiét
mi kiém
https://chat[.]dichvutonghop[.Jvip/index/index/home S R P Y
2 ?visiter_id=&visiter_name=&avatar=&business_id= Website gia mao ConEignCO phan giao hang tiet
1&groupid=8&special=32 i
3 https://giachangtietkiem24[.Jcom/ Website gia mao Congignm phan giao hang tict
4 Giaohangtietkiemm( Jnet Website gia mao Congign €6 phan giao hang tiét
5 https://aeoonmallstore[.Jcom/ Website gia mao Cong ty TNHH Aeon Viét Nam
6 https://aeoonmallstore[.Jcom/my Website gia mao Cong ty TNHH Aeon Viét Nam
7 https://dkvn[.]Jzvogo[.]Jcom/ Website gia mao Cuc Pang kiém Viét Nam
. . Website gia mao Ngan Hang TMCP Dau tu va
8 bidvnanghanguutien[.]duy2[.Jname[.Jvn Phét trién Viet Nam |
9 hdbank[.Jchamsockhachhang-hotro247- Website gia mao Ngan hang TMCP Phat trién
capnhatuudai-thang11[.Jcom[.Jvn Thanh pho H6 Chi Minh ,
10 hdbank[.Juudaidacbiet-khuyenmaikhachhang- Website gia mao Ngan hang TMCP Phat trién
thang11[.]Jcom[.Jvn Thanh pho Ho Chi Minh
11 vib[.Jchamsockhachhang- Website gia mao Ngan hang TMCP Qudc té Viét
capnhatthethang11[.Jcom[.Jvn Nam
12 doitac[.]shb-bank[ Jcom Website gia mao Nglj.g :I%?g TMCP Sai Gon —
13 vpbank[.]Jchamsockhachhang-hotro247- Website gia mao Ngan héng TMCP Viét Nam
trungtamcapnhatthe-thang11[.Jcom[.Jvn Thinh Vugng
14 vpbank[.Jkhuyenmaidacbiet-uudaikhachhang- Website gia mao Ngan hang TMCP Viét Nam
thang11[.]Jcom[.Jvn Thinh Vugng
15 https://vpbank[.]hotrokhachhang- Website gia mao Ngan hang TMCP Viét Nam
khuyenmaithethang11[.Jcom[.Jvn/ Thinh Vuong
16 https://shinhan[.]Jchamsockhachhang-hotro247- Website gia mao Ngén hang TNHH MTV
capnhatthe-thangl11[.Jcom[.Jvn Shinhan Viét Nam
17 https://evnspceskh[.Jcom Website gia mao Ta?E(\i;);r)l bién luc Viét Nam
18 evnspceskh[.Jcom Website gia mao Tap doan Dién luc Viét Nam
(EVN)
chinh-phul.Jcc Website gia mao Vin phong Chinh phu
https://chinhphu-vn[.]Jcom/ Website gia mao Van phong Chinh phu




NCSCX

National Cyber Security Center

Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*
2. Béi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho céc 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhit cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

**k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu Iy cac thiét bi trong toan bd hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Pbi véi cac website gia mao thong ké tai muc Tén cong lira ddo nguwoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu ctia t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




