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1. Tin tiec An toan thong tin

- Chién dich tin cong APT: Chién dich “VEILDrive” loi dung cac dich vu cua
Microsoft dé phat tan ma doc va né tranh bi phat hién.

- Canh béao: Synology phét hanh ban va cho 16i RCE nghiém trong “khong
cham” de doa hang triéu thiét bi NAS.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- Tan cong DRDoS

- Tén cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira dao ngwdi dung Viét Nam: 5.213 trudng hop lira d¢ao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

*chién dich tn cong APT: Chién dich “VEILDrive” lgi
dung cac dich vu ciia Microsoft dé phat tan mi doc va né
tranh bi phat hign"
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Céac chuyén gia bao mat da phat hién mot
chién dich tan cong c6 tén “VEILDrive” loi dung
cac dich vu cia Microsoft nhu Teams,
SharePoint, Quick Assist, va OneDrive nham
phat tan ma doc va thyc hién cac cudc tan cong
spear-phishing. Viéc nay giup nhém tan céng
tranh bi phat hién bai cac hé théng giam sét thong
thuong.

Chién dich duoc ghi nhan lan dau vao thang
9/2024 khi cac chuyén gia tng ctru sy ¢b an toan
thong tin nham vao mot t6 chirc ha tng trong yéu
tai My, dugc mé hoa danh tinh 1a “Org C.” Chién
dich dugc cho 12 bat dau tir thang trudc, véi muc
tiéu chinh 1a phat tan ma doc dya trén Java va st
dung OneDrive lam nén tang C&C.

Nhom tan cong khoi dau chién dich bang
cach gui tin nhan trén Microsoft Teams t&i bon
nhan vién cua Org C, gia danh nhan vién IT va
y8u cau truy cap tir xa vao thiét bi cua ho théng
qua cong cu Quick Assist.

Piém dic biét 1a cac tin nhan nay khong
dugc gui tr mot tai khodn mdi tao ma tur tai
khoan ctiia mot td chirc khac di bi khai thac
trudce do, goi la Org A.

Sau khi c6 dugc sy tin tuong tur cac nhan
vién, nhom tan cong tiép tuc chia sé mot dudong
dan tai xubng trén SharePoint cho tép ZIP
“Client_v8.16L.zip” duoc luu trit trén ha ting
ctia mot t6 chire thir ba, goi 1a Org B. Bén trong
tép ZIP nay c6 chtra LiteManager, mot cong cu
truy cap tur xa, cung cac t¢p khac. Sau khi truy
cap thanh cong, ké tan cong sir dung quyén truy
cap dé thiét 1ap lich tic vu nham thyc thi
LiteManager dinh ky.

Sau d6, ddi tuong tan cong glri cho ngudi
dung mot dudng din tai xudng trén SharePoint,
dan t6i tép “Client v8.16L.zip” dugc luu trén
hé thong ciia mot to chirc khac. Bén trong tép
nay chira nhiéu tép tin, bao gdbm LiteManager,
mot cong cu truy cap tir xa. Sau khi tai xudng,
d6i tuong tin cong thiét 1ap lich trinh tu dong
dé LiteManager c6 thé chay dinh ky trén hé
thong, dam bao duy tri quyén truy cip tir xa ma
khéng can su can thiép thu cong.

Ngudn: https://thehackernews.com/2024/11/veildrive-attack-exploits-microsoft.html
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Tiép d6, mot tép ZIP khac co tén “Cliento.zip” cling duoc tai xudng véi phuong thirc tuong tu,
chtra ma doc dang Java Archive (JAR) cing bo cong cu Java Development Kit (JDK) dé kich hoat
ma doc nay. Mi doc sir dung tai khoan OneDrive do ddi twong kiém soat, dang nhap bang thong tin
xac thuc Entra ID dugc ma hoa san, va dung OneDrive lam C&C dé tai va thuc thi cac 1énh PowerShell
trén hé thong bi nhiém théng qua Microsoft Graph API. Mot phuong an du phong ciing duoc tich hop,
v6i mot socket HTTPS két ndi dén may 4o Azure tur xa dé nhan va thyc thi 1énh PowerShell.

Pugc biét, day khong phai 1a 1an dau Quick Assist bi khai thac cho myc dich tin cong. Trude do,
vao thang 5/2024, Microsoft da canh bao vé nhom Storm-1811, gia danh nhan vién hd tro ky thuat
qua Quick Assist dé phat tan ma doc téng tién Black Basta.

Thong tin vé chién dich VEILDrive dugc cong bd sau khi Windows thong bao phat hién cic cudc
tan cong loi dung dich vu luu trir t€p nhu SharePoint, OneDrive, va Dropbox lam phuong thurc né
tranh cac hé thong phat hién thong thuong.

Mot s6 ToC dwoc ghi nhén:

SafeShift390[.Jonmicrosoft[.]Jcom GreenGuard036[.Jonmicrosoft[.]Jcom
40.90.196[.]221 40.90.196[.]228
38.180.136[.]185 213.87.86[.]192

Ngudn: https://thehackernews.com/2024/11/veildrive-attack-exploits-microsoft.html
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“canh bao Synology phat hanh ban va cho 18i RCE nghiém

trong “khéng cham” de doa hang triéu thiét bi NAS”

Synology vira phat hanh ban va cho 1di
nghiém trong giy anh hudng té1 DiskStation va
BeePhotos, 16 hong nay cho phép dbi tuong tin
cong khai thac thyc thi ma tir xa.

L4 hong nay c6 ma CVE-2024-10443 va c6
tén RISK:STATION, da duoc cong khai tai
cudc thi Pwn20Own tai Ireland vao nam 2024.
Cu thé, ddy 1a 15 hong "khong cham" va khong
yéu cau xéc thuc, cho phép dbi tuong tin cong
chiém quyén root trén thiét bi NAS ma khéng
can ngudi dung thuc hién bat ky thao tac nao.
Diéu niy c6 nghia la ddi tuong tan cong c6 thé
x4m nhdp vao hé thong tir xa va phat tin ma
doc ma khong can twong tac tir phia ngudi
dung.

Céc phién ban bi anh huong bao gdom
BeePhotos for BeeStation OS 1.0, BeePhotos
for BeeStation OS 1.1, Synology Photos 1.6
cho DSM 7.2 va Synology Photos 1.7 cho DSM
7.2.

Hién tai, Synology chwa cong b chi tiét ky
thuat vé 16 hong nay dé dam bao nguoi dung cd
thoi gian cap nhat ban va. Uédc tinh ¢ khoang 1-
2 triéu thiét bi Synology dang nam trong dién bi
de doa trén khong gian mang.

Thong bao cua Synology dugc dua ra trong
bbi canh QNAP ciing dang xir Iy ba 16 hong
nghiém trong anh huong dén cac dich vu
QuRouter, SMB Service, va HBS 3 Hybrid
Backup Sync. Ba 16 hong nay da xuat hién tai cugc
thi Pwn2Own va c¢6 ma nhu sau:

o CVE-2024-50389 — Pba dugc va trong
QuRouter phién ban mai hon 2.4.5.032

o« CVE-2024-50387 — Dba duoc va trong
SMB Service phién ban 4.15.002 va céc
phién ban mdi hon

o CVE-2024-50388 —ba dugc va trong HBS
3 Hybrid Backup Sync phién ban mdi hon
25.1.1.673

Maic du chua c6 ghi nhan vé viéc cac 16 hé)ng
trén bi khai thac trong thuc té, nguoi dung van nén
cap nhat ban va ngay khi co thé. Trong bdi canh
cac cudc tan cong nham vao thiét bi NAS dé phat
tin ma doc ngay cang gia tang, dic bi¢t la
ransomware, viéc bao mat thiét bi tré nén quan
trong hon bao gid hét.

Nguén: https://thehackernews.com/2024/11/synology-urges-patch-for-critical-zero.html
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\ Nguy co tan cdng mang tir diém yéu,
Q@ \
106 hong

Trong tuan, cac to chuc qudc té di cong
bd va cap nhat it nhat 833 I8 hong, trong do
c6 292 16 hong mic Cao, 467 16 hong muc
Trung binh, 27 16 hong mic Thap va 47 15
hong chua danh gia. Trong d6 co it nhat 120

15 hdng cho phép chén va thuc thi ma Iénh. S
Ngoai ra, tuan hé thong ky thuat cia |[EEEEES
NCSC ciing da ghi nhan TOP 10 15 hong dang
cha y, 1a nhitng 15 hdng c6 mac d6 nghiém S )
trong cao hogc dang bi khai thac trong moi sharePoint RCE Vulnerability Exploited

truong thuc té boi cac nhdm tan cong.

Trong d6, dang chii y ¢6 03 16 héng anh huéng cac san pham cua Microsoft, Fortinet va
X.org, cu thé 13 nhu sau:

e CVE-2024-38094 (Piém CVSS: 7.2 — Cao): L& hong ton tai trén Microsoft SharePoint
cho phép d6i twong tan céng thyc thi ma tir xa. Hién 16 hong da c6 ma khai thac va dang bi
khai thac trong thuc té boi cac nhom tan cong

e CVE-2024-47575 (Piém CVSS: 9.8 — Nghiém trong): L& hong ton tai trén FortiManager
cho phép dbi twong thuc thi ma tir xa. Hién 16 hong di c6 ma khai thac va dang bi khai
thac trong thuc té boi cac nhdm tan céng.

e CVE-2024- 9632 (Piém CVSS: 7.8 — Cao): L hong ton tai trén may chu X.org cho phép
dbi twong tan céng vai quyén truy cap ndi bd vao may chi co thé khai thac 15i buffer
overflow, qua d6 cho phép ddi turong thuc hién tan cdng tir chdi dich vu, leo thang dic
quyén. Hién 156 hong chua c6 ma khai thac va dang b khai thac trong thyc té béi cac nhém
tan cong.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngan Ghi chd

- biém CVSS: 7.2 (Cao)

- Anh huong: Microsoft SharePoint https://nvd.nist.gov/v
1 | CVE-2024-38004 | MO ta: Lo hong cho phép doi twong tan cong | erait/cve-

thuc thi ma tu xa 9024-38094

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhém tan cong

- biém CVSS: 9.8 (Nghiém trong)

- Anh huéng: FprtiManager . . https://nvd.nist.gov/v
2 | CVE-2024-47575 ;hMCOt;?:m';’t‘hiZg cho phép doi twong tan €ong |, detail/CVE-

184 u
o L, 2024-47575

- Lo hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: 7.8 (Cao)

- Anh huong: May cha X.org

- M6 ta: LS hdng cho phép dbi twong tan cong https:/nvd.nist.goviv
3 CVE-2024-9632 ;hul_;cé rr]m,en tan cong tr choi dich vy, leo thang dac uln/detail/CVE-

- L6 hdng chua c6 ma khai thac va dang bi khai 2024-9632

thac trong méi truong thuc té bai cac nhom tan

cong

- Biém CVSS: 9.8 (Nghiém trong)

i ‘:/In}l ?l_mfg:hzx'mbri héo db i o6 https://nvd.nist.gov/v
4 | CVE-2024-45519 | VO & -0 Nong cho phcp dot uong T €ONG |, 1 detail/CVE-

thuc thi ma tur xa 9024-45519

- L4 hong di c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhém tan cong

- Piém CVSS: 9.8 (Nghiém trong)

- Anh huong: Rejetto HTTP File Server https://nvd.nist.gov/v
5 CVE-2024-23692 | - M0 ta: Lb hong cho phép ddi tuong tan cong uln/detail/CVE-

- L4 hong di c¢6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

2024-23692
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TT M3 16i quéc té M6 ta ngin Ghi chd

- biém CVSS: 7.8 (Cao)

i AI}h qh.uégg:xQualcomrT\ . o https://nvd.nist.gov/v
6 | CVE-2024-43047 | MOt LONong chophép doituongtancongtiuy | geraiiicvE-

cap~va7th1,rc thi c&c hanh vi trai phép 9024-43047

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhém tan cong

- biém CVSS: 10.0 (Nghiém trong)

- Anh huong: Cisco Ultra-Reliable Wireless

Backhaul (URWB) Access Points , https://nvd.nist.gov/v
7 CVE-2024-20418 - M0 ta: Lo hong cho phép doi tugng tan cong uln/detail/CVE-

thuc thi ma tir xa 2024-20418

- L4 hong di c6 ma khai thac va dang bi khai thac

trong mdi truong thyc té bai cac nhém tan cong

- biém CVSS: 9.8 (Nghiém trong)

on: o NNt Bt s s gt
8 CVE-2024-5910 s O PR uln/detail/CVE-

cap va thuc hién cac hanh vi trai phép

- L3 héng da c6 ma khai théc va dang bi khai thac 2024-5910

trong moi truong thyc té boi cac nhom tan cong

- Piém CVSS: 9.8 (Nghiém trong)

- Anh huong: Vivek Tamrakar WP REST API

- M ta: L6 hong cho phép d6i tuong tan cong truy | https:/nvd.nist.gov/v
9 CVE-2024-49328 cap va thuc hién cac hanh vi trai phép uln/detail/CVE-

- L6 hong chua ¢6 ma khai thac va dang bi khai 2024-49328

thac trong moi trueong thuc té boi cac nhom tan

cong

- Piém CVSS: 9.8 (Nghiém trong)

- I:Anél '?él'wli]g .h\éizaglo phép ddi twong tan cong https://nvd.nist.gov/v
10 | CVE-2024-40711 I - uln/detail/CVE-

thuc thi ma tir xa

- L3 héng da c6 ma khai thc va dang bi khai thac |~ 202440711

trong mdi trudng thyuc té bai cac nhém tan cong
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

e o Biéu d6 thong ké thiét bi theo cong dich
Tan cong DRDOS iéu do thong e;h::)e:)ié;nt eo cong dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
32.599 (giam so Vi tuan trudc 32.883)
thiét bi c6 kha ning bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Thong ké tin céng vao
trang/cong thong tin dién tir
cia Viét Nam

Cai mi die 0

Lira déio (Phishing) 3

Botnhet

Trén thé gidi c6 nhiéu dia chi IP/domain
doc hai duoc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép
nhom d6i twong diéu khién thiét bi thugc
c4c mang botnet dé thuc hién cac hanh
vi trai phép nhu trién khai tin cong
DDoS, phéat tin ma ddc, guri thu rac, truy
cap va danh cap dir liéu trén thiét bi.
Trong tuan, ghi nhan 20 dja chi
IP/domain thudc botnet ¢ anh hudng toi
nguoi dung Viét Nam.

25000
20000
15000
000 [

0

Tan cong Web
Trong tuan, c6 33 trudng hop tan cong

vao trang/cong thong tin dién tir cua
Viét Nam: 33 trudong hop tan cong lira
dao (Phishing), 0 trudng hop tan cong

cai cam ma doc.

Darkmailer
Other
Cutwail
Stealrat
Gamut

lotbotnet

Avalanche

Pia chi dwoc st dung trong cac mang botnet

disorderstatus.ru

gjogvvpsf.biz

differentia.ru

morphed.ru

atomictrivia.ru

ygiudewsghct.in

a.asense.in

hzmksreiuojy.ru

sdk.asense.in

xjpakmdcfuge.biz

statis.multispacesext.net

a.deltaheavy.ru

egksyqv.info

hzmksreiuojy.in

thesecond.in

restlesz.su

amnsreiuojy.ru

trn4x9dc.ru

cp.1g82n82g.ru

yunalwv.biz
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan, hé théng ciia Cuc An toan thong tin da ghi nhan 5.213 phan anh truong hop
lra @40 truc tuyén do ngudi ding Internet Viét Nam gui vé. Trong do:
- 258 truong hop phan anh duoc tiép nhan théng qua hé théng Trang canh bao an toan théng
tin Viét Nam (canhbao.khonggianmang.vn).
- 4.955 trudng hop phan anh cudc goi, tin nhin lira dao thdng qua tong dai 156/5656
Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 https://sellings-global[.Jcom/shop Website gia mao san TMDT Amazon
) Website gia mao Cong ty co phan giao
giaohangtietkiem247[.Jcom[.]Jvn hang tiét kiém
3 Website gia mao Cuc Piang kiém Viét
dkvn[.Jzvogo[.]Jcom Nam
4 Website gia mao Dich vu cong Qudc
vn-chinhphu[.Jcom Gia
e Website gia mao Dich vu cong Qudc
dichvucong[.Jwrgov[.]Jcom Gia
6 https://ebayve[.]Jcom Website gid mao sain TMPT Ebay
7 Website gia mao Ngan hang TMCP
https://ocbcccreonline[.Jcom/ Phuong Déng
8 Website gia mao Ngan hang TMCP
https://vimoney[.]credit Quén doi
9 Website gia mao Ngan hang TMCP
Ungdung6buoc[.]Jcom Quan doi
10 Website gia mao Ngan hang TMCP
khachhangcnvib[.Jcom Quac te Viét Nam
11 Website gia mao Ngan hang TMCP
vaythechapvib[.Jcom Quac te Vigt Nam
12 https://shinhan[.Jhotrokhachhang-uudaithemoi- Website gia mao Ngan hang TNHH
thang11[.Jcom[.Jvn/ MTYV Shinhan Viét Nam
13 https://shinhan[.]hotrokhachhang-uudaithemoi- Website gia mao Ngan hang TNHH
thangl1[.Jcom[.Jvn MTYV Shinhan Viét Nam
14 www][.]sp7588p[.Jcom Website gia mao san TMDT Shopee
15 Website gia mao Tap doan Dién lyc Viét
https://evnsp[.]Jcom/ Nam (EVN)
16 Website gia mao Tap doan Dién luc Viét
https://www[.]evnsspc[.]Jcom/ Nam (EVN)
17 https://www/[ ]tikifreeship[.]cc Website gia mao sain TMDT Tiki
18 https://tiktok-svip11[.Jcom/r?code=YFVEZA Website gid mao TikTok
19 Evaluatetravels[.Jcom Website gia mao Traveloka
20 https://evaluatetravels[.Jcom/login Website gia mao Traveloka
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*
2. Béi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho céc 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhit cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

**k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu Iy cac thiét bi trong toan bd hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Pbi véi cac website gia mao thong ké tai muc Tén cong lira ddo nguwoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu ctia t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




