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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhom APT Evasive Panda st dung bo cong cu
CloudScout dé danh cdp cookie phién diang nhap tir cac dich vy ddm may.

- Canh béo: L6 hong RCE trén Microsoft Sharepoint bj khai thac dé xam nhap
vao hé théng mang cua doanh nghiép.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- Tan cong DRDoS

- Tén cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira ddo ngudi dung Viét Nam: 2784 truong hop hra dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Chién dich tdn cong APT:Nhom APT Evasive Panda sir
dung bd cong cu CloudScout dé danh cip cookie phién ding

nhap tir cac dich vu ddm may’

Gan day, céac t6 chirc chinh phu va tén giéo
tai Dai Loan da tré thanh muc tiéu cua nhém
APT Evasive Panda c6 ngudn gdéc tir Trung
Qudc. Trong chién dich tan cong nay, Evasive
Panda str dung b6 cdng cu hau khai thac cé tén
CloudScout dé xam nhap va thu thap dix liéu.

B6 cong cu nay co kha nang thu thap dix liéu
tir nhiéu dich vu ddm may khac nhau nhd vao cac
cookie phién web bj danh cip. Théng qua mot
plugin, CloudScout hoat déng dong bd Vi
MgBot — bo khung ma doc dac trung cia nhdm
Evasive Panda.

ESET phat hién ring mi doc dya trén nén
tang NET nay da xuat hién tir khoang thang
05/2022 dén thang 02/2023, véi tong cong 10
module viét biang C#, trong d6 c6 ba module
chuyén thu thap dir liéu tir Google Drive, Gmail
va Outlook.

Evasive Panda, con dugc biét dén véi tén goi
Bronze Highland, Daggerfly, va StormBamboo,
12 mot nhom gian diép mang chuyén tin cong vao
cac to chirc tai Pai Loan va Hong Kong. Nhom
nay ciing ndi tiéng voi cac cudc tin cong watering
hole va chudi cung ung, dic biét nham vao cong
dong ngudi Tay Tang.

Diém nbi bat cia nhém APT Evasive Panda
1a kha ning trién khai nhiéu phuong thiic tin
cong, bao gdm khai thac cac 15 hong bao mat méi
cong bd va tin cong chudi cung tng bang DNS
poisoning, nham xam nhdp vao mang ludi nan
nhan va trién khai MgBot va Nightdoor.

Phén tich cho thiy, cic module CloudScout
duoc thiét ké dé chiém dung cac phién da dugc
xac thuc trén trinh duyét web bang cach danh cip
cookie va sir dung chung dé truy cap trai phép vao
Google Drive, Gmail va Outlook. Cac module
nay dugc trién khai qua mot plugin ciia MgBot
viét bang C++.

CloudScout dugc xdy dung dua trén goi
CommonUltilities, cung cap cac thu vién can thiét
& cap do thap cho cac module hoat dong, bao
gom:

Ngudn: https://thehackernews.com/2024/10/chinese-hackers-use-cloudscout-toolset.html
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Tin tiec An toan thong tin

*Chién dich tn cong APT:Nhom APT Evasive Panda sir
dung bd cong cu CloudScout dé danh cip cookie phién ding
A e 2 . )
nhap tir cac dich vu dam may

« HTTPAccess — ham xir Iy két ndi giao thirc HTTP;

« ManagedCookie — ham quan ly cookie cho cac yéu cau web gitra CloudScout va dich vu muc

tiéu;

o Logger;

o SimpleJSON.

Dt liéu dugce thu thap tir ba npodule —bao gém danh sach thu muc thu, email (kem theo t&p dinh
kem), va cac tép co dinh dang nhat dinh (.doc, .docx, xlIs, xIsx, .ppt, .pptx, .pdf va .txt) — s€ dugc nén
thanh file ZIP trudc khi trich xuat thong qua MgBot hoac Nightdoor.

Nhitng co ché bao mat méi do Google phat hanh, nhu Device Bound Session Credentials (DBSC)
va App-Bound Encryption, du kién s& lam cho cac ma ddc dua trén cookie trd nén 16i thoi.

Thong tin vé nhom tan cong Evasive Panda va b6 cong cu CloudScout dugc cong bé trong boi
canh chinh phu Canada cédo budc mot nhom tin cong co lién quan dén Trung Qudc da tién hanh céac

hoat dong do tham kéo dai nhiéu thang trén nhiéu linh vuc tai qudc gia nay.

Mét s6 ToC dwoce ghi nhén:

103.96.128[.]144 C70C3750AC6B9D7B033AD | 812124B84C5EA455F7147D
DEF838EF1CC28C262F3 94EC38D24BDF159F84
AD6C84859D413D627AC589A | 3DD958CAGEB7E8F0A0612 | 547BD65EEEOSD744EQ075C5
EDF9891707E179D6C D295453A3A10C08F5FE E12FB9/73A74D42438F
348730018E0AS554F0F05E47B | 9B6A473820A72111C1A387 | 621E2B50A979D77BA3F271
BA43DCOF55795AC 35992B55C413D941EE FAB94326CCCBC009B4
C058F9FE91293040C8B0908D | 4A5BCDAACOBC315EDDO | 67028AEB095189FDF18B2D
3DAFC80F89D2E38B 0BB1FCCD13227/37BCBEE | 7/B775B62366EF224A9
B
B3556D1052BF5432D39A6068 | 84F6BI9F13CDCD8DI9D15D5 | 93C1C8AD2AF64DOE4AC132
CCFOOD8C318AF146 820536BC878CD89B3C8 FO67/D369ECBEBAEOOBY
8EAA213AE4D482938C5A7EC | AICA41FDB61F0365916805 | 0
523C83D2C2E1E8COE ODE3E208F0940F37D8

Nguon: https://thehackernews.com/2024/10/chinese-hackers-use-cloudscout-toolset.html
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Tin tiec An toan thong tin

“Canh bao: LS hong RCE trén Microsoft Sharepoint bi khai

thac d& xam nhap vao h¢ théng mang cia doanh nghiép”’

Microsoft SharePoint

Server Vulnerabilities

Gan day, cac chuyén gia biao mat di ghi nhan
16 hong RCE (thuc thi ma tir xa) c6 ma CVE-
2024-38094 bi khai thac trong thuc té nham dat
quyén truy cdp toi hé thdng mang doanh
nghiép.

L3 hong CVE-2024-38094 (Piém CVSS:
7.2) 1a mot 16 hong RCE anh huoéng dén
Microsoft SharePoint, nén tang web phd bién
dugc st dung lam hé théng mang ndi bd, quan
1y tai liu va cong cu hop tac c6 kha nang tich
hop v6i Microsoft 365. Microsoft da phat hanh
ban va vao ngay 9/7/2024 trong dot cap nhat
Patch Tuesday thang 7. L& hong nay ciing da
duogc CISA thém vao danh sach KEV vao tuin
truée, nhung chi tiét vé cach khai thac chua
duoc tiét 10.

Theo phan tich, di phat hién d6i twong tin
cong da lgi dung 16 hong nay dé truy cap trai
phép vao may chua SharePoint va cai dat
webshell, sir dung ma khai thac PoC da duoc
cong khai.

Sau khi truy cap duoc vao hé théng, d6i tuong
tan cong tién hanh leo thang didc quyén bang cach
chiém quyén cua mot tai khoan dich vu Microsoft
Exchange c6 quyén quan tri domain, tir 6 gia ting
kha ning kiém soat.

Tiép dén, ddi twong cai dit phan mém diét virus
Huorong nham tao xung dot, vo hi¢u hoa cac giai
phap bao mat hi¢n c6 va giiup ho cai dit Impacket
dé di chuyén ngang qua hé théng. Vi quyén kiém
soat, d6i twong st dung Mimikatz dé thu thap
thong tin xac thuc, FRP dé truy cdp tir xa va thiét
1ap céac tac vu dinh ky dé duy tri két nbi.

Trong bdi canh 15 hong dang bi khai thac trong
thuc té nhu trén, cac quan tri vién hé théng duoc
khuyén nghi cap nhat SharePoint sém nhét ¢ thé
dé dam bao an toan cho hé théng.

Ngudn: https://www.bleepingcomputer.com/news/security/microsoft-sharepoint-rce-bug-exploited-to-breach-

corporate-network/
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\ Nguy co tan cdng mang tir diém yéu,
Q@ \
|06 hong

Trong tuan, cac to chuc qudc té di cong
b6 va cap nhat it nhat 958 16 hong, trong d6
c6 306 16 hong mic Cao, 430 16 hong muc
Trung binh, 13 156 hong muc Thap va 209 15
hong chwa danh gia. Trong d6 c6 it nhat 153
15 hdng cho phép chén va thuc thi ma Iénh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing da ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 15 héng c6 micc d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhdm tan cong.

Trong d6, dang chi ¥ ¢6 03 16 hong anh hudng céc san pham cua FortiManager, Google
Chrome va Labstack, cu thé 1a nhu sau:

e CVE-2024-47575 (Piém CVSS: 9.8 — Nghiém trong): L hong ton tai trén FortiManager
cho phép d6i twong thuc thi ma tir xa. Hién 16 hong da c6 ma khai thac va dang bi khai thac
trong thyc té bai cac nhém tan cong.

e CVE-2024-4947 (Piém CVSS: 8.8 — Cao): Lb hdng ton tai trén Google Chrome 12 15 Type
Confusion trén V8 cho phép dbi tuong tin cong thuc thi ma tir xa trong méi truong sandbox.
Hién 15 hong da c6 ma khai thac va dang bi khai thac trong thyc té bai cac nhém tan cong.

e CVE-2022-40083 (Piém CVSS: 9.6 — Nghiém trong): L6 hdng ton tai Labstack Echo la
13i diéu hudng mé cho phép ddi tugng tan cdng thuc hién SSRF Ién hé théng. Hién 16 hong
d3 c6 ma khai thac va dang bi khai thac trong thuc té boi cac nhom tan cong
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngan Ghi chd

- biém CVSS: 9.8 (Nghiém trong)

i AnAh 13“6”9: F;ortiManage’r . . .| https://nvd.nist.gov/v
1 | CVE-2024-47575 | MO t: Lo hong cho phép doi twong tan cOng | 1 deraip/cvE-

thycthimatixa o 2024-47575

- Lo hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: 8.8 (Cao)

i An}l 11“5’”9: ?OOQIG Chro’me . . .| https://nvd.nist.gov/v
2 CVE-2024-4947 | MO tar L hong cho phép doi tugng tan cong | 1 deraii/cVE-

thecthimatirxa o 2024-4947

- Lo hong da c6 ma khai thac va dang bi khai thac

trong mdi truong thyc té bai cac nhém tan cong

- biém CVSS: 9.6 (Nghiém trong)

?An}l E?Ofg'hl‘;abﬁa}fk E}clho b L https://nvd.nist.gov/v
3 | CVE-2022-40083 0 ta: Lo hong cho phep dor twong tan €ong |\ qetail/cVE-

kha~| thqac 10 SSRF 9022-40083

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- Biém CVSS: 9.8 (Nghiém trong)

: ’:/In}l }{?ofg.hsxonlcvl\llall E?”'CQS L https://nvd.nist.gov/v
4 | CVE-2024-40766 0 ta: L6 ong cho phep doi tuong 1an €ONG | 1 gerail/cVE-

thuc hién tan cong tir choi dich vu

X 12 ~ - ) . o 2024-40766

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: 9.8 (Nghiém trong)
5 | CVE-2024-38812 ' ~ uln/detail/ CVE-

thuc thi ma tir xa
- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

2024-38812
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TOP 10 lo hong dang chu y trong tuan

National Cyber Se

TT

M4 16i quéc té

M6 ta ngin

Ghi chu

CVE-2024-23113

- biém CVSS: 9.8 (Nghiém trong)

- Anh huoéng: Fortinet FortiOS, FortiProxy,
FortiPAM, va FortiSwitchManager

- Mb ta: L6 héng cho phép dbi twong tin cong
thuc thi ma tir xa

- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi truong thyc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-23113

CVE-2024-20481

- biém CVSS: 5.8 (Trung binh)

- Anh huong: Cisco Adaptive Security Appliance
(ASA) Software, Cisco Firepower Threat Defense
(FTD)

- M6 ta: LS hong cho phép ddi twong tan cong
thuc hién tan cong tir chdi dich vu

- L4 hong di c6 ma khai thac va dang bi khai thac
trong mdi truong thyc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-20481

CVE-2024-50550

- Piém CVSS: 8.1 (Cao)

- Anh huong: LiteSpeed Technologies LiteSpeed
Cache

- M0 ta: LS hong cho phép dbi twong tan cong leo
thang dic quyén

- L hong chua ¢6 ma khai thac va dang bi khai
thac trong moi truong thyuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-50550

CVE-2024-10487

- biém CVSS: 8.8 (Cao)

- Anh huong: Google Chrome

- M6 ta: Ld hong cho phép ddi tugng tan cong truy
cap va thuc hién cac hanh vi trai phép

- L& hong chwa ¢6 ma khai thac va dang bi khai
thac trong moi truong thuc té boi cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-10487

10

CVE-2024-4577

- Piém CVSS: 9.8 (Nghiém trong)

- Anh huong: Ngdn ngix 1ap trinh PHP

- M6 ta: L6 hong cho phép ddi twong tan cong
thuc thi ma tir xa, truy cap va thyc hién cac hanh
vi trai phép.

- Lb hong di c6 ma khai thac va dang bi khai thac
trong mdi truong thyuc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-4577
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Biéu dé thing ké S%é; :Jel nthen céng dich vu
Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6 A
32.883 (giam s0 v&i tuan trusc 36.974) o
thiét bi c6 kha ning bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét ST T

bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dusi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 33 trudng hop tin cong
vao trang/cong thong tin dién tir cua
Viét Nam: 33 trudong hop tan cong lira
dao (Phishing), 0 truong hop tan cong
cai cim ma doc.

Thong ké tin céng vao
trang/cong thong tin dién tir
cia Viét Nam

Cai mi déc 0
Lira ddo (Phishing) 33
Darkmailer
Other
Cutwail
Stealrat
Gamut
Botnet lotbotnet

Trén thé gidi c6 nhiéu dia chi IP/domain
doc hai duoc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dwoc st dung trong cac mang botnet

nhom ddi twong diéu khién thiét b thuoc disorderstatus.ru morphed.ru

c4c mang botnet dé thuc hién cac hanh differentia.ru ygiudewsghct.in

vi trai phép nhu trién khai tin cong atomictrivia.ru hzmksreiuojy.ru

DDoS, phat tin ma doc, giri thu rac, truy chiael S xjpakmdcfuge.biz

cap va danh cip dit ligu trén thiét bi. sdk.asense.in hzmksreiuojy.in

Trong tuAn ghi nhan 20 dia chi statls.mu!tlspacesext.net vptdjfz2w.ru

A o i . egksyqv.info a.deltaheavy.ru

IP/domain thugc botnet ¢ anh huong toi amnsreiuojy.ru restlesz.su

nguoi dung Viet Nam. thesecond.in yunalwv.biz
gjogvvpsf.biz atb-lit.com
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan, hé théng cia Cuc An toan thong tin dd ghi nhan 2784 phan anh trudng hop
lra @40 truc tuyén do ngudi ding Internet Viét Nam gui vé. Trong do:
- 201 trueong hop phan anh duoc tiép nhan théng qua hé théng Trang canh bao an toan théng
tin Viét Nam (canhbao.khonggianmang.vn).
- 2583 trurong hop phan anh cudc goi, tin nhin lra dao théng qua téng dai 156/5656
Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 shop[.Jshopamzselling[.Jcom Website gia mao san TMDT Amazon
2 clash-flow-loan[.Jcom Website gia mao Bo C@ng an
3 Website gia mao Cong ty co phan giao
giaohangtietkiem-cskh[.Jcom hang tiét kiém
4 dienmayxanh-services[.Jcom Website gia mao Dién may xanh
5 lazadal[.]ac Website gia mao sain TMDT Lazada
6 lazada2024[.Jonline Website gia mao sain TMDT Lazada
7 Website gia mao Ngan hang TMCP Viét
vpbank].]cskhtructuyen-uudaithang10[.Jcom[.]Jvn Nam Thinh Vugng
8 https://www][.]tb88789[.Jcom Website gia mao san TMDT Shopee
9 https://mww[.]sp7588p[.Jcom Website gia mao san TMBT Shopee
10 s[.]Jshopee[.Jvn Website gia mao sin TMDT Shopee
11 sp5583p[.Jcom Website gia mao san TMDT Shopee
12 Website gia mao Tap doan Dién luc Viét
www[.]Jevnnpcs[.Jcom Nam (EVN)
13 evn[.]brvgov[.]Jcom Website gia mao Tap doan Dién luc Viét
Nam (EVN)
14 korshoptiktok[.Jcom Website gia mao Tik tok
15 tikione[.Jvip Website gia mao san TMPT Tiki
16 tikifreeship[.]xyz Website gia mao sain TMDT Tiki
18 topcvvn[.Jcom Website gia mao Top CV
19 vnairlines[.]net Website gia mao Vietnam Airlines
20 vneid[.]Jvieegovnl[.]cc Website gia mao VNelD
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin 10C kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

**k*
2. Béi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho céc 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhit cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

**k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu Iy cac thiét bi trong toan bd hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*
4. Pbi véi cac website gia mao thong ké tai muc Tén cong lira ddo nguwoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu ctia t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




