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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhém APT SideWinder tin c6ng nham vao ving
Trung Dong va Chau Phi trong chién dich tin cong da giai doan.

- Canh béo: L& hdng nghiém trong trén Kubernetes Image Builder khién cac
Nodes trén giai phap chiu rai ro tir viéc truy cap Root trai phép.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- Tan cdong DRDoS

- Tan cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira dao ngwdi dung Viét Nam: 190 truong hop hra dao do nguoi
dung Internet Viét Nam thdng bao.

4. Tai liéu lwu triv
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Tin tiec An toan thong tin

“Chién dich tdn cong APT: Nhom APT SideWinder tin cong
nham vao vung Trung Péng va Chau Phi trong chién dich

Ao . . ””
tan cong da giai doan

Cac chuyén gia bao mat da phat hién mot
nhém APT c6 tén SideWinder c6 ngudn gbc tur
An Do, nhém nay thuc hién hang loat cugc tan
cong nham vao céc to chirc va co so ha tang quan
trong tai Trung Pong va chau Phi.

Nhom APT SideWinder duoc biét dén voi
nhiéu tén khac nhu APT-C-17, Baby Elephant,
Hardcore Nationalist, Leafperforator,
Rattlesnake, Razor Tiger, and T-APT-04. Cac
dbi twong bi tin cong chu yéu thudc cac to chic
chinh phu, quan doi, cac cong ty logistics, vién
thong, tai chinh, cac truong dai hoc, va cac doanh
nghiép giao dich dau moé tai cac qudc gia
Bangladesh, Djibouti, Jordan, Malaysia,
Maldives, Myanmar, Nepal, Pakistan, A Rap
Saudi, Sri Lanka, Tho Nhi Ky va Cac Tiéu vuong
quéc A Rap Thong nhit (UAE). Ngoai ra,
SideWinder con nhim dén cac co quan ngoai
giao tai Afghanistan, Phap, Trung Quéc, An D9,
Indonesia, va Ma-rdc.

Diém noi bat trong chién dich nay la chién
thuat tin cong nhiéu giai doan, véi muc tiéu phat
tan mot loai ma doc mai ¢o tén StealerBot, duoc
tao ra dac biét dé thuc hién cac hoat dong gian
diép phuec tap.

Chién dich tan cong bat dau bang cac email
gia mao (spear-phishing) chtra tép dinh kém doc
hai. Céc tép dinh kém nay co thé 1a tép nén ZIP
chtra tép shortcut Windows (LNK) hoac tai liéu
Microsoft Office. Khi nan nhan mé tép, chudi tan
cong duoc kich hoat, bat dau tir viéc chay cac
doan ma JavaScript va trinh tai .NET, cudi cung
dan dén viéc cai diat ma doc StealerBot.

Tai lieu dinh kém trong email st dung Ky
thuat chén mau tir xa dé tai xudng mot tép RTF tir
may cha do d6i twong tan cong kiém soét. Tép
RTF nay sé& khai thac 16 hong CVE-2017-11882,
cho phép thuc thi ma JavaScript ¢6 nhiém vu kich
hoat thém ma JavaScript khéc tur trang web mofa-
gov-sa.direct888[.]net. Trong truong hop st dung
tép .LNK, no sé str dung cdng cu mshta.exe, mot
thanh phan trén Windows duoc thiét ké dé chay
cac tép Microsoft HTML Application (HTA),
nham thuc thi ma JavaScript doc hai tir may chu
ctia ddi tuong tan cong.

Nguén: https:/thehackernews.com/2024/10/sidewinder-apt-strikes-middle-east-and.html
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Tin tiec An toan thong tin

“Chién dich tdn cong APT: Nhém APT SideWinder tin cong
nham vao viing Trung Pong va Chau Phi trong chién dich

Za . . ”
tan cong da giai doan

Mi doc JavaScript nay duoc thiét ké dé trich
xudt mot chudi nhing, da dugc ma hoa béng
Base64, va nd chinh 1a thu vién NET mang tén
“App.dll”. Thu vién nay c6 nhiém vu thu thép thong
tin hé thong va dong vai tro 13 bo tai cho payload
NET tir may chu, duogc goi 1a “Modulelnstaller.dll”.
Payload nay cling hoat dong nhu mdt bd tai, nhung
n6 con c6 kha nang duy tri két ndi v6i hé thong, thuc
thi module backdoor loader va tai vé cc thanh phan
can thiét cho giai doan lay nhiém tiép theo. Cach
thirc hoat dong cuia n6 s€ phu thudc vao cac giai
phap bdo mat endpoint dang dugc cai dat trén hé
théng.

Muc tiéu cudi cung ciia chién dich nay 1a phat
tan ma doc StealerBot thong qua module Backdoor
loader. Ma ddc nay dugc 1ap trinh béng NET va
duoc mo ta la mot “phén cai cdm nang cao voi tinh
nang mo-dun,” nham thuc hién céc hoat dong gian
dié€p thong qua vi¢e tich hgp cac plugin cho nhiing
hanh vi sau:

« Cai dit ma doc méi bang bo tai C++

o Chup man hinh

o Ghi lai dir li¢u tir viéc gd phim

« Danh cap mat khau tir trinh duyét

« Chin bat thong tin xac thyc RDP

« Danh cap tép

o Khoi tao reverse shell

o (Gid mao thong tin xac thuc cia Windows

« Leo thang dic quyén truy cap trén hé thong
va vuot qua bao mat cia UAC.

Nguon

M3 doc nay bao gom nhiéu module duoc quan
ly boi thanh phan chinh goi 1a "Orchestrator".
Orchestrator ¢4 nhiém vu giao tiép voi may cha
C&C dé thuc thi va quan ly cac plugin. Orchestrator
thuong duoc tai 1én thdng qua module backdoor.

Ngoai ra, Kaspersky da phat hién hai thanh phan
"InstallerPayload” va "InstallerPayload NET" tuy
khong nam trong chudi tn cong chinh nhung c6 thé
duoc sir dung dé cai dat hoic cap nhat StealerBot,
hoic 1ay nhiém sang nguoi diing khac.

Nhém APT SideWinder dang ma rong pham vi
tan céng va st dung cac céng cu phic tap méi, tring
hop véi béo céo tir Cyfirma vé nhém APT36
(Transparent Tribe) c6 nguon gdoc tir Pakistan.
APT36 phéat tan tép Linux gia mao dudi dang PDF
dé tai xubng ma doc va duy tri két ndi 1au dai trén
hé thong muc tiéu. Nhom nay da gia ting nham vao
cac hé thong Linux, dic biét 1a cac hé diéu hanh dua
trén Debian nhu BOSS OS va Maya OS, thuong
duogc sir dung trong cac co quan chinh pha An D6.
Sy turong ddng trong hoat dong giira hai nhém cho
thay mot xu huéng dang lo ngai trong viéc tan cong
cac muc tiéu quan trong.

- https://thehackernews.com/2024/10/sidewinder-apt-strikes-middle-east-and.html
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Tin tiec An toan thong tin

“Chién dich tdn cong APT: Nhoém APT SideWinder tin cong
nham vao ving Trung Péng va Chau Phi trong chién dich

A . . ””
tan cong da giai doan

Mot s6 IoC dwoc ghi nhén:

126-com[.]live 163inc[.Jcom afmat[.]tech newoutlook[.]live
alit[.Jlive aliyum[.]Jtech aliyumm[.]Jtech ntcpak].]Jorg
asynl[.]info ausibedu[.Jorg bol-south[.]Jorg numpyl.Jinfo

cnsa-gov[.]org colot[.Jinfo comptes[.]tech office-drive[.]live
condet[.]Jorg conft[.]live dafpak[.Jorg paknavy-govpK][.]info
decoty].]Jtech defenec|.]net defpak[.Jorg pdfrdr-update[.]info
detru[.]info dgps-govpK][.]co dgps-govpk[.]Jcom pmd-office[.]Jorg
dinfed[.]Jco dirctt88J.Jco dirctt88][.Jnet shipping-policy[.]info

direct888][.]net

direct88[.Jco

directt888[.]Jcom

tazze[.Jco

donwload-file[.Jcom

donwloaded[.Jcom

donwloaded].]net

tsinghua-edu[.]Jtech
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paknavy-govpk[.]net

govpk[.]net grouit[.]Jtech gtrec[.Jinfo pmd-office[.]Jcom
healththebest[.]Jcom jmicc[.]xyz kernet[.]info ptcl-net[.Jcom
Kretic[.]info Iforvk[.]Jcom mfa-gov][.]info sjfu-edul.Jco

mfa-gov[.]net mfa-govt[.]net mfacom[.]Jorg tex-ideas[.]info
mfagov][.]Jorg mfas[.]pro mitlec[.]site tumet[.]info
mod-gov-pk[.]live mofa[.Jemail mofagovs[.]org update-govpk[.]Jco
moittpk[.]net moittpk[.Jorg mshealthcheck[.]live paknavy-gov[.Jorg
nactagovpk|.Jorg navy-mil[.Jco newmofa[.]Jcom pdfrdr-update[.Jcom
updtesession[.Jonline nopler[.Jlive ntcpak|.Jlive pmd-office[.]live
tni-mil[.Jcom ntcpk[.]info ntcpk[.]net scrabt[.]Jtech

ulx[.Jco numzy[.]net nventic[.]info support-update[.Jinfo

Ngudn: https://thehackernews.com/2024/10/sidewinder-apt-strikes-middle-east-and.html
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Tin tirc An toan thénag tin

“canh bao: L5 hong nghiém trong trén Kubernetes Image
Builder khién cac Nodes trén giai phap chiu rii ro tir viéc

truy cap Root trai phép"

5

kubernetes

Image Builder Flaw Allow [T VX211

Céc chuyén gia bao mat di ghi nhan 15 hong
an toan thong tin muc nghiém trong ton tai trén
Kubernetes Image Builder khi khai thac thanh
cong s& cho phép dbi twong tin cong dat duoc
quyén truy cp root.

Ld héng c6 md CVE-2024-9486 (Piém
CVSS: 9.8) hién da dugc va trong phién ban
0.1.38. Cu thé, 15 hong 1a 15i thong tin xac thyc
mac dinh dugc sir dung trong qua trinh xay dung
anh ciia may 4o. Ngoai ra, cac anh cia may ao
dugc dung bdi Proxmox khéng vo hiéu hda cac
thong tin x4c thyc nay va cac node str dung anh
duoc tao 6 thé bi truy cap su dung thong tin ndy
vao thang quyén root.

L3 hong chi gdy anh hudéng téi cac cum
Kubernetes c6 node str dung anh cia may ao
(VM) dugc tao thong qua Image Builder do
Proxmox cung cap. Pé tam thoi ngin chan 15
hong, ngudi dung duge khuyén nghi nén tat cac
tai khoan dung anh trén cac VM. Nguoi dung
cling nén x4y lai cic anh clia may 4o bang phién
ban di duoc va ctua Image Builder rdi trién khai
lai chiing trén mdy 4o cua minh.

Ban va do Kubernetes phat hanh di thay doi
thong tin xac thuc mic dinh thanh mot chudi mat
khau duoc tao ngiu nhién trong qua xay dung anh.
Ngoai ra, tai khoan dung trong qua trinh cling dugc
vO hiéu hoa sau khi hoan thanh muc tiéu.

Kubernetes Image Builder phién ban 0.1.38 cling
d3 va mot 16 hong c6 lién quan v6i ma CVE-2024-
9594 (Piém CVSS: 6.3) vé viéc thong tin xac thyc
mac dinh dugc st dung khi dung anh st dung
Nutanix, OVA, QEMU.

Thong tin vé 16 hong dugc cong bd trong luc
Microsoft phat hanh ban v4 phia server cho ba 16
héng nghiém trong trén Dataverse, Imagine Cup, va
Power Platform co6 thé dan t&i 10 lot thong tin, cho
phép ddi twong tan cong leo thang dic quyén.

« CVE-2024-38139 (Piém CVSS: 8.7) — Xac
thuc sai cach trén Microsoft Dataverse cho
phép ddi tuong tan cong leo thang dic quyén
qua hé théng mang

« CVE-2024-38204 (Piém CVSS: 7.5) - Access
Control sai cach trén Imagine Cup cho phép
dbi tuong tan cong leo thang dic quyén qua
hé théng mang

o CVE-2024-38190 (Piém CVSS: 8.6) — Thiéu
iy quyén trén Power Platform cho phép ddi
tuong tin cong truy cap thong tin trai phép

Dong thoi, thong tin vé 16 hong nghiém trong trén

Apache Solr (CVE-2024-45216, diém CVSS: 9.8)
cling dd dugc cong bd, 16 hong nay cé thé dan téi
viéc bd qua xéc thuc.

Nguén: https://thehackernews.com/2024/10/critical-kubernetes-image-builder.html
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\ Nguy co' tan cong mang tir diem yéu,
Q@ \ °
106 hong

Trong tuan, cac to chuc qudc té di cong
bd va cap nhat it nhat 766 15 hong, trong do
c6 330 16 hong mic Cao, 282 16 héng muc
Trung binh, 31 16 hong muc Thap va 123 15
hong chua danh gia. Trong d6 co it nhat 131
15 hdng cho phép chén va thuc thi ma Iénh. \’

Ngoai ra, tuan hé thong ky thuat cua G|tLab
NCSC ciing da ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 15 héng c6 micc d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhdm tan cong.

Trong d6, dang cha y ¢6 03 16 hong anh huéng cac san pham cua GitLab, Linear eMerge va
BitCoin Core, cu thé 1a nhu sau:

e CVE-2024-9164 (Piém CVSS: 9.6 — Nghiém trong): Lb hdng ton tai trén GitLab EE cho
phép dbi twong tan cong chay pipeline trén cac nhanh cua dy an bat ki. Cho phép ddi tugng
tan cong thuc thi ma tir xa, danh cap di liéu hodc cac hanh vi doc hai khéc néu bi khai
thac. Hién 16 hong chua c6 ma khai thac va dang bi khai thac trong thuc té bai cac nhom
dbi twong tan cong

e CVE-2021-9441 (Piém CVSS: 9.8 — Nghiém trong): La 15i OS command injection ton tai
trén Linear eMerge e3-Series, cho phép ddi twong tan cong thuc thi 1énh OS tuy y théng qua
tham s6 login_id khi goi ham forgot_password thong qua giao thiec HTTP. Hién 16 hong da
c6 ma khai thac va dang bi khai thac trong thuc té bai cac nhom tan cong.

e CVE-2024-35202 (Piém CVSS: 7.5 — Cao): L hdng ton tai trén Bitcoin Core, cho phép
dbi twong tan cong thuc hién tan cong tir chéi dich vu bang cach cho néi dung thanh toan
vao thong diép “blocktxn” khong nam trong merkle root cua khéi. Hién 16 hong chua c6
ma khai thac va chua bi khai thac trong thyc té
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngin Ghi chd

- Piém CVSS: 9.6 (Nghiém trong)

- Anh huong: GitLab

- M6 ta: LS hong cho phép dbi twong tan cong | https://nvd.nist.gov/iv
1 CVE-2024-9164 thuc thi ma tr xa uln/detail/CVE-

- L3 hong chwa c6 ma khai thac va dang bi khai 2024-9164

thac trong madi trudng thuc té bai cac nhém tan

cong

- biém CVSS: 9.8 (Nghiém trong)

?Anh ?gocg.hL;mearheMirge Z?;-.Serles i o6 https://nvd.nist.gov/v
2 CVE-2024-9441 0 fa: L0 hong cho phep dot tuong 1an €ONG |\ etail/CVE-

thuc thi ma tur xa

5 2 . . L, 2024-9441

- Lo hong da c6 ma khai thac va dang bi khai thac

trong mdi truong thyc té bai cac nhém tan cong

- biém CVSS: 7.5 (Cao)

- Anh huéng: Bitcoin Core

- M0 ta: L& hong cho phép doi twong tan cong | https:/nvd.nist.gov/v
3 CVE-2024-35202 | thyc hién tan cong tir chdi dich vy uln/detail/CVE-

- L3 hong chua c6 ma khai thac va chua bi khai 2024-35202

thac trong méi truong thuc té bai cac nhom tan

cong

- Piém CVSS: 7.8 (Cao)

- Anh huéng: Microsoft Windows 10, Windows

11 https://nvd.nist.gov/v
4 CVE-2024-35250 | - M0 ta: L6 hong cho phép ddi twong tan cong leo | uln/detail/CVE-

thang dic quyén 2024-35250

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: 7.0 (Cao)

‘:/Irih huf[] %’;MIC?SO?I, 46 4 ong | https://nvd.nist.gov/v
5 | CVE-2024-30090 0 ta: Lo hong cho phep dortwong tan cong 1o | qeail/cVE-

thang dic quyén
- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

2024-30090
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TT

M4 16i quéc té

M6 ta ngan

Ghi chu

CVE-2024-38200

- Biém CVSS: 9.1 (Nghiém trong)

- Anh huéng: Microsoft Office

- Mb ta: L6 héng cho phép dbi twong tin cong
thuc hién tan cong gia mao (Spoofing)

- L3 hdng di c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-38200

CVE-2024-9680

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huéng: Firefox

- Mb ta: L6 héng cho phép dbi twong tin cong
thuc thi ma tir xa

- L6 hdng chua c6 ma khai thac va dang bi khai
thac trong moi trudng thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-9680

CVE-2024-40711

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Veeam Backup

- M6 ta: LS hdng cho phép dbi twong tan cong
thuc thi ma tir xa

- L3 hong di c¢6 ma khai thac va dang bi khai théc
trong moi truong thyc té boi cac nhom tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-40711

CVE-2024-42640

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: angular-base64-upload

- M6 ta: L6 héng cho phép d6i twong tin cong
thuc thi ma tir xa, truy cap va thuc hién cac hanh
vi tréi phép

- L6 hong chua ¢6 ma khai thac va dang bi khai
thac trong moi trueong thuc té boi cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-42640

10

CVE-2024-23113

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Fortinet FortiOS, FortiProxy,
FortiPAM, va FortiSwitchManager

- M0 ta: L hong cho phép dbi tugng tan cong
thuc thi ma tur xa

- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi trudng thyc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-23113
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té'n c 6" g DRD OS Biéu db théng ké ;1]1}:-:) 113; ntheo cong dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDoS. Trong tuan c6 -

37.102 (tang so Véi tuan trudc 36.023) o

thiét bi c6 kha nang bi huy dong va tro e

thanh ngudn tin c6ng DRDoS. Céc thiét PSS

bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 35 trudng hop tan cong
vao trang/cong thong tin dién tir cua

P Viét Nam: 35 truong hop tan cong hra
Thong ke tin cong viao , S . R
trang/céng thong tin dién ti dao (Phishing), 0 truong hop tan cong
ciia Viét Nam cai cam ma doc.
Cai mi dgc 0
Lira dio (Phishing) 35

Darkmailer

Other

Cutwail

Stealrat

Gamut

Bot n et lotbotnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc sir dung trong cac mang botnet

nhom ddi tuong diéu khién thiét bi thuoc differentia.ru restless.su

c4c mang botnet dé thuc hién cac hanh api.garageserviceoperation
vi trai phép nhu trién khai tin cong disorde_rste}tus.ru .com

DDoS, phat tan ma doc, gui thu rac, truy amnsre1uojy.ru Spaines.pw

cip vi Ginh cip d Il ven tidt b, [SOMEMR  [yicTungta e

Trong tuan, ghi nhan’ 20 dia chi xjpakmdcfuge.biz www.rybmaqwegup.info

IP/domain thugc botnet c6 anh huong tdi restlesz.su www.businesslunch.com

nguoi dung Vigt Nam. xjpakmdcfuge.in vhcnbcobx.com
xjpakmdcfuge.ru netmentdome.info

xjpakmdcfuge.com maxisurf.net
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Tén cong lira dao nguoi ding Viét Nam

Trong tuan, hé théng cua Cuc An toan thong tin di ghi nhan 5.058 phan anh trudng hop

lra @40 truc tuyén do ngudi ding Internet Viét Nam gui vé. Trong do:

- 190 truong hop phan anh duoc tiép nhan théng qua hé théng Trang canh bao an toan théng
tin Viét Nam (canhbao.khonggianmang.vn).
- 4.868 truong hgp phan anh cudc goi, tin nhan lira dao thong qua tong dai 156/5656

Duéi diy la mét so trwong hep ngwoi dung can nang cao canh giac

STT Website lira dao Ghi chu
1 www[.]ccty-ghtk[.Jcom Website gid mao Cong ty ¢o phan giao
hang tiét kiém -
2 dichvugiaohangtietkiem[.Jcom Website gia mao Cong ty co phan giao
hang tiét kiém
3 vietcp[.Jcom Website gia mao Dich vu cong Quoc
Gia
4 soyte[.]cc Website gia mao Dich vu cdng quéc gia
5 dichvucong[.Jccbcavn].]Jcc Website gia mao Dich vu cdng quéc gia
6 dienmayxanhcenter[.Jvn Website gia mao Bién may xanh
7 giaohangtietkiemvn[.]Jwebsite Website gia mao Giao hang tiét kiém
8 thuongmai-dientu[.]Jcom Website gia mao san TMDT Lazada
9 acb[.Jchamsocthe-uudaikhachhang- Website gia mao Ngan hang TMCP A
thang10[.Jcom[.Jvn Chéu )
acb[.Jchamsockhachhang-uudaithetructuyen- Website gia mao Ngan hang TMCP A
10 x
thang10[.Jcom[.Jvn Chéu )
11 acb[.Juudaikhachhang- Website gia mao Ngan hang TMCP A
chamsocthetructuyen[.Jcom Chéu )
12 www[.]Jacb[.Juudaikhachhang-tructuyen- Website gia mao Ngan hang TMCP A
the[.Jcom[.Jvn Chéu )
13 www][.]Jacb[.Jchamsocthe-uudaikhachhang- Website gia mao Ngan hang TMCP A
tructuyen[.Jcom Chéu
14 vpbank[.Juudaikhachhang- Website gia mao Ngan hang TMCP Viét
chamsocthetructuyen[.Jcom[.]Jvn Nam Thinh Vuogng
15 tiki886][.]vip Website gia mao san TMDT Sendo
16 s[.Jshopee[.Jvn Website gia mao san TMBDT Shopee
17 sp5583p[.Jcom Website gia mao san TMBT Shopee
18 https://www([.]sp7588p[.]Jcom Website gia mao san TMBDT Shopee
19 chinhphu[.]Jthongtincancuoc[.Jcom Website gia mao Van phong Chinh phu
20 vneid[.]Jvieegovn|[.]cc Website gia mao VNelD




NCSCX

National Cyber Security Center

Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/
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