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1. Tin tiec An toan thong tin

- Chién dich tin céng APT: Nhém APT Trung Quéc khai thac 16 héng
GeoServer dé tin cong cac quéc gia Chau A Thai Binh Duong bing ma doc
EAGLEDOOR.

- Canh béo: L3 hdng vuot qua xac thyc trén Ivanti vTM bi khai thac trong cac
chién dich tan cong.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- T4n cong DRDoS

- Tan cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira ddao ngwdi dung Viét Nam: 338 truong hop hra dao do nguoi
dung Internet Viét Nam théng bao.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Chién dich tdn cong APT:Nhom APT Trung Quéc khai
thac 16 hong GeoServer dé tan cong cac quoc gia Chau A
Thai Binh Duong biing ma doc EAGLEDOOR"

~ EAGLEDOOR

Gan day, mot chién dich tin céng mang tir
Trung Quédc da nham vao cac to chirc chinh phu
& Pai Loan va c6 kha ning lan ra cac qudc gia
khac trong khu vuc Chau A - Thai Binh Duong.
Chién dich khai thac 156 héng nghiém trong trén
OSGeo GeoServer GeoTools bi phat hién vao
thang 7/2024 bai Trend Micro. Nhom APT Earth
Baxia bi nghi dung sau chién dich nay dua trén
cac email lira dao, tai liéu nguy trang va phuong
thirc tn cong. Cac ddi tuong bi anh huong bao
gom céc to chac chinh phi, doanh nghigp vién
théng va nganh nang lugng tai Philippines, Han
Quéc, Viét Nam, Pai Loan va Thai Lan.

Chudi tan cdng cua chién dich nay sir dung
hai k¥ thuat chinh: guri cac email spear-phishing
va khai thac 16 héng CVE-2024-36401 trén
GeoServer.

Muc dich 13 dé phat tan ma doc Cobalt Strike
va mdt loai backdoor méi dugc dat tén la
EAGLEDOOR, cho phép d6i twong tan cong thu
thap thdng tin va trién khai cac payload doc hai.

Nhom APT Earth Baxia da st dung hai k¥§
thuat "GrimResource" va "AppDomainManager
Injection" dé trién khai thém cac payload b6 sung.
Trong d6, GrimResource dugc dung dé tai vé ma
doc tir mot file MSC méi nhir tén RIPCOY, dinh
kém trong file ZIP. Mot s6 ngudn tin cho thay
nhém APT41 cling da tirng ap dung hai ky thuat
nay dé tan cong cac to chic ¢ Pai Loan, quan doi
Philippines va cac doanh nghiép nang lugng tai
Viét Nam. Cac chuyén gia bao mat nhan dinh
rang hai chién dich nay c6 thé lién quan dén nhau
do su dung chung cadc domain C&C ctia ma doc
Cobalt Strike.

Muc tiéu chinh cua chién dich do nhém APT
Earth Baxia thyuc hién la phét tan mot bién thé tuy
chinh ctia ma doc Cobalt Strike, dong vai tro lam
nén tang dé trién khai backdoor EAGLEDOOR
(“Eagle.dll”) thong qua k¥ thuat DLL side-
loading.

Ngudn: https:/thehackernews.com/2024/09/chinese-hackers-exploit-geoserver-flaw.html
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Tin tiec An toan thong tin

*Chién dich tdn cong APT:Nhém APT Trung Quéc khai
thac 16 hong GeoServer dé tan cong cac quoc gia Chau A
Thai Binh Duong biing ma doc EAGLEDOOR"

Ma doc nay hd tro bon phuong thic lién lac véi may chit C&C, bao gdbm DNS, HTTP, TCP va
Telegram. Ba giao thirc dau tién dung dé giri trang thai ctia nan nhén, con chitc ning chinh dugc thue
hién thong qua API Bot ctia Telegram dé tai 1én va tai xudng tép, ciing nhu thuc thi cac payload bd
sung. Dit lidu thu thap duoc s& dugc chuyén ra ngoai qua curl.exe.

Chién dich tan cong cua Earth Baxia cho thiy sy tinh vi va kha nang linh hoat khi nhom nay
khong chi khai thac cac 16 héng ma1 ma con tan dung dich vu dam may cong cong dé luu trit ma
doc, giup hoat dong cia ching kho bi phat hién hon.

Mot s6 IoC dwoc ghi nhan:
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Nguon: https://thehackernews.com/2024/09/chinese-hackers-exploit-geoserver-flaw.html
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Tin tiec An toan thong tin

“Canh bao: L3 hong vwret qua xac thuc trén lvanti vTM bi

khai thac trong céac chién dich tan cong”

CVE-2024-7593

ivanti

Co quan An ninh mang va Co s& ha ting Hoa
Ky (CISA) vira ghi nhan mot 16 hong Nghiém
trong trén Ivanti vTM, cho phép di twong tan
cong tao tai khodn quan tri vién gia mao trén
céc thiét bi Virtual Traffic Manager (vIM).

Ld hong Nghiém trong c6 ma CVE-2024-
7593, 14 161 bo qua xac thue do viée trién khai
thuat toan xac thuc khong chinh xac. Piéu nay
cho phép ddi tuong tan cong tir xa chua duoc
xéc thuc c6 thé truy cap trai phép vao cac trang
quan tri cua thiét bi vIM duoc két ndi véi
Internet. Néu khai thac thanh cong 16 hong nay
c6 thé din dén viéc ddi tuong tin cong vuot qua
co ché xac thuc va tao ra cac tai khoan quan tri
vién tay y.

Mic du Ivanti dd phat hanh ban va cho 15
héng CVE-2024-7593 vao ngay 13 thang 8
nam 2024, kem theo ma khai thac PoC, nhung
cong ty ndy van chua cung cdp thong tin cu thé
vé s6 lugng cac cudc tan cong loi dung 16 hong
nay.

Ivanti khuyén ngudi dung nén kiém tra ki nhat ky
Kiém toan (Audit Logs Output) dé phat hién dau hiéu
bi tan cong. Dic biét, can chl y t6i sy xuét hién cua
cac tai khoan quan tri vién bat thuong nhu "userl"
hoac "user2", duogc tao thdng qua giao dién nguoi
dung hoac su dung ma khai thac céng khai. Cac
chuyén gia khuyén nghi quan tri vién nén gigi han
quyén truy cap giao dién quan Iy vTM trong mang noi
b hodc dung IP riéng dé giam nguy co bi tin cong.

L& hong nay 1a mot trong nhiéu 16 héng caa Ivanti
bi khai thac trong cac chién dich tin céng gan day,
nham vao cac san pham nhu VPN, hé théng ICS, IPS,
va cac cong ZTA cua hing. Ivanti ciing canh béo vé
C4C cudC tin cong dang khai thac hai 16 hdng vira duoc
va trén Cloud Services Appliance (CSA).

Dé d6i pho véi cac cudc tan cong niy, Ivanti da
nang cao kha ning quét va kiém thtr ni bo. Hang cam
két cai thién quy trinh cong bd thong tin dé phat hién
va xir ly cac 15 hong bao mat nhanh chong hon, tir d6
bao vé hé thong cua hang nghin khach hang doanh
nghiép trén toan cau.

Nguon: https://www.bleepingcomputer.com/news/security/critical-ivanti-vtm-auth-bypass-bug-now-exploited-in-
attacks/
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\ Nguy co' tan cdng mang tir diém yéu,
Q@ \
|06 hong

Trong tuan, cac to chuc qubc té di cong
bd va cap nhat it nhat 636 15 hong, trong do —
c6 224 15 hong muac Cao, 151 16 héng mic | .. -

|-
=

Trung binh, 18 16 hong muc Thap va 243 15
hong chua danh gia. Trong d6 c6 it nhat 37 1§
hong cho phép chén va thuc thi ma lenh.

~ivanti -

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 16 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

Trong d6, dang chu ¥ ¢6 03 15 hong anh huong cac san pham caa lvanti, GeoServer va
NVIDIA, cy thé 1a nhu sau:

e CVE-2024-8190 (Piém CVSS: 7.2 — Cao): L6 hong ton tai trén Ivanti Cloud Services cho
phép d6i trong tin cong so hiru tai khoan ¢ quyén quan tri kha ning thuc thi ma tir xa. Hién
16 hong di c6 ma khai thac va dang bi khai thac trong thyc té.

e CVE-2024-36401 (Piém CVSS: 9.8 — Nghiém trong): L3 héng ton tai trén GeoServer cho
phép dbi tugng tan cong thuc thi ma tir xa sau khi khai thac 16 hong bang cach dua vao cac
dir liéu doc hai trén phién ban cai dat mac dinh cua san pham, théng qua cac tham sé OGC.
Hién 15 hong da c6 ma khai thac va dang bi khai thac trong thyc té.

e CVE-2024-0132 (Piém CVSS: 9.0— Nghiém treng): L5 hong ton tai trén NVIDIA
Container Toolkit la 15i Time-of-check Time-of-Use (TOCTOU) trén cau hinh miac dinh cua
san pham. Péi twong tan cdng co thé khai thac 16 hong véi cac container image doc hai dé
truy cap vao hé thdng, qua d6 dan t6i kha nang thyuc thi ma tir xa, thuc hién tin cong tir chéi
dich vy, tin cong leo thang dic quyén, thuc thi cac hanh vi trai phép khéc. Hién 16 hong
chua c6 ma khai thac va dang bi khai thac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngin Ghi chd

- biém CVSS: 7.2 (Cao)

- AnAh hql.rém:g: Iyanti Cloud’Ser\ii.ces L https://nvd.nist.goviv
1 CVE-2024-8190 | _ MO tar Lo hong cho phép doi tuong tan cONG | - jeraii/cvE-

thuc thi ma tir Xa.

o s ) . o 2024-8190

- Lo hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- Biém CVSS: 9.8 (Nghiém trong)

- Anh h}_mn:g: CjeoServer L « .| https://nvd.nist.gov/v
2 | CVE-2024-36a01 | MO tar LG hong cho phép doi twong tan cong | eraiicve-

th1_r~c thl ma tr Xa. 9024-36401

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: 9.0 (Nghiém trong)

- Anh huong: NVIDIA Container Toolkit

- M6 ta: LS hong cho phép dbi twong tan cong

thue thi ma tir Xa, thuc hién tin cdng tir chdi dich | https://nvd.nist.gov/v
3 CVE-2024-0132 vu, tin cong leo thang dic quyén, truy cap vathuc | uln/detail/CVE-

thi cac hanh vi trai phép. 2024-0132

- L6 hong chua c6 ma khai thac va dang bi khai

thac trong mdi truong thuc té bai cac nhom tan

cong

- biém CVSS: 9.1 (Nghiém trong)

- Anh huong: Microsoft Office

- M6 ta: L6 hong cho phép déi tugng tan cong truy | https:/nvd.nist.gov/v
4 CVE-2024-38200 cap va thyc thi c&c hanh vi trai phép. uln/detail/CVE-

- L6 hong chua c6 ma khai thac va dang bi khai 2024-38200

thac trong moi truong thuc té bai cac nhom tan

cong

- biém CVSS: 8.3 (Cao)

i AnAh h}_I(’”S: CEUPS (hé thf‘)ng |n ma ngu(?n m?) https://nvd.nist.gov/v
5 | CVE-2024-47176 | MOt LO hong cho phép doi tweng tan cONg | gersiy/cvE-

thuc thi ma tur xa.
- L4 hong di c¢6 ma khai thac va dang bi khai thac
trong mdi trudng thyuc té bai cac nhém tan cong

2024-47176
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TT

M4 16i quéc té

M6 ta ngan

Ghi chu

CVE-2024-7593

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Ivanti vTM

- M@ ta: L6 hdéng cho phép dbi trong tan cong truy
cap va thyec thi cac hanh vi trai phép.

- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi trudng thyuc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-7593

CVE-2024-38014

- Biém CVSS: 7.8 (Cao)

- Anh huong: Microsoft Windows 10, Windows
11

- M0 ta: L6 hong cho phép ddi twong tan cong leo
thang dac quyén

- L4 hong di c6 ma khai thac va dang bi khai thac
trong mdi truong thyc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-38014

CVE-2024-43461

- Biém CVSS: 8.8 (Cao)

- Anh huéng: Microsoft Windows 10, Windows
11

- M0 ta: LS hong cho phép dbi tuong tan cong gia
mao website, ddnh lra ngudi ding cung cap théng
tin quan trong.

- L3 hong di c¢6 ma khai thac va dang bi khai thac
trong mdi trudng thyc té bai cac nhom tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-43461

CVE-2024-38112

- Piém CVSS: 7.5 (Cao)

- Anh huong: Microsoft Windows 10, Windows
11

- M6 ta: 16 hong cho phép ddi tugng tan cong thuc
hién tan cong Spoofing.

- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi truong thyc té bai cac nhém tan cdng

https://nvd.nist.gov/v
uln/detail/CVE-
2024-38112

10

CVE-2024-8963

- Piém CVSS: 9.1 (Nghiém trong)

- Anh huong: Ivanti CSA

- M ta: L& hong cho phép dbi tuong tan cong truy
cap va thuc thi cac hanh vi trai phép.

- L hong chua ¢6 ma khai thac va dang bi khai
thac trong moi trudong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-8963
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té’n C6 n g D R DO S Biéu @b thong ke ;l;:?é:J ?el ntllea cbng dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
35.095 (giam so V&i tuan trude 38.187)
thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Théng ké tin céng vio
trang/cong théng tin dién ti
cia Viét Nam

Cii mi doc - 14

Lira dio (Phishing) 0

Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép
nhom db6i twong diéu khién thiét bi thugc
c4c mang botnet dé thuc hién cac hanh
vi trai phép nhu trién khai tin cong
DDoS, phét tin ma dgc, guri thu rac, truy
cap va danh cap dir liéu trén thiét bi.
Trong tuin, ghi nhan 20 dia chi
IP/domain thugc botnet c6 anh huong toi
nguoi dung Viét Nam.
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Tan cong Web

Trong tuan, c6 84 trudng hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 70 truong hop tan cong hra
d4ao (Phishing), 14 trudng hop tin cong

cai cam ma dac.

Stealrat
Cutwai
Other

Gamut

Pia chi dworc sir dung trong cic mang botnet

Avalanche

amnsreiuojy.ru

andall.servicesql.info

hzmksreiuojy.ru

griefcube.cc

xjpakmdcfuge.biz yk37wagdg.life
xjpakmdcfuge.com maxisurf.net
restlesz.su cmnsgscccerej.pw
xjpakmdcfuge.ru uyhggungkxnx.pw
xjpakmdcfuge.in pudglvytdysvadjts.org

restless.su

krkksgulmmrbppjia.com

api.garageserviceoperatio
n.com

focusdate.com

butterflyjobs.com

elitiorecfreetoo.cc
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Tén cong lira dao nguoi ding Viét Nam

Trong tun da c6 338 phan anh truong hop lira ddo do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao cac to chirc, doanh nghiép, nha cung cip, dich vu 16n nhu: Cac mang xa hoi, ngan
hang, thu di¢n tu,...

Duéi day 1a mét sé trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghi cha
L vssid[Jsvgov[ Jcc Website gia mao Bao hiém X4 hoi
1SVgovL. Viét Nam
o o Website gia mao Cong ty c6 phan
2 https://giaohangtietkiem247[.]top giao hang tiét kiém
_ . o . Website gia mao Cong ty co phan
3 https://vngiao[.]hangtietkiem[.Jonline giao hang tiét kiém
o o Website gia mao Cong ty c6 phan
4 https://giaohangtietkiemvietnam[.Jcom giao hang tiét kiém
, Website gia mao Cuc Ping kiém
5 https://org[.]Jgovgp[.]Jcom Viét Nam
6 dichvucong[.Jbcavnvnvngov[.]Jcom Website gia maoGIZ?;ch vu cong Quoc
7 https://www[.]ebayul.]Jtop Website gia mao san TMDT Ebay
8 https://github-scanner[.Jcom Website gia mao Github
9 https://play[.Jappgoogle[.]cc Website gia mao Google
10 https://hethongnoibol[.]bio[.]link Website gia mao san TMDT Lazada
. . Website gia mao Ngan hang TMCP
11 https://baovietcv].Jtop Bio Viét
. . Website gia mao Ngan hang TMCP
12 https://www/[.]baovietvc[.]top Bao Vit
ocb[.Jchamsocthekhachhang-uudai-tructuyen- Website gia mao Ngan hang TMCP
13 N
thang9[.Jcom[.Jvn Phuong Pong
e . Website gia mao Ngan hang TNHH
14 https://tienichshiinhan[.Jcom MTV Shinhan Viét Nam
15 https://sendovn][.]shop Website gia mao san TMDT Sendo
16 www[.]shopeeace[.]Jcom Website gia mao san TMDT Shopee
17 nzu66938s[.Jcom Website gia mao san TMBDT Shopee
18 https://kpd63519s[.Jcom Website gia mao san TMDT Shopee
19 https://muasamtiki24h[.Jcom Website gia mao san TMDPT Tiki
) Website gia mao VNPT- Tap doan
20 https://vnpttechnology[.]Jweebly[.]Jcom Buu chinh Vién thong Viét Nam
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin 10C kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao som dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




