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Tin tiec An toan thong tin

“chién dich tan cong APT: M3 déc botnet “Raptor Train”

tAn cong hon 200.000 thiét bi 10T trén toan ciu’’

Gan day, cac chuyén gia bao mat di phat
hién mot botnet méi chua tirng dugc ghi nhan
trude day. Botnet nay nham vao cac thiét bj loT
va hé thdng mang cua cac doanh nghiép nho
(SOHO), duoc sur dung boi nhom APT Trung
Quéc c6 tén Flax Typhoon (hay con goi la
Ethereal Panda hoac RedJuliett).

Botnet nay c6 tén la Raptor Train, bat dau
hoat dong tir thang 05/2020 va dat dinh vao thang
06/2023 véi 60.000 thiét bi bi lay nhiém. Pén
nay, hon 200.000 thiét bi, bao gém router SOHO,
NVR/DVR, may chu NAS va camera IP, da bi
anh huong boi ma doc nay, khién Raptor Train
thanh mot trong nhitng botnet 10T 16n nhat cua
Trung Qudc. Ha tang cua botnet nay duoc Xay
dung theo cau trdc ba tang (tier) nhu sau

e Tier 1: Cac thiét bi 10T/SOHO bj anh hudng
b1 ma doc

e Tier 2: Cac may chu khai thac, may chu chira
payload va may chu C&C.

e Tier 3: Cac node quan tri tap trung va mot trng
dung da nén tang Electron c6 tén Sparrow (hay
Node Comprehensive Control Tool, goi tat
NCCT)

Quy trinh hoat dong cua botnet dién ra nhu
sau: Cac tac vu bot dugc khaoi dong tur cac node
quan tri "Sparrow" & tier 3, sau d6 duoc diéu
huéng qua cac may chi C2 ¢ tier 2 va cudi cing
giri dén cac bot & tier 1. Cac thiét bi bj tin cong
trong mang botnet nay bao gbm camera IP, DVR
va may chi NAS tir nhiéu thuong hiéu néi tiéng
nhu ActionTec, ASUS, DrayTek, Fujitsu,
Hikvision, Mikrotik, Mobotix, Panasonic,
QNAP, Ruckus Wireless, Shenzhen TVT,
Synology, Tenda, TOTOLINK, TP-LINK va
Zyxel. Pa s6 cac thiét bi tier 1 cua botnet nam ¢
My, Pai Loan, Viét Nam, Brazil, Hong Kong va
Thd Nhi Ky. Nhitng thiét bi ndy c6 thoi gian hoat
dong trung binh 17,44 ngay, cho thay nhém tan
cong c6 kha ning tai lay nhiém ching nho khai
thac nhiéu 16 hdng bao mat trén thiét bi SOHO va
0T, mac du ma ddc khong duy tri dugc sau khi
khoi dong lai. Biéu ndy cho thay su tu tin vao kha
nang tai lay nhiém caa nhom tan cong.

Nguon: https:/thehackernews.com/2024/09/new-raptor-train-iot-botnet-compromises.html
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Tin tiec An toan thong tin

“chién dich tan cong APT: M3 déc botnet “Raptor Train”

tn cong hon 200.000 thiét bi 10T trén toan ciu”’

Ma doc lay nhiém céc bot tier 1 dugc goi
12 Nosedive, mot bién thé tuy chinh cua botnet
Mirai, phét tdn qua may chu payload ¢ tier 2.
Ma doc nay c6 kha nang thuc thi 1€nh, tai 1én
va tai xudng file, cling nhu trién khai tin cong
DDoS, cho phép d6i tugng tan cong diéu khién
thiét bi lay nhiém ma khong bi phat hién.

Cac node tier 2 duoc thay dbi vi tri khoang
75 ngay mot lan, chi yéu nam & cac quoc gia
nhu My, Singapore, Vuong qudc Anh, Nhat
Ban va Han Quéc. S6 lugng node C&C d ting
khoang 1-5 ké tir nam 2020 téi 2022 va dat tbi
thiéu 60 node trong khoang thoi gian tir giira
thang 06/2024 dén thang 08/2024. Ngoai vai
tro 1a may chu khai théc, cac node tier 2 nay
con duogc st dung dé phat tdn ma ddc va hd trg
hoat dong do tham cac muc ti€u tan cong.

Ttr gitta nam 2020 dén nay, da ghi nhan it
nhat bon chién dich tan cong lién quan dén
botnet “Raptor Train”, moi chién dich st dung
mot domain root khac nhau va nhim téi cac
thiét bi cu thé:

e Crossbill (Thang 05/2020 — Thang 04/2022): Str dung
domain C&C k3121.com

e Finch (Thang 07/2022 — Thang 06/2023): St dung
domain C&C b2047.com

e Canary (Thang 05/2023 — Thang 08/2023): St dung
domain C&C b2047.com nhung bd sung thém céc
dropper da giai doan.

e Oriole (Thang 06/2023 — Thang 09/2024): Sir dung
domain C&C w8510.com

Chién dich tan cong Canary dic biét nham vao cac
san pham caa Actiontec, Hikivision, Shenzhen TVT va
ASUS. N6 st dung chudi lay nhiém da giai doan dé tai
xuéng mot bash script dau tién, két ndi téi may chu
payload & tier 2 dé lay ma doc Nosedive va bash script
thir hai. Mdi 60 phat, script nay sé& tiép tuc tai xung va
thuc thi mot script thi ba.

Domain C&C w8510.com trong chién dich Oriole
nam trong bang xép hang domain phd bién cia Cisco
Umbrella vao ngay 03/06/2024 va lot vao top 1 triéu
domain cua Cloudflare Radar vao ngay 07/08/2024.
Diéu nay c6 thé dan dén viéc domain duoc ty dong
whitelist, cho phép cac bot duy tri két ndi ma khdng bi
phat hién.

Cho dén nay, chwa ghi nhan cudc tin cong DDoS
nao tir botnet “Raptor Train”, nhung c6 bang chang cho
thiy botnet nay d tan cong cac to chic & My va Dai
Loan trong cac linh vuc qudc phong, chinh pha, gi4o
duc, vién thong va cong nghé thong tin.

Nguon: https://thehackernews.com/2024/09/new-raptor-train-iot-botnet-compromises.html
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Tin tiéec An toan thdng tin

“Chién dich tan cong APT: M3 ddc botnet “Raptor Train”

t4n cong hon 200.000 thiét bi 10T trén toan cau’"

Ngoai ra, c6 kha ning cac bot ctia “Raptor Train” da khai thac 16 héng trén méy chii Atlassian Confluence va
san pham Ivanti Connect Secure (ICS) trong cting hé théng mang dé mé rong tan cong.

Céc chuyén gia biao mat cho rang botnet Raptor Train c6 lién quan dén nhém APT Flax Typhoon vi chiing
cling nham t6i cac to chirc & Pai Loan, Pong Nam A, Biac My va Chau Phi. Su tuong dong ndy thé hién qua viéc

str dung ngon ngir Trung Qudc va cac ky thuat tin cong tuong tu.
Mot s6 IoC dwoc ghi nhén:

114[.]255[.]70[.]20 45[.]13[.]199][.]184 92[.]38][.]185[.]44 45[.]180[.]215[.]155 ecvkiehs[.]Jcom
5[.]188[.]33[.]135 45[.]13[.]199[.]196 45[.]J135[.]117[.]131 | 89[.]44[.]198[.]195 hfsdIn[.]Jcom
202[.]182[.]109[.]151 | 45[.]13[.]199[.]104 85[.]90[.]216[.]110 45[.180[.]215[.]152 osiso[.Jcom
5[.]188[.]33[.]135 45[.J13[.]199[.]45 37[.161[.]229[.]17 202[.]182[.]109[.]151 bcdkwwuah[.Jcom
5[.]188[.]33[.]228 45[.]135[.]117[.]136 | 37[.]9[.]135[.189 89[.144[.]1198[.1254 cvmnomvxm[.Jcom
185[.]14[.]45[.]160 45[.]10[.]158[.]133 85[.]190[.]216[.]116 91[.]216[.]190[.]2 cvgeuwo[.]Jcom
185[.]207[.]154[.]253 | 45[.]10[.]58[.]130 37[.161[.]229[.]15 91[.]216[.]190[.]80 lofeuq[.Jcom
14[.]1[.]98[.]223 85[.]90[.]216[.]111 92[.]38[.]185[.]46 23[.]236[.168[.]213 Iznmihdej[.Jcom
223[.]98[.]159[.]112 | 5[.]8[.]133[.]26 45[.180[.]215[.]186 23[.]236[.]69[.]82 fajxtg[.Jcom
210[.]61[.]186[.]117 | 45[.]10[.]58[.]128 85[.]190[.]216[.]115 23[.]236[.]68[.]161 grntjr[.Jcom
104[.]244[.]89[.]157 | 195[.]234[.]62[.]197 | 45[.]10[.]58[.]132 23[.]236[.]69[.]110 oploz[.Jcom
114[.]255[.]70[.]30 45[.192[.]70[.168 92[.]38[.]185[.]145 23[.]236[.168[.]229 mudvw][.Jcom
195[.]234[.162[.]188 | 5[.]45[.]184[.]168 45[.]92[.]70[.]71 hy92[.]Jcom amdord[.Jcom
195[.]234[.]62[.]192 | 195[.]234[.]62[.]198 | 207[.]148[.]122[.]69 | hy830[.Jcom mvxnspcqgr[.Jcom
85[.]190[.]216[.]69 92[.138[.]185[.147 91[.]216[.]190[.]154 | hy529[.]Jcom adjsn[.Jcom
195[.]234[.162[.]184 | 92[.]38[.]185[.]43 23[.]236[.]68[.]193 hy229[.Jcom ttcyci[.Jcom
89[.144[.1198[.]200 85[.]90[.]216[.]112 91[.]216[.]190[.1247 | hy324[.Jcom glxxet[.Jcom
207[.]148[.168[.]131 | 45[.]10[.]58[.]129 91[.]216[.]190[.]74 hy1025[.Jcom nmfagp[.Jcom
108[.]61[.]177[.]81 5[.]181[.]27[.]219 45[.]180[.]215[.147 hy42[.Jcom rnjcal.Jcom
45[.]180[.]215[.]149 139[.]180[.]137[.]219 | 92[.]223[.]30[.]232 hy619[.Jcom woaba[.]Jcom
45[.192[.]70[.]111 149[.]248[.]51[.]22 92[.]223[.]30[.]241 hy424[.Jcom bxgtbv[.Jcom
45[.]13[.]199[.]140 65[.]20[.]97[.]251 202[.]182[.]109[.]151 | hy811[.]Jcom ykcmewapc[.Jcom
abpi[.]b2047[.Jcom iycwqot[.Jcom mail[.]k3121[.Jcom wmlixwkg[.]Jw8510[.Jcom | obglibg[.Jcom

Nguén: https://thehackernews.com/2024/09/new-raptor-train-iot-botnet-compromises.html
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Tin tiec An toan thong tin

Canh bao: GitLab khic phuc 15 héng Nghiém trong
trong phién ban CE va Eg”

Gan day, GitLab d phat hanh ban va cho 15
hong nghiém trong cho phép d6i tuong tin
cong vuot qua xac thue SAML, anh huong dén
phién ban Community Edition (CE) va
Enterprise Edition (EE) ctia san pham.

Ld hong nay, ma CVE-2024-45409 (Piém
CVSS: 10.0), nam trong thu vién ruby-saml,
cho phép d6i twong tan cong dang nhap bang
tai khoan nguoi dung bat ky trong hé théng bi
anh hudng. Nguyén nhan 1a do thu vién khong
thuc hién kiém tra chit ky cua SAML Response
mot cach chinh xdc. SAML (Security Assertion
Markup Language) 1a giao thtrc cho phép dang
nhap mot 1an (SSO) va trao doi dir lidu xéc
thue, ay quyén gitra nhiéu Gng dung va trang
web. Déi twong tin cong cé thé loi dung mot
tai liéu SAML d3 duoc ky tir trude dé gia mao
SAML Response/Assertion voi ndi dung tuy
chinh, tir d6 dang nhap trai phép vao hé thong.

Ngoai ra, 16 hong nay ciing anh hudng dén thu vién
omniauth-saml nhung da duoc khic phuc trong ban
cap nhat 2.2.1 bang cach nang cap thu vién ruby-saml
I&n phién ban 1.17. Ban va nay da dugc tich hop vao
cac phién ban GitLab nhu 17.3.3, 17.2.7, 17.1.8,
17.0.8 va 16.11.10.

Trong trudong hop chua thé cap nhat ngay, GitLab
khuyén nghi ngudi ding tit tiy chon bé qua xéc thyc
hai yéu té khi sir dung SAML va bat tinh nang xac thyc
hai yéu té (2FA) cho tat ca tai khoan.

Mic du GitLab chua phat hién truong hop nao 16
hong bi khai thac thuc té, cac chuyén gia bao mat da
chi ra mot s6 dau hiéu cho thay dang c6 doi tuong nd
luc khai thac 16 hong nay. Néu khai thac thanh cong,
hé thdng s& ghi lai cac sy kién lién quan dén SAML
trong log, bao gom ca gia tri extern_id ma ddi twong
tan cong su dung.

Trong bdi canh nay, Co quan An ninh mang va Co
s& ha tang Hoa Ky (CISA) da thém 5 16 hong bao mat
maoi vao danh sach Known Exploited Vulnerabilities
(KEV), trong d6 c6 16 héng nghiém trong CVE-2024-
27348 (Piém CVSS: 9.8) trén Apache HugeGraph-
Server. Cac co quan thugc Nhanh Hanh chinh Lién
bang (FCEB) dugc khuyén nghi khac phuc céc 16 hong
nay trude ngay 9 thang 10 nam 2024 dé bao vé mang
lui khoi cac mbi de doa.

Nguon: https://thehackernews.com/2024/09/gitlab-patches-critical-saml.html
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\ Nguy co tan cong mang tir diém yéu,
Q \ N
|0 hong

Trong tuan, cac to chuc qubc té di cong
bd va cap nhat it nhat 706 15 hong, trong do
c6 304 15 hong muac Cao, 304 16 hdng mic
Trung binh, 10 156 héng mac Thap va 88 15
hong chua danh gia. Trong d6 ¢ it nhat 85 1§
hong cho phép chén va thuc thi ma lenh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém

Trong d6, dang chu y ¢ 03 16 hong anh huang cac san pham cia VMware, Windows va
WhatsUp, cu thé 14 nhu sau:

e CVE-2024-38812 (biém CVSS: 9.8 — Nghiém trong): L& hong ton tai trén VMware
vCenter Server tai giao thize DCERPC, d6i tugng tan cdng co thé khai thac 15 hong sir dung
céc goi tin doc hai, qua d6 dan t6i tan cong thyc thi ma tir xa. Hién 16 hong chua c6 ma khai
thac va dang bi khai thac trong thuc té bai cac nhom tan cong.

e CVE-2024-43461 (Piém CVSS: 8.8 — Cao): L hong ton tai trén Windows MSHTML
Platform caa Windows 10, Windows 11 cho phép dbi twong tan cong gia mao website dé
danh Iira ngudi ding cung cap thdng tin quan trong. Hién 16 hong da c6 ma khai thac va
dang bi khai thac trong thuc té.

e CVE-2024-6670 (Piém CVSS: 9.8 — Nghiém trong): L& hong ton tai trén WhatsUp Gold
14 161 SQL Injection cho phép dbi tugng tan cong truy cap va doc duoc mat khau ma hoa cua
ngudi ding. Hién 16 hong da c6 ma khai thac va dang bi khai théac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngin Ghi chd

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: VMware vCenter Server

- M6 ta: LS hong cho phép dbi twong tan cong | https://nvd.nist.gov/iv
1 CVE-2024-38812 thuc thi ma tur xa. uln/detail/CVE-

- L hong chua c6 ma khai thac va dang bi khai 2024-38812

thac trong mdi trudng thuc té bai cac nhom tan

cong

- biém CVSS: 8.8 (Cao)

- Anh huong: Microsoft Windows 10, Windows

1 N X2 . . . .. | https://nvd.nist.gov/v
2 | ovEAseL | T nguotdung cung caphong | UITICEGEVCVE

L ’ 2024-43461

tin quan trong.

- L3 hong di c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- Biém CVSS: 9.8 (Nghiém trong)

i Arih }l_ud,n g:XWhatsUp ,GOIEjj o https://nvd.nist.gov/v
3 CVE-2024-6670 | MO U: Lo hong cho phép doi twong tan cONg truy | it/ cv/E-

cap~va7th1_rc hién cac hanh vi trai phép. 2024-6670

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhém tan cong

- Piém CVSS: 9.8 (Nghiém trong)

- AnAh h7u(yng: R;ejetto HTT’ID FiIﬁ Server | https:iinvd.nist.goviv
4 | CVE-2024-23692 | MO & Lo hong cho phép doi tugng tan cONg | 1 erail/cVE-

thu~c tf]l ma tr Xa. 9024-23692

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhom tan cong

- biém CVSS: 6.1 (Trung binh)

- An}l hqu(ynxg: T;P-Link Arc’her f\.XSO firmAvvareA https://nvd.nist.gov/v
5 CVE-2024-2188 - M0 ta: Lo hong cho phép doi tugng tan cong uln/detail/CVE-

khai théc 15i XSS.
- L4 hong di c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

2024-2188
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National Cyber Se

TT M3 16i quéc té M6 ta ngan Ghi chd

- biém CVSS: 8.8 (Cao)

i AI}h qhuér:ng:xGoogle Chron:fa o https://nvd.nist.gov/v
6 CVE-2024-7965 | - MOt Lo hdng cho phép doi tugng tan cong truy | - eraiicve-

cap~va7th1_rc hién cac hanh vi tréi phep. 9024-7965

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhém tan cong

- Biém CVSS: 7.2 (Cao)

- Anh huong: Ivanti Cloud Services _
7 CVE-2024-8190 - Mo t?l: L~5 ‘h(;)ng cho phép ddi tugng tin cong httﬁfﬁl//ge\gi;}gvg.wv

th1_r~c thl ma tr Xa. 2024-8190

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhém tan cong

- biém CVSS: 8.6 (Cao)

- Anh huong: Check Point Security Gateways .

-M0 ta: Lo ﬁéng cho phép d6i tuor?/g tan Cﬁné truy https://nvd.nist.gov/v
8 CVE-2024-24919 N A PR uln/detail/CVE-

cap~va7th1_rc hién cac hanh vi trai phép. 9024-24919

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi truong thyc té bai cac nhém tan cong

- biém CVSS: 7.5 (Cao)

- Anh huong: Microsoft Windows 10, Windows

11 https://nvd.nist.gov/v
9 CVE-2024-38112 | - M6 ta: 16 hong cho phép ddi twgng tan cong thyc | uln/detail/CVE-

hiég tan cdng Spoofing. 2024-38112

- L6 hong dé c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc t€ bai cac nhom tan cong

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Router hang ZTE.

- M6 ta: LS héng cho phép d6i twong tan cong | https:/nvd.nist.gov/v
10 CVE-2024-45414 thuc thi ma tir xa. uln/detail/CVE-

- L& hong chua c6 ma khai thac va chua bi khai 2024-45414

thac trong moi truong thyuc té bai cac nhom tan

cbng
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

~~ ~ Biéu @3 thong ke thiét bj theo céng dich vy
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
38.187 (giam so V&i tuan truge 39.438)
thiét bi c6 kha nang bi huy dong va tro PPy
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

EEExzsd
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Tan cong Web

Trong tuan, ¢6 75 truong hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 64 truong hop tan cong hra
dao (Phishing), 11 trudng hop tin cong
cai cdm ma doc.

Théng ké tin cong vio
trang/cong thong tin dién tir
ciia Viét Nam

Cai mi dge h—ll
Lira dao (Phishing) 64
Stealrat
Cutwai
Other
Gamut
Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc sir dung trong cic mang botnet

nhom db6i twong diéu khién thiét bi thugc
c4c mang botnet dé thuc hién cac hanh
vi trai phép nhu trién khai tin cong
DDoS, phét tin ma dgc, guri thu rac, truy
cap va danh cap dir liéu trén thiét bi.
Trong tuin, ghi nhan 20 dia chi
IP/domain thugc botnet c6 anh huong toi
nguoi dung Viét Nam.

hzmksreiuojy.ru

butterflyjobs.com

xjpakmdcfuge.biz db2017417b23.zapto.org
restlesz.su rbdwa.com
xjpakmdcfuge.com kxtmstjs.org
xjpakmdcfuge.ru keeklaggpvg.com
xjpakmdcfuge.in kbvnpjijrahsgchor.org
restless.su jtqgzvqgrd.net
andall.servicesql.info healthnasdagfeature.com
spaines.pw gfkpbebwgwhlginna.org

hzmksreiuojy.ru

elitiorecfreetoo.cc
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Tén cong lira ddao nguoi ding Viét Nam

Trong tudn da c6 244 phan anh truong hop hira ddo do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao cac to chirc, doanh nghiép, nha cung cip, dich vu 16n nhu: Cac mang xa hoi, ngan
hang, thu di¢n tu,...

Duéi day 1a mét sé trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghi cha
L vssid[Jsvgov[ Jcc Website gia mao Bao hiém X4 hoi
1SVgovL. Viét Nam
o o Website gia mao Cong ty c6 phan
2 https://giaohangtietkiem247[.]top giao hang tiét kiém
_ . o . Website gia mao Cong ty co phan
3 https://vngiao[.]hangtietkiem[.Jonline giao hang tiét kiém
o o Website gia mao Cong ty c6 phan
4 https://giaohangtietkiemvietnam[.Jcom giao hang tiét kiém
, Website gia mao Cuc Ping kiém
5 https://org[.]Jgovgp[.]Jcom Viét Nam
6 dichvucong[.Jbcavnvnvngov[.]Jcom Website gia maoGIZ?;ch vu cong Quoc
7 https://www[.]ebayul.]Jtop Website gia mao san TMDT Ebay
8 https://github-scanner[.Jcom Website gia mao Github
9 https://play[.Jappgoogle[.]cc Website gia mao Google
10 https://hethongnoibol[.]bio[.]link Website gia mao san TMDT Lazada
. . Website gia mao Ngan hang TMCP
11 https://baovietcv].Jtop Bio Viét
. . Website gia mao Ngan hang TMCP
12 https://www/[.]baovietvc[.]top Bao Vit
ocb[.Jchamsocthekhachhang-uudai-tructuyen- Website gia mao Ngan hang TMCP
13 N
thang9[.Jcom[.Jvn Phuong Pong
e . Website gia mao Ngan hang TNHH
14 https://tienichshiinhan[.Jcom MTV Shinhan Viét Nam
15 https://sendovn][.]shop Website gia mao san TMDT Sendo
16 www[.]shopeeace[.]Jcom Website gia mao san TMDT Shopee
17 nzu66938s[.Jcom Website gia mao san TMBDT Shopee
18 https://kpd63519s[.Jcom Website gia mao san TMDT Shopee
19 https://muasamtiki24h[.Jcom Website gia mao san TMDPT Tiki
) Website gia mao VNPT- Tap doan
20 https://vnpttechnology[.]Jweebly[.]Jcom Buu chinh Vién thong Viét Nam




NCSCX

National Cyber Security Center

Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




