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1. Tin tiec An toan thong tin

- Chién dich tan céng APT: Ba nhém tan cdng cua Trung Qudc ding sau chién
dich tin cdng mang nhim vao cac qudc gia Péng Nam A.

- Canh béo: Ivanti phat hanh ban va cho 15 hong RCE nghiém trong trén phan
mém Endpoint Management.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- Tan cdong DRDoS

- Tan cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira ddao ngwdi dung Viét Nam: 486 truong hop lra dao do nguoi
dung Internet Viét Nam thdng bao.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tec An toan thong tin

Ba nhom tan cong cd lién quan véi Trung
Qudc di dugc ghi nhan thuc hién cac chién dich
tan céng nham vao nhiéu to chic chinh phu tai
DPong Nam A trong mét chién dich do nha nuéc
hau thuin mang tén "Crimson Palace", cho thiy
su mé rong pham vi hoat dong gian diép khong
gian mang cua Trung Qudc.

Chién dich nay bao gém ba nhom tan cong,
dugc theo ddi voi tén: Nhom  Alpha
(STAC1248), Nhém Bravo (STAC1870), va
Nhom Charlie (STAC1305). STAC la viét tat cua
"security threat activity cluster" (cum hoat dong
de doa an ninh). Pugc biét cac nhém ddi twong
d3 khai thac hé théng cua céac to chic va mang
lu6i dich vu cong trong khu vuc dé phét tan ma
doc va cong cu doc hai, nguy trang dudi cac diém
truy cap tin cay.

Mot diém dang cha y cia chién dich 1a viéc
sir dung hé thdng cua mot to chuc lam diém
chuyén tiép C&C va noi luu trir cong cu tin cong.
Ddng thoi, mot may chu Microsoft Exchange bi
xam nhap cia mot to chirc khac da bi loi dung dé
Iuu trir ma doc.

Chién dich "Crimson Palace" lan dau duoc
ghi nhan vao thang 6/2024, voi cac dot tin cong
dién ra tir thang 3/2023 dén thang 4/2024. Dén
khoang thoi gian tir thang 1/2024 dén thang
6/2024,

Trong giai doan dau cua cac cudc tan cong
dién ra vao thang 03/2024 duoc thuc hién béi
nhom Bravo, cach hoat dong cua nhdm nay co
nhiéu diém chung véi nhém APT Unfading Sea
Haze. Dén khoang thoi gian tir thang 01/2024 dén
thang 6/2024, mot lan séng tin céng méi cua
nhém nay di nhim vao 11 t6 chirc va co quan
trong khu vuc.

Céac chuyén gia bao mat ciing ghi nhan mot
dot tin cong khac tir nhém Charlie (con goi la
APT Earth Longzhi) dugc thyc hién tur thang
9/2023 dén thang 6/2024. Nhém nay da sir dung
cac framework C&C nhu Cobalt Strike, Havoc,
va XieBroC2 dé thuc hién cac hanh vi doc hai sau
khai thac va phét tan cac payload bo trg nhu
SharpHound nham lap ban db ha tang Active
Directory.

Ngudn: https://thehackernews.com/2024/09/experts-identify-3-chinese-linked.html
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(1 - K . X A ; A A -
Chien dich tan cong APT: Ba nhom tan cong caa Trung
Quadc dirng sau chién dich tan cong mang nham vao cac

quoc gia Pong Nam A"

Mic du muc tiéu chinh van 1a thu thap dir
lieu, tuy nhién, nhom Charlie da tap trung
nhiéu hon vao viéc thiét 1ap lai va mo rong su
xam nhap vao hé théng mang bang cach vuot
qua 16p bao mat tir phan mém EDR va khéi
phuc két ndi khi cac cai dat C&C trudc d6 bi
chan.

Mot yéu té dang chu y khac 1a viéc nhom
Charlie chu yéu st dung ky thuat DLL
hijacking dé thuc thi ma doc, mot ky thuat
thuong duoc nhom Alpha sir dung, cho thiy co
su chia sé ky thuat giita cac nhém tin cong.
Céc ddi twong tan cong con sir dung phan mém
mi nguon mé nhu RealBlindingEDR va
Alcatraz dé vo hiéu hoa cic quy trinh chdng
virus va lam mo céc file thyc thi (nhu .exe, .dll,
va .sys), nham muc dich trdnh bi phat hién.

Cudi cuing, cac chuyén gia bao mat da ghi
nhan ma doc keylogger mai co tén TattleTale,
lan dau xuat hién vao thang 8/2023. Mi doc
nay c6é kha nang thu thap dir liéu tur c&c trinh
duyét Google Chrome va Microsoft Edge,
ddng thoi thu thap tén domain controller va
danh cdp LSA (Local Security Authority)
Query Information Policy, noi ch®ra thong tin
nhay cam nhu chinh sach mat khau, cai dat bao
mat va mat khau luu trit.

T6m lai, chién dich "Crimson Palace” bao gom ba
nhom tan cdng phdi hop véi nhau, mdi nhém dam nhiém
mot giai doan trong chudi tin cdng: xam nhap va thu
thap thong tin (Nhom Alpha), thdm nhap sau vao hé
thng bang cac co ché C&C (Nhom Bravo), va danh cip
dir liéu (Nhém Charlie). Theo nhan dinh caa c&c chuyén
gia, trong suét qua trinh thyc hién chién dich, cac nhom
tan cong da lién tuc thir nghiém va nang cao cac k¥ thuat,
cong cu. Khi cac bién phap déi phd duogc trién khai,
ching két hop cong cu tu phat trién véi cac cong cu ma
nguon mé thudng duogc sir dung bai cac chuyén gia kiém
thir an ninh mang dé duy tri quyén truy cap.

M#t sé IoC dwoc ghi nhan:

178.128.221.20 | gsenergyspeedtest | 192.142.18.15

2:443 .com

192.142.18.27 192.142.18.25 hpupdate.net

45.15.143.151 198.244.237.13 123.253.35.100

cancelle.net dmsz.org gandeste.net

103.56.5.224 49.157.28.114 103.19.16.248:443

141.136.44.219 | 145.14.158.235 107.148.41.114

66.42.56.233 testl.zhangliyong. | 191.96.53.132: 443
cn

45.9.191.183 www.pmshyptest. | 64.176.50.42:8444
com

191.96.53.132 45.77.46.245:443 | 64.176.37.107:443

05.179.249.205 | 198.13.47.158:44 | 128.199.107.213
3

Nguon: https://thehackernews.com/2024/09/experts-identify-3-chinese-linked.html
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Canh bao: Ivanti phat hanh ban va cho 1§ héng RCE

nghiém trong trén phin mém Endpoint Management"

ivanti

Gan day, Ivanti da va 16 hong Nghiém trong
trén phan mém Endpoint Management (EPM),
16 hong nay cho phép ddi twong tin cong thuc
thi ma tr xa (RCE) 1én may chu.

Ivanti EPM 1a giai phap quan 1y thiét bi cho
phép quan tri vién kiém soat cac thiét bj client
trén nhiéu nén tang nhu Windows, macOS,
Chome OS va céc hé diéu hanh ctia thiét bi ToT.

L3 hoéng duge va c6 ma CVE-2024-29847
(Piém CVSS: 10.0) ton tai do diém yéu trong
viée xir Iy cac dir liéu khong tin ciy trén cong
agent. Trudc d6, 16 hong nay da duoc dé cap
trong cac ban va cua Ivanti EPM 2024 va Ivanti
EPM 2022 Service Update 6 (SU6). Ddi tuong
tan cong khai thac 16 hong nay c6 thé truy cap
trai phép vao mdy chu EPM. Hi¢n tai, Ivanti
cho biét chua ghi nhan trudng hop nao bi anh
hudng va chua co6 thong tin khai thac cong khai
nao dugc xac nhan.

Bén canh 15 hong nay, Ivanti ciing d3 va nhiéu 15i
khac trén lvanti EPM, Workspace Control (IWC) va
Cloud Service Appliance (CSA). Vao thang 01/2024,
cong ty da phat hanh ban véa cho mét 156 hong RCE
tuong tu (CVE-2023-39336) trén Ivanti EPM, cho
phép d6i twong tan cong truy cap trai phép vao may
chu va kiém soéat céc thiét bi duoc quan Iy.

Viéc phat hanh nhiéu ban va trong thoi gian gan day
la két qua cua viéc lvanti nang cao cong tac ra quét noi
bo va kiém thir bang cac phuong phap khai thac tha
cong. Cong ty ciing da cai thién cong tac cong b
thong tin dé xu ly cAc van dé phat sinh nhanh hon.

Thong tin nay duoc Ivanti cong bd trong bbi canh
nhiéu 15 hong zero-day bi khai thac trong thuc té vao
nhitng nam gan day. Trong d6, 16 hong command
injection CVE-2024-21887 va 15 hong vuot qua Xac
thuc CVE-2023-46805 di duoc st dung dé tin cong
cac san pham VPN cua Ivanti. Thém vao d6, Ivanti
cling dd canh bao vé 16 hong zero-day SSRF (CVE-
2024-21893), bi khai thac nhiéu lan vao thang
02/2024, cho phép ké tin cong vuot qua Xac thyc trén
cac san pham ICS, IPS va gateway ZTA.

Nguén: https://www.bleepingcomputer.com/news/security/ivanti-fixes-maximum-severity-rce-bug-in-endpoint-
management-software/
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\ Nguy co' tan cong mang tir diem yéu,
Q@ \
106 hong

Trong tuan, cac to chuc qudc té di cong

bd va cap nhat it nhat 542 I8 hong, trong do e

c6 206 16 hong mic Cao, 193 16 héng muc 3

Trung binh, 28 16 hong muc Thap va 115 15 L
héng chua danh gid. Trong d6 co it nhat 78 15 S O N | CWA L L ~—
hong cho phép chén va thuc thi ma Iénh. . &

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng e
cha y, 1a nhitng 15 héng c6 micc d6 nghiém

Trong d6, dang chii y ¢6 03 16 hong anh huong cac san pham cua SonicWall, lvanti va
GeoServer, cu thé la nhu sau:

e CVE-2024-40766 (Piém CVSS: 9.8 — Nghiém trong): L& hong ton tai trén SonicWall
SonicOS cho phép dbi twong tan céng thyc hién tan cong tir chdi dich vu. Hién 16 hong da
c6 ma khai thac va dang bi khai thac trong thyc té.

e CVE-2024-7262 (Piém CVSS: 9.8— Nghiém trong): L& hong ton tai trong lvanti EPM cho
phép d6i twong tan cong thuc thi ma tir xa bang céch giai tuan tu cac dir liéu khong duoc tin
cay trén giao dién agent. Hién 16 hong da c6 ma khai thac va dang bi khai thac trong thuc té.

e CVE-2024-7971 (Piém CVSS: 9.8 — Nghiém trong): L& hong ton tai trén GeoServer cho
phép dbi twong tin cong thyc thi ma tir xa bang cach truyén cac dir liéu doc hai vao tham
s6 yéu cau OGC trén céc phién ban cai dat mac dinh cua tng dung. Hién 16 hong da c6 ma
khai thac va dang bi khai théac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngin Ghi chd

- Biém CVSS: 9.8 (Nghiém trong)

i AnAh 13“6”9: %onicWaII S?”icf?s « .| https://nvd.nist.gov/v
1 | CVE-2004-40766 | MO t: L0 hong cho phép doi tuong tn cONG |y ygeiiicve-

thl_l'? h!e_:n tan cong tur choi dich vu. 9024-40766

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhém tan cong

- biém CVSS: 9.8 (Nghiém trong)

'AnAh h}_wn,g: 'Ya”“ EPM L + | https://nvd.nist.gov/v
2 | CVE-2024-29847 | MO t: L0 hong cho phép doi twong tan cong | - gerait/cve-

thu~c tf]l ma tir Xa. 2024-29347

- Lo hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhém tan cong

- biém CVSS: 9.8 (Nghiém trong)

i AnAh h}.ron:g: (EeoServer L + .| https://nvd.nist.gov/v
3 | CVE-2024-36401 | MO & L0 hong cho phép doi tugng tan cONg | 1 derail/cVE-

th1_r~c thl ma tr Xa. 902436401

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: 7.5 (Cao)

- Anh huong: Plugin LearnPress caa WordPress

- M0 ta: L hong cho phép dbi twong tan cong | https://nvd.nist.gov/v
4 CVE-2024-8522 khai thac 16i SQL Injection, truy cap va thuc thi uln/detail/CVE-

cac hanh vi trai phép. 2024-8522

- L4 hong di c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- Piém CVSS: 7.8 (Cao)

- Anh huéng: Microsoft Windows 10, Windows

Ser\ierhzozxZ. 5 L L. https://nvd.nist.gov/v
5 CVE-2024-38127 - M0 ta: Lo hong cho phép doi tugng tan cong leo uln/detail/CVE-

thang dac quyeén.

- L3 hong chua c6 ma khai thac va chua bi khai
thac trong méi trudong thuc té bai cac nhom tan
cbng

2024-38127
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TT M3 16i quéc té M6 ta ngan Ghi chd

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huéng: LiteSpeed Technologies LiteSpeed

Cache. https://nvd.nist.gov/v
6 CVE-2024-28000 | - M6 ta: L6 hdng cho phép ddi tugng tan cong leo | uln/detail/CVE-

thang dac quyén. 2024-28000

- Lb hong di c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhém tan cong

- biém CVSS: 8.8 (Cao)

- Anh huong: VICIdial _
. CVE.2024.8504 ;hM() ta: ':6 ‘h(;)ng cho phép dbi tugng tin cong httﬁfhl/lge\igi:}'ét\'fjé.wv

uc thl ma tir Xa. _ 2024-8504

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi truong thyc té bai cac nhém tan cong

- Biém CVSS: 9.8 (Cao)

- Il?/llc})htél:ulfyg ﬁé?ggggonssé:)aggir Itrl]rrc]yrlljgl_![l?jén cong truy https://nvd.nist.gov/v
8 CVE-2024-4577 N A R uln/detail/CVE-

cap~va7th1_rc hién cac hanh vi tréi phep. 2024-4577

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: 8.1 (Cao)

- Anh huéng: OpenSSH . https://nvd.nist.gov/v
9 CVE-2024-6387 | - MO ta: Lo hong cho phép doi twong tancong truy | 1 /qetail/CVE-

cép~vaqthuc hién cac hanh vi trai phép. 2024-6387

- L6 hong dé c6 mé khai théc va dang bi khai thac

trong méi truong thuc te bdi cac nhdm tan cong

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Microsoft Windows 10, Windows

Server 2022 https://nvd.nist.gov/v
10 CVE-2024-38063 | - M0 ta: L& hong cho phép dbi tuong tan cong |  uln/detail/CVE-

thuc thi ma tir xa. 2024-38063

- L4 hong di c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té’n C6 n g D R DO S Biéu db théng ké :1:‘19:1 5.61 ntheu cong dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chu, thiét bi c6 thé tré thanh ngudn

phét tan tan cong DRDoS. Trong tuan c6 v
39.438 (ting so Véi tuan truéc 36.907) i

thiét bi c6 kha nang bi huy dong va tro

thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 83 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Théng k& tin cong vio Viét Nam: 72 truong hO’p tén Cﬁng lra
trang/cong thong tin dién tr dao (Phishing), 11 trudng hop tan cong
cda Viét Nam ’ :

cai cam ma dac.
Caimi dée h—n

Lira dio (Phishing) 72

Stealrat
Cutwai
Other

Gamut

Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc sir dung trong cic mang botnet

nhom ddi tuong diéu khién thiét bi thuoc amnsreiuojy.ru restless.su

c4c mang botnet dé thuc hién cac hanh hzmksreiuojy.ru andall.servicesgl.info

vi trai phép nhu trién khai tin cong xjpakmdcfuge.biz spaines.pw

DDoS, phét tan ma doc, giri thu réc, truy differentia.ru butterflyjobs.com

cip va danh cfp dit ligu trén thiét bi. restlesz.su wdxzlv.org

Trong tun, ghi nhan 20 dia chi d!sorderstatus.ru uyhg.qunqk>.<nx.pw

A T i . xjpakmdcfuge.com mc-live.online

IP/domain thugc botnet c6 anh huong toi xjpakmdcfuge.ru focusdate.com

nguoi dung Viet Nam. . . c6i0ilgden1ve8eblhereds.
xjpakmdcfuge.in ddns.net
atomictrivia.ru xtgfujmknprb.ru
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Tén cong lira ddao nguoi ding Viét Nam

Trong tun da c6 486 phan anh truong hop hira ddo do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao cac to chirc, doanh nghiép, nha cung cip, dich vu 16n nhu: Cac mang xa hoi, ngan
hang, thu di¢n tu,...

Duéi day 1a mét sé trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghi cha
_ . o . Website gia mao Cong ty c6 phan
1 https://vngiao[.]hangtietkiem[.Jonline giao hang tiét kiém
o o Website gia mao Cong ty ¢o phan
2 https://giaohangtietkiemvietnam[.Jcom giao hang tiét kiém
o - Website gia mao Cong ty c6 phan
3 https://giachangtietkiem247[.]top giao hang tiét kiém
, Website gia mao Cuc Ping kiém
4 https://org[.]Jgovgp[.]Jcom Viét Nam
5 https://www[.]Jebayul.]Jtop Website gia mao san TMDT Ebay
6 https://play[.]Jappgoogle[.]cc Website gia mao Google
7 https://hethongnoibo[.]bio[.]link Website gia mao san TMDT Lazada
8 https://acb[.]Jhotrokhachhang-uudai- Website gia mao Ngan hang TMCP
tructuyen[.Jcom[.Jvn A Chau
9 https://acb[.Juudaikhachhangthe-tructuyen- Website gia mao Ngan hang TMCP
thang9[.Jcom[.Jvn A Chau
. . Website gia mao Ngan hang TMCP
10 https://baovietcv].Jtop Bio Viét
. . Website gia mao Ngan hang TMCP
11 https://www/[.]baovietvc[.]top Bao Viét
12 https://mbdk555[. Jcom Website gia mao Ngan hang TMCP
Quan doi
e " Website gia mao Ngan hang TNHH
13 https://tienichshiinhan[.Jcom MTV Shinhan Viét Nam
14 https://wwwl[.]lapmangsctv[.Jcom[.]Jvn Website gia mao SCTV
15 https://sendovn[.]Jshop Website gia mao san TMDT Sendo
16 https://kpt32165s[.]Jcom Website gia mao san TMDT Shopee
17 https://kpd63519s[.Jcom Website gia mao san TMBDT Shopee
18 https://tiktikshopvn[.]Jcom Website gia mao san TMDT Tiki
19 https://muasamtiki24h[.Jcom Website gia mao san TMDPT Tiki
20 https://chinhphu[.]Jhodancu[.]Jcom BT A mag%én pRepziehinh
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




