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Tin tiec An toan thong tin

*Canh bao: Cisco phat hanh ban va cho 15 héng leo thang

dic quyén root da c6 ma khai thac’

Cisco vira phat hanh ban va cho mot 18 héng
command injection da c6 ma khai thac cong khai,
cho phép dbi twong tin cong leo thang dic quyén
1én quyén root trén cac hé théng bi anh hudng.

L3 hong nay c6 ma dinh danh CVE-2024-
20469, ton tai trén giai phap Identity Services
Engine (ISE) ctia Cisco — mot phan mém kiém
soat truy cap mang dua trén danh tinh va thi hanh
chinh sach, gitip quan 1y thiét bi mang va truy cap
diém cudi trong méi trudng doanh nghiép.

Nguyén nhan cua 16 hong 1a do qua trinh xac
thuc dir liéu ddu vao cua ngudi dung khong du
chat ché. Déi tuong tan cong cuc bo co thé khai
thac 16 hong nay bang cach giri cac 1énh CLI doc
hai trong mot cudc tAn cong c6 do phuc tap thép
ma khong can su tuong tac cta ngudi dung. Tuy
nhién, Cisco cho biét, 156 hong nay chi c6 thé bi
khai thac thanh cong néu déi tuong tan cong da
¢6 quyén Quan tri vién trén hé théng chua duoc
va.

Cisco cho biét hién ma khai thac di co san, nhung
chua c6 bang chiing nao cho thay 15 hong nay bi khai
thac ngoai thuc té. Hang cling canh bao rang mot tai
khoan backdoor trong phan mém Smart Licensing
Utility Windows di bi loai bo, vi tai khoan nay cé thé bi
logi dung dé dang nhap vao cac hé théng chua va véi
quyén quan trj vién.

Trong nam 2024, Cisco ciing da phat hanh cac ban va
cho cac 16 hong nghiém trong khéc, bao gdm 15 hong
CVE-2024-20295 trén Integrated Management
Controller (IMC), cho phép ddi twong tan céng leo thang
dic quyén I1&n quyén root; va 15 héng CVE-2024-20401,
cho phép ddi tuong tan cong thém tai khoan root gia mao
va gay crash vinh vién hé thong Security Email Gateway
(SEG) thong qua email doc hai. Mot 15 hong khéc trén
Cisco Smart Software Manager On-Prem (Cisco SSM
On-Prem) ciing d& dugc canh bao, cho phép dbi tugng
tan cong thay d6i mat khau cua bat ky nguoi ding nao
trén hé thong.

Nguén: https://www.bleepingcomputer.com/news/security/cisco-fixes-root-escalation-vulnerability-with-public-
exploit-code/?&web_view=true



https://www.bleepingcomputer.com/news/security/cisco-fixes-root-escalation-vulnerability-with-public-exploit-code/?&web_view=true
https://www.bleepingcomputer.com/news/security/cisco-fixes-root-escalation-vulnerability-with-public-exploit-code/?&web_view=true
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\ Nguy co' tan cdng mang tir diém yéu,
Q@ \
|06 hong

Trong tuan, cac to chuc qudc té di cong
bd va cap nhat it nhat 505 15 hong, trong do
c6 196 16 hong mic Cao, 231 16 héng muc
Trung binh, 10 16 hong mic Thap va 68 15
hong chua danh gia. Trong d6 c6 it nhat 78 1§
héng cho phép chén va thuc thi ma 1énh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 15 héng c6 micc d6 nghiém

Trong d6, dang cha y ¢6 03 16 hong anh hudng cac san pham cua Zyxel, Kingsoft va Google,
cu thé 1a nhu sau:

e CVE-2024-7261 (Piém CVSS: 9.8 — Nghiém trong): Lb hong ton tai trén thiét bi mang
cua hang Zyxel cho phép dbi tuong tin cong thyc thi ma tir xa do 15i tai qué trinh loc tham
s6 “host” ctia chwong trinh CGI khong dam bao bao mat. Hién 16 hong chua co ma khai
thac va chua duogc khai thac boi cac nhom tan cong trong thuc té.

e CVE-2024-7262 (Piém CVSS: 7.8 — Cao): L hong ton tai trén Kingsoft WPS Office cho
phép d6i trgng tin cong nap mot thu vien Windows tly y, dan téi viéc hé thng bi thoa hiép,
qua d6 cho phép ddi tugng tan cong thuc thi ma tir xa, leo thang dic quyeén, truy cap va thuc
hién céc hanh vi trai phép. Hién 15 hong di c6 ma khai thac va dang bi khai thac bai cac
nhom tan céng trong thuc té nhu APT-C-60.

e CVE-2024-7971 (Piém CVSS: 8.8 — Cao): Lb hong ton tai trén Google Chrome cho phép
d6i twong tan cong truy cap va thuc hién cac hanh vi trai phép trén hé thong sau khi khai
thac 13i heap corruption sir dung mot trang HTML doc hai. Hién 16 hong da c6 ma khai tac
va dang bi khai thac trong thuc té boi cac nhdm tan cong nhu Lazarus Group.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngin Ghi chd

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Zyxel

- M6 ta: LS hong cho phép dbi twong tan cong | https://nvd.nist.gov/iv
1 CVE-2024-7261 thuc thi ma tur xa. uln/detail/CVE-

- L6 héng chua c6 ma khai théc va chua bi khai 2024-7261

thac trong mdi trudng thuc té bai cac nhom tan

cong

- biém CVSS: 7.8 (Cao)

- Anh huong: Kingsoft WPS Office

- M0 ta: LS hong cho phép dbi twong tan cong | https://nvd.nist.gov/v
2 CVE-2024-7262 thuc thi ma tir xa, leo thang dac quyén, truy cap uln/detail/CVE-

va thuc hién céc hanh vi trai phép. 2024-7262

- L4 hong di c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: 8.8 (Cao)

i Arfh }l_ud:n g:;GoogIe Chron)fe o https://nvd.nist.gov/v
3 CVE-2024-7971 | MOt Lohong cho phép doi ong tan cONg truy |y eraif/cv/E-

cap~vavth1_rc hién cac hanh vi trai phép. 2024-7971

- Lo hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhém tan cong

- Biém CVSS: 10.0 (Nghiém trong)

i AnAh h7u0n:g: I_;oadMaster’ ‘. L https://nvd.nist.gov/v
4 CVE-2024-1212 | - MO ta: L6 hong cho phép doi twong tan cong |, qerail/cvE-

thuf: tl’ll ma tir Xa. 9024-1212

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- Piém CVSS: 7.8 (Cao)

- Anh huéng: Microsoft Windows 10, Windows

11 https://nvd.nist.gov/v
5 CVE-2024-30051 | - M6 ta: L6 hong cho phép ddi tugng tan cong leo | uln/detail/CVE-

thang dac quyén
- L4 hong di c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

2024-30051
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TOP 10 lo hong dang chu y trong tuan

National Cyber Se

TT M3 16i quéc té M6 ta ngan Ghi chd

- biém CVSS: 9.8 (Nghiém trong)

i AnAh th?rnXg: A;dobe Commercs « .| https://invd.nist.gov/v
6 | CVE-2024-34107 | MO t: L6 hong cho phép doi twong tan cong | eriicve-

thl_l'? tl‘]l ma tur xa. _ 2024-34102

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi trusssong thuc té bai cac nhom tan cong

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: spider-flow

- M6 ta: L& hong cho phép ddi twong tan cong https:/nvd.nist.gov/v
7 CVE-2024-0195 thuc thi ma tir xa. uln/detail/CVE-

- L6 hong chua c6 ma khai thac va chua bi khai 2024-0195

thac trong mdi truong thuc té bai cac nhom tan

cong

- biém CVSS: 9.8 (Nghiém trong)

- Anh huéng: Microsoft Windows 10, Windows

Server 2022 https://nvd.nist.gov/v
8 CVE-2024-38063 | - M0 ta: L& hong cho phép dbi tuong tan cong |  uln/detail/CVE-

thuc thi ma tur xa. 2024-38063

- L4 hong di c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: 9.1 (Nghiém trong)

- Anh huong: Cacti N .| https://mvd.nist.gov/v
o | CVE-2024-25641 |7 MO t& LO hong cho phép doi tuong tan cONg | jngetajl/CVE-

thyc thi maNtuxa.~ ' o 9024-25641

- Lo hong da co ma khai thac va dang bi !(hal thac

trong méi truong thuc té bdi cac nhdm tan cong

- biém CVSS: 9.1 (Nghiém trong)

- Anh hugng: SolarWinds Web Help Desk https:/nvd.nist.gov/v

- M ta: L& hong cho phép ddi twong tan cong truy | uln/detail/CVE-
10 CVE-2024-28987 cap va thyc hién cac hanh vi trai phép. 2024-28987

- L4 hong di c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhém tan cong
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té’n cang D RDOS Biéu dd t]u"ing kél:::f:,:g':heo ci}IJg dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chu, thiét bi c6 thé tré thanh nguon .

phét tan tin cong DRDoS. Trong tuan c6 e .
36.907 (giam so V&i tuan truge 40.171) o

thiét bi c6 kha ning bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

P e
&S S S

Tan cong Web

Trong tuan, c6 80 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Théng ké tin cong vao Viét Nam: 73 truong hO’p tén Cﬁng lra
trang/cong thong tin dién ti ; R \ A A
wia Vigt Nam dfl-O (f’hlshjng?, 07 truong hop tan cong
cai cam ma doc.
Cai ma dic hf 7
Lira dao (Phishing) 3
Stealrat
Cutwail
Cther
Gamut
Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc sir dung trong cic mang botnet

nhom ddi tuong diéu khién thiét bi thuoc differentia.ru restless.su

c4c mang botnet dé thuc hién cac hanh disorderstatus.ru andall.servicesql.info

vi trai phép nhu trién khai tin cong atomict_rivi_a.ru spaines.pw

DDoS, phat tin ma doc, gui thu rac, truy z:“r:]‘ir;::‘:g; l:u Z,Vr?ﬁfzglsfgc

?ﬁg n\g;a (tijgr}: CZ%idlzr:lﬁiu tzrgn g}:t cbhl1 xjpakmdcfuge.biz db2017417b23.zapto.org
R - ; ) restlesz.su zoneshewa.net

IP/domain thudc botnet c6 anh huong toi xjpakmdcfuge.in yxjsibeugmmj.com

nguoi dung Vigt Nam. xjpakmdcfuge.ru yobugokipnfaxkeor.net

xjpakmdcfuge.com xprzkwzu.net
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Tén cong lira dao nguoi ding Viét Nam

Trong tun da c6 462 phan anh truong hop hira ddo do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao cac to chirc, doanh nghiép, nha cung cip, dich vu 16n nhu: Cac mang xa hoi, ngan
hang, thu di¢n tu,...

Duéi day 1a mét sé trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghi cha
e L Website gia mao Cong ty c6 phan
1 https://giaohangtietkiem247[.]top giao hang tiét kiém
2 Website gia mao Cong ty c6 phan
https://dichvu[.]Jcongtygiaohangtietkiemvn[.Jcom giao hang tiét kiém -
3 Website gia mao Cong ty co phan
https://giaohangtietkiemvn[.Jcom giao hang tiét kiém
, Website gia mao Cuc Ping kiém
4 https://org[.]Jgovgp[.]Jcom Viét Nam
5 https://play[.]Jappgoogle[.]cc Website gia mao Google
6 https://hethongnoibo[.]bio[.]link Website gia mao san TMDT Lazada
7 https://lazada68[.]Jcom Website gia mao san TMDT Lazada
, . Website gia mao Ngan hang TMCP
8 https://baovietcv].Jtop Bio Viét
. - Website gia mao Ngan hang TMCP
9 https://www[.]baovietvc[.]top Bio Viét
e . Website gia mao Ngan hang TNHH
10 https://tienichshiinhan[.Jcom MTV Shinhan Viét Nam
11 https://sendovn[.]Jshop Website gia mao san TMDT Sendo
12 https://kpd63519s[.Jcom Website gia mao san TMBDT Shopee
13 https://558-558-559[.]com Website gia mao san TMDT Shopee
14 nzx65821s[.]Jcom Website gia mao sin TMDT Shopee
15 https://muasamtiki24h[.Jcom Website gia mao san TMDT Tiki
16 https://sjfkul1[.]Jcom Website gia mao sain TMPT Tiki
17 https://nethongtikicareers24h[.Jcom Website gia mao san TMPT Tiki
18 https://hethongtikicareers24[.Jcom Website gia mao san TMDT Tiki
19 https://sjfku88[.Jcom Website gia mao sain TMPT Tiki
, Website gia mao VNPT- Tap doan
20 https://vnpttechnology[.]Jweebly[.]Jcom Buru chinh Vian thong Viét Nam
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




