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1. Tin tac An toan thoéng tin

- Chién dich tan cong APT: Nhom APT Volt Typhoon tir Trung Quéc khai
thac 16 hong zero-day trén Versa Director nham tan cong linh vyc 1T & My va
trén toan cau.

- Canh béo: L& hong nghiém trong trén plugin WPML khién website
WordPress di mat vai 18i thuc thi ma tir xa.

2. Piém yéu, 16 hong

- TOP 10 156 hong dang chu ¥ trong tuan.

3. S6 liéu, thong ké

- Tan céng DRDoS

- Tan céng Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira ddo nguoi dung Viét Nam: 774 trudng hop lira dao do ngudi
dung Internet Viét Nam thdng bao.

4. Tai liéu luu triv
Chuyén muc Canh béo tuin tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Chién dich tan cong APT: Nhém APT Volt Typhoon tir
Trung Quac khai thac 16 hong zero-day trén Versa Director
nham tan cong linh vuc 1T & My va trén toan cau”’

B

Volt Typhoon

Mé1i day, cac chuyén gia bao mat da ghi nhan
mét chién dich tan céng do nhém Volt Typhoon
thuc hién, khai thac mot 15 hong zero-day trén
Versa Director. Muc tiéu cua chién dich Ia trién
khai webshell doc hai nham danh cép di liéu va
xam nhap vao hé théng mang cua cac doanh
nghiép thudc cac linh vuc cung cap dich vu
Internet (ISP), nha cung cép dich vu quan ly
(MSP) va cong nghé thong tin (IT), gady anh
hudng dén bdn t6 chuc tai My va mot to chic
qudc té khac tir ngay 12/06/2024.

L hong c6 ma dinh danh CVE-2024-39717
(diém CVSS: 6.6), la mot 15i tai Ién tep tin trong
Versa Director, cho phép d6i tuong tan cong co
quyén quan tri vién tai lén céc tép tin doc hai
dugc nguy trang dudi dang tép .PNG théng qua
tuy chon "Change Favicon™ trong giao dién cua
Versa Director.

Chudi tin cdng cua chién dich nay ndi bat
Vi viéc khai thac 16 hong dé trién khai mot
webshell doc hai c6 tén VersaMem (tén tép
"VersaTest.png"), duoc thiét ké nham giam sat
va thu thap théng tin xac thuc trong cac gai tin,
cho phép dbi tugng tan cdng truy cap vao mang
cia cac khach hang dudi danh nghia nguoi
dung hop 1é, gay ra mot cudc tan cong vao
chudi cung tng. Mot diém ndi bat khéac cua
webshell nay 1a tinh nang module, cho phép
Volt Typhoon nap thém ma Java dé thuc thi
tryc tiép trong bo nho.

MAau VersaMem dau tién di dugc tai lén
VirusTotal vao ngay 07/06/2024 va cho dén
ngdy 27/08/2024, chwa c6 giai phap chong ma
doc nao nhan dién dugc web shell nay la doc
hai. Cac chuyén gia bao mat tin rang déi twong
tan cong da thtr nghiém web shell nay trén cac
hé théng cua nhitng t6 chirc qudc té trudc khi
chinh thuc trién khai tan cong vao My.

Cu thé, web shell nay sa dung Java
instrumentation va Javassist dé chén ma doc
vao bo nhé cua tién trinh may chu web Tomcat
trén cac may chu Versa Director da bi xam
nhap.

Ngudn: https://thehackernews.com/2024/08/chinese-volt-typhoon-exploits-versa.html
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Sau khi chén ma dgc thanh cong, n6 sé tich hop Tuy nhién, Trung tdm Ung phé Khan cip
vao churc nang xac thuc cuia Versa, cho phép déi Virus May tinh Quéc gia Trung Quéc (pVERC)
twong tAn cong thu thap thong tin x4c thuc duéi 43 phi nhan cdo budc nay, cho rang Volt
Typhoon thuc chat 1a mdt nhom ransomware c6
tén Dark Power va 1a san pham cta cac co quan
tinh bao Hoa Ky nham béi nho Trung Qudc.

dang van ban khong qua ma hoa, giy ra cac cudc
tan cong vao chudi cung ung. Ngoai ra, web shell
con tich hop vé6i chuc niang loc yéu cdu cua
Tomcat, cho phép ddi twong tin cong thuc thi mi
Java truc tiép trong bo nhé, dong thoi tranh dugc VersaTest.png (VersaMem web shell)

cac phuong phap phat hién dya trén (€ tin, b0 Ve | 40 4a0007508f883314725a0c87577c3
web Shell, cac module va 1o h6ng ZCTO'day ma no 2090c3783bf6c743f14599a176¢37

khai thac.

Mot s6 TIoC duge ghi nhén:

Cac chuyén gia bio mat khuyén nghi néu
ngudi dung chua thé cap nhét ban va thi nén chin
truy cdp toi cic cong 4566 va 4570, ra quét cac tép
PNG va luu lugng mang tir thiét bi mang dén cong
4566 trén cac may chu Versa Director.

Thong tin vé nhom Volt Typhoon (con dugc
biét dén v&i cac tén goi khiac nhu Bronze
Silhouette, Insidious Taurus, UNC3236, Vanguard
Panda, va Voltzite) cho thiy day 1a mot nhom ddi
twong tan cong dd hoat dong it nhat nam nam, chu
yéu nham vao cac co so ha tang quan trong tai My
va Guam véi muc tiéu duy tri két néi 4n va danh
cap dit liéu nhay cam.

Ngudn: https://thehackernews.com/2024/08/chinese-volt-typhoon-exploits-versa.html
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“Canh béo: L6 hong nghiém trong trén plugin WPML

khién website WordPress doi mit véi 16i thuc thi ma tir xa”’

Mot 16 hong bao mat nghiém trong di dugc
phat hién trén plugin WPML cua WordPress, cho
phép cac d6i twong tin cong co quyén ngudi ding
xéc thuc thyc thi ma tir xa tuy y. LS hong nay c6
mi CVE-2024-6386 (Piém CVSS: 9.9), anh
hudng dén tat ca cac phién ban cua plugin trude
phién ban 4.6.13. Nguyén nhén 1a do thiéu sot
trong vi¢c kiém tra va xir ly sach dir licu dau vao.

WPML 13 mét plugin phd bién cho viéc tao
cac trang web WordPress da ngon ngit, hién co
hon 1 triéu luot cai dat.

Chi tiét 16 hong do mot chuyén gia bao mat
cung cap cho thiy van dé xay ra khi plugin xur 1y
céc shortcode dé hién thi noi dung nhu &m thanh,
hinh anh, va video. Plugin nay sir dung mau Twig
dé tao nodi dung tir shortcode nhung khong kiém
tra va xtr 1y dit liéu dau vao dung cach, din dén
16i server-side template injection (SSTI). Lbi
SSTI cho phép ddi twong tan cong chén ma doc
vao cac mau hién thi coa ung dung, khién ma doc
duoc thuc thi trén may chu.

Déi twong tan cdng co thé khai thac 16i nay dé thuc
thi ma tly y va chiém quyén kiém soét website.

Nha phét trién plugin da phat hanh ban va dé khic
phuc 15 héng nay. Ho ciing cho biét, 15 hong kho bi khai
thac trong thuc té vi nd yéu cau tai khoan bi chiém dung
phai c6 quyén chinh sira noi dung trong WordPress va
trang web can ¢ ciu hinh dic biét. Tuy nhién, nguoi
ding van nén cap nhat ban va cang sém cang tét dé giam
thiéu rai ro.

Hién tai, nha phat trién plugin da phat hanh ban va dé
khic phuc 16 hdng nay. Mac du cac nha phat trién cho
rang 16 hong kho c6 thé bi khai thac trong thuc té do yéu
cau tai khoan nguoi ding bi chiém doat phai c6 quyén
chinh sira noi dung trén WordPress va website phai c6
ciu hinh dic biét. Tuy nhién, nguoi ding van nén cap
nhat ban v& sém nhat c6 thé dé giam thiéu rai ro va bao
vé hé thdng khoi cac méi de doa tiém an.

Ngudn: https:/thehackernews.com/2024/08/critical-wpml-plugin-flaw-exposes.html
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\ Nguy co tan cong mang tir diém yéu,
Q \ e
|0 hong

Trong tuan, cac to chic qubc té da cong
bd va cap nhat it nhat 630 16 hong, trong do
c6 266 156 hong mac Cao, 185 16 hong muc
Trung binh, 13 15 hong mic Thap va 166 16
hdng chua danh gia. Trong d6 c6 it nhat 118
15 hdng cho phép chén va thuc thi ma 1énh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing da ghi nhan TOP 10 I8 hong déng
cha y, 1a nhiing 16 hong c6 mirc d6 nghiém

Trong d6, dang cht ¥ ¢4 03 15 hong anh hudng cac san pham cua GitHub, Google va Jenkins,
cu thé 1a nhu sau:

e CVE-2024-6800 (Piém CVSS: N/A): Ld hong la 16i “XML signature wrapping” ton tai
trén GitHub Enterprise Server (GHES) cho phép ddi tugng tin cdng cd thé st dung 1am gia
mét phan héi SAML dé leo thang dic quyén dat duoc quyén quan tri wng dung. Hién 13
hong chua c6 ma khai thac va chua c6 ghi nhan bj khai thac bai cac dbi twong tin cong
trong thuc té.

e CVE-2024-7965 (Piém CVSS: 8.8 — Cao): L hdng ton tai trén Google Chrome cho phép
dbi twong tan cong khai thac 16i Heap Corruption st dung mot trang HTML doc hai, qua d6
truy cap va thuc thi cac hanh vi trai phép trén hé théng. Hién 16 hong da c6 ma khai thac va
dang bi khai thac bai cac ddi tuong tan cong trong thuc té.

e CVE-2024-23897 (Piém CVSS: 9.8 — Nghiém trong): LS hong ton tai trén Jenkins cho
phép dbi tuong tan cong khai thac chic niang trong parser 1énh CLI dé truy cap va doc cac
file ty y tong file system cua bo diéu khién Jenkins. Hién 16 hong da c6 mi khai thac va
dang bi khai thac trong thyc té bai cac ddi tuong tan cong.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té Md ta ngin Ghi chd

- biem CVSS: N/A

- Anh huong: GitHub Enterprise Server

- Mo té:v L5 héfl g cho phAép d\éi mqng.té? Cf’f‘ g Ieo_ https://nvd.nist.gov/v
1 CVE-2024-6800 :f;‘infh‘zic quyen, truy cap va thuc thicac hanh vi | e raicve-

- L5 héng chua c6 méa khai thac va chura bi khai 2024-6800

thac trong moi truong thuc té bai cac nhom tan

cong

- Biém CVSS: 8.8 (Cao)

i Arih 7hm:n g:;GoogIe Chrongg L. https://nvd.nist.gov/v
2 | CVE-2024-7965 | MOt Lohong cho phép doi tuongtan congtruy |, eraicve-

cap~vaqthuc thi cac hanh vi trai phép. 20247965

- Lo hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyuc té bai cac nhom tan cong

- biém CVSS: 9.8 (Nghiém trong)

i Alfh ?uégg:xJenkms oz L https://nvd.nist.gov/v
3 | CVE-2024-23897 | MOt Lo Nong cho phép doi tuong tancongtruy | - qeraiiicve-

cap~vaqthuc thi cac hanh vi trai phép. 2024-23897

- Lo hong da c6 ma khai thac va dang bi khai thac

trong méi truong thyuc té bai cac nhom tan cong

- Piém CVSS: 8.8 (Cao)

- Anh huong: Jenkins

- M6 ta: LS hdng cho phép dbi twong tan cong | https:/nvd.nist.gov/iv
4 CVE-2024-43044 thuc thi ma tur xa, truy cap va thuc thi cac hanh vi uln/detail/CVE-

trai phép. 2024-43044

- L5 hdng di c¢6 ma khai thac va dang bi khai thac

trong moi truong thyuc té bai cac nhom tan cong

- Piém CVSS: 8.8 (Cao)

i An}l h}f’én:g: (EOOQIE Chro’me .. . . | https:/Invd.nist.gov/v
5 CVE-2024-5274 - Mo ta: Lo hong cho phép doi tugng tan cong uln/detail/CVE-

thuc thi ma tur xa.
- L) hong da c6 ma khai thac va dang bi khai théc
trong moi truong thyc té boi cac nhém tan cong

2024-5274
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TT

M4 16i quéc té

Md ta ngin

Ghi chu

CVE-2024-38080

- biém CVSS: 7.8 (Trung binh)

- Anh huong: Microsoft Windows Server 2022,
Windows 11.

- M6 ta: LS hong cho phép dbi tuong tan cong leo
thang dac quyén trén hé théng.

- L) hong d4 c6 ma khai thac va dang bi khai thac
trong moi truong thyuc té bai cac nhom tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-38080

CVE-2024-5932

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Plugin GiveWP cia WordPress.

- M6 ta: LS hong cho phép d6i twong tin cong
thuc thi ma tir xa.

- L) hong da c6 ma khai thac va dang bi khai thac
trong moi truong thyuc té bai cac nhom tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-5932

CVE-2024-0195

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: spider-flow

- M6 ta: L6 héng cho phép d6i twong tin cong
thuc thi ma tir xa.

- L3 héng chwa c6 ma khai thac va chua bi khai
thac trong méi truong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-0195

CVE-2024-44083

- Piém CVSS: 7.5 (Trung binh)

- Anh huong: Hex-Rays IDA Pro

- M6 ta: LS hdng cho phép ddi twong tin cong truy
cap va thuc thi cac hanh vi trai phép

- L3 héng chwa c6 md khai thac va chua bi khai
thac trong méi trueong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-44083

10

CVE-2024-6670

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: WhatsUp Gold

- M@ ta: L& hdng cho phép dbi tuong tin cong truy
cap va thuc thi cac hanh vi trai phép

- L& hong chua c6 ma khai thac va dang bi khai
thac trong méi truong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-6670
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

X ~ R PO ine d .
Tan cong DRDOS Bieudothongke;:%e;:)g;heocong(Lch\g

Tuan vira qua tai Viét Nam, cd rat nhiéu
may chu, thiét bi c6 thé trg thanh nguon

phét tan tin cong DRDoS. Trong tuan c6
40.171 (giam so V&i tuan trudc 41.844) -
thiét bj c6 kha ning bi huy dong va tro K N
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thanh ngudn tan cdng DRDoS. Céc thiét
bi nay dang m¢ str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng keé thiét bi theo cong

dich vu phd bién trong tuan. T4n céng Web

Trong tuan, c6 81 truong hop tan cong
vao trang/cong thong tin dién tir cua

Théng ke tAn cong vao Viét Nam: 72 truong hop tan cong lira
trang/cong thong tin dién ti ) PR \ X A
ciia Viét Nam dao (Phishing), 09 truong hop tan cong

cai cam ma doc.
Cai mi dgc h—9

Lira dao (Phishing) 72

Stealrat
Cutwai
Other

Gamut

Botnet

Trén thé gigi c6 nhiéu dia chi IP/domain
doc hai duoc cac nhom dbi twong tin
cbng su dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

bia chi dwore sir dung trong cac mang botnet

nhom ddi twong diéu khién thiét bi thudc differentia.ru restless.su
c4c mang botnet dé thuc hién cac hanh disorderstatus.ru andall.servicesgl.info
vi trai phép nhu trién khai tan cong atomictrivia.ru www. marketingsay.com
DDoS, phat tin ma doc, guri thu réc, truy amnsreiu_ojy.ru vcbbedipdxmu.me.uk
cip va danh cip di¥ liu trén thiét b hzmksreiuojy.ru tsfldbn.com
Trong tuan, ghi nhan 20 dja chi xjpakmdcfuge.biz Sirec.n

A L i . restlesz.su rikip.com
IP/domain thugc botnet ¢ anh hudng toi xjpakmdcfuge.com mvxycevi.info
ngudi dung Viet Nam. xjpakmdcfuge.in jkaxlrkxgwsixubfu.org

xjpakmdcfuge.ru griefcube.cc
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Tan cong hira ddo nguoi ding Viét Nam

Trong tuan da c6 774 phan anh truong hop lira dao do ngudi dung Internet Vit Nam phan
anh vé Trung tam Giam sét an toan khdng gian mang qudc gia (NCSC) qua hé thdng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich ¢ nhiéu truong hop hra dao
gia mao cac to chtc, doanh nghiép, nha cung cap, dich vu I6n nhu: Cac mang x& hdi, ngan

hang, thu di¢n tu,...

Duéi day 1a mot s6 truong hop ngudi diing can nang cao canh giac.

STT Website lira dao Ghi chu .
_ . Website gia mao COng ty c6 phan
1 https://nhanvienghtk[.Jcom giao hang tiét kiém
_ . . Website gia mao COng ty ¢o phan
2 https://vn[.]Jcongtygiaohangtietkiemvn[.]Jcom giao hang tiét kim
s g Website gia mao COng ty ¢o phan
3 https://giaohangtietkiem247[.]top giao hang tiét kiem
e . . Website gia mao Cong ty c6 phan
4 https://dichvu[.Jcongtygiaohangtietkiemvn[.]Jcom giao hang tiét kiém
s g Website gia mao Cong ty co phan
5 https://giaohangtietkiemvn[.]Jcom giao hang tiét kiem
6 https://hethongnoibol.]bio[.]link Website gia mao san TMDT Lazada
7 https://hethongnoibol.]bio[.]link Website gia mao san TMPT Lazada
8 https://lazada68[.]Jcom Website gia mao san TMPT Lazada
) . Website gia mao Ngan hang TMCP
9 https://www[.]baovietvc[.]top Bao Viat
10 https://sendovn[.]shop Website gia mao san TMDT Sendo
11 https://kpd63519s[.]Jcom Website gia mao san TMDT Shopee
12 https://558-558-559[.]com Website gia mao san TMDT Shopee
13 nzx65821s[.Jcom Website gia mao san TMDT Shopee
14 https://tikimuasam24h[.]Jcom Website gia mao san TMDT Tiki
15 https://sjfkull[.]Jcom Website gia mao san TMDT Tiki
16 https://hethongtikicareers24h[.Jcom Website gia mao san TMDT Tiki
17 https://hethongtikicareers24[.]Jcom Website gia mao san TMDT Tiki
18 https://sjfku88[.]Jcom Website gia mao san TMDT Tiki
19 https://chinhphul[.]Jdulieucutru[.]org Website gi magh\fn phong Chinh
. Website gia mao VNPT- Téap doan
20 https://vnpttechnology|[.Jweebly[.]Jcom Buu chinh Vian thong Viét Nam
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH”

1. Déi véi cac nguy co, canh bao da duoc dé cap trong phan Tin tire an toan théng tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tan cong ciia cac nhém APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai théc,...),
ra soét trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.
*k*

2. Béi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo doi
va cap nhét ban va cho céac 16 hong lién quan dén san phdm dang str dung. Ngoai ra, cac don
vi chu dong cap nhat cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

**k*
3. Bdi v6i cac nguy co vé tan cong tir chdi dich vu, tn cong web trong phan Théng ké nguy
co, cac cude tin cdng tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mo cac cong
dich vu ¢ thé bj loi dung dé thuc hién tan cong tir chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xt 1y nguy co tdn cong. Bén canh d6, dbi véi cac
IP/tén mién duoc dé cip trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xir 1y cac thiét bi trong toan by hé théng mang néu c6 dau
hiéu két ndi dén céac tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Bdi voi cac website gia mao thong ké tai myc Tan cong lira dio ngudi dung Viét Nam,
bé nghi cac don vi, td chirc, doanh nghiép can chu dong ra quét, phat hi¢én sém cac website
lira ddo gia mao t6 chirc cia minh, canh bao sém dén nguoi ding ctia nham ngin chin cac
hoat dong lira dao dén nguoi ding, dam bao an toan thong tin cho ngudi dung, bao vé chinh
thuwong hi¢u cua to chirc.

Sl . . "
w=+ https:/khonggianmang.vn/

e BN ncsc@ais.gov.vn Q@ Ting 16, s6 115 Tran Duy Hung,
024.3209.1616 quan Cau Giay, Tp. Ha Noi

f https://www.facebook.com/govSOC
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