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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhom tin cong ¢ lién quan téi Black Basta thuc
hién chién dich phat tan ma doc SystemBC.

- Canh béo: Phat hién 16 héng RCE trong TCP/IP trén Windows anh huéng
dén heé théng IPv6 ma khong can twong tac tir nguoi ding.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- Tan cdong DRDoS

- Tan cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira ddao ngwdi dung Viét Nam: 582 truong hop hra dao do nguoi
dung Internet Viét Nam thdng bao.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tn cong APT: Nhom tAn cong c6 lién quan téi
Black Basta thuc hién chién dich phat tan ma dgc
SystemBC."

Mot chién dich tan céng theo hinh thic
social engineering da dugc phat hién va duoc
nghi ngo cO lién hé véi nhém su dung
ransomware Black Basta. Muc tiéu caa chién
dich 14 danh cdp thong tin xac thuc va phat tan
ma doc SystemBC. Ké tan cong da giri mot luong
I6n email chita moi nhir, sau d6 goi dién cho
ngudi ding dé huéng dan cach xu 1y.

Chudi tan cong bat dau bang viéc hra nguoi
ding tai xubéng va cai dat phan mém hop phép
AnyDesk, cho phép dbi tugng tan cong truy cap
tir xa vao thiét bi va trién khai cic payload doc
hai nham thu thap dix liéu nhay cam.

Trong chién dich nay, ddi tuong tan cong
su dung file thuc thi c6 tén “AntiSpam.exe”,
gia mao la cong cu loc email spam va thic giuc
nguoi dung nhip thong tin dang nhap
Windows dé hoan tat cap nhat.

Tiép theo, ddi twong tan cong thuc thi cac
tép binary, DLL, va script PowerShell c6 chira
mot HTTP beacon viét bang Golang dé két néi
véi may chu tir xa, cung vai mot proxy SOCKS
va ma doc SystemBC.

Theo cac chuyén gia bao mat, dé giam
thiéu rai ro, ngudi dung nén chan tat ca cac giai
phap truy cap tir xa trén may tinh va canh giac
véi cac cudc goi hodc tin nhin bat thuong tu
nhan la tir nhan vién IT ndi bo.

Thong tin vé chién dich nay dugc cong bd
trong bdi canh nhidu mia doc khac nhu
SocGholish (FakeUpdates), GootLoader, va
Raspberry Robin dang 1a nhitng bd nap ma doc
phd bién nhit trong nim 2024. Nhitng ma doc
nay thuong duoc st dung dé trien khai
ransomware va duoc ban trén cac dién dan
Dark web theo mo hinh tra phi hang thang.

Ngudn: https://thehackernews.com/2024/08/black-basta-linked-attackers-targets.html
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Tin tiec An toan thong tin

*Chién dich tdn cong APT: Nhom tin cong co lién quan téi
Black Basta thuc hién chién dich phat tin ma dgc
SystemBC."

Chién dich trén chi 14 mot phan cua loat tin Mét s6 IoC dwgc ghi nhén:

cong ltra ddo va social engineering dugc phat hién
trong tuan qua. Mot s6 nhom tan cong khéac con sur
dung ma QR gia mao dé gay hai, bao gom:

Chién dich ClearFake st dung website dé
phat tan ma doc .NET dudi dang cap nhat
Google Chrome.

Tan cong lira dao véi ndi dung tuyén dung
dé phat tan ma doc nhu AsyncRAT, Pure
HVNC, XWorm va Venom RAT théng qua
shellcode loader viét bang Python.

Chién dich st dung website gia mao ngan
hang tai Anh dé phéat tan phan mém
AnyDesk téi nguoi dung Windows va
macOS, qua d6 danh cap dir liéu.

Website gia mao WInRAR phat tan
ransomware, ma doc dao tién 40 va ma doc
danh cip dir liéu Kematian Stealer.

Chién dich drive-by-download sir dung
quang cao doc hai va cac website bi xam
nhap dé phan phdi ma doc NetSupport
RAT.

Chién dich quang cao ma doc trén mang xa
hoi, chiém dung tai khoan Facebook dé
quang ba website chinh anh Al, ltra nguoi
ding tai xudng céng cu ITarian nham truy
cap hé thong va phat tan ma doc Lumma
Stealer.

spamicrosoft[.]c
om

91.142.74[.]28

37.221.126[.]20
2

191.142.74[ ]2
8

91.196.70[.]160 | 195.2.70[.]38
halagifts[.Jcom | falseaudiencek
d[.]shop
217.15.175[.]19 | feighminoritsj
1 da[.]Jshop
preservedmome | justifycanddid
nt[.]Jcom atewd[.]shop
45.155.249[.]97 | marathonbeed
ksow([.]shop
77.238.224[.]156 | pleasurenarro
wsdla[.]shop
77.238.229[.]163 | raiseboltskdlw
pow/.]shop
77.238.250[.]12 | richardfloresp
3 oew[.]shop
77.238.245[.]23 | strwawrunnygj
3 wu[.]shop

Nguon: https://thehackernews.com/2024/08/black-basta-linked-attackers-targets.html
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Tin tiec An toan thong tin

*‘Canh bao: Phat hién 15 héng RCE trong TCP/IP trén
Windows anh hwéng dén hé thong 1Pv6 ma khong can

twong tac tir nguoi dl‘Jng."

THREAT ALERT

CVE-2024-38063

Trong tuan qua, Microsoft da phat hanh ban
va cho mot 16 hong nghiém trong trong giao
thirc TCP/IP trén hé théng Windows, cho phép
thuc thi ma tor xa (RCE) v6i ma dinh danh
CVE-2024-38063. Lb hong nay ton tai trén moi
hé théng Windows c6 IPv6 duoc bat mic dinh,
bao gdm Windows 10, Windows 11 va cac
phién ban Windows Server.

L3 hong CVE-2024-38063 phat sinh do 15i
Integer Underflow, cho phép ddi tuong tan
cong gy ra tran by dém va thyc thi ma tuy y
trén hé théng muc tiéu. Pang chu y, viéc chan
IPv6 trén tuong lira cia Windows khong du dé
ngan chin 16 hong nay bi khai thac, vi 18i xdy
ra trude khi tuong Itra xur 1y thong tin.

Microsoft canh bao rang 15 hong c6 thé bi khai
thac tir xa théng qua cac cudc tan cong c6 mic do
phirc tap thap, bang cach g lién tuc cac goi tin
IPv6 chira ma doc. Hang ciing danh gia day 1a 15
hong "dé bi khai thac," cho phép ddi tuong tan
cdng tao ma khai thac dé tin cong lién tuc. Néu
chua thé cap nhat ban va, Microsoft khuyén nghi
ngudi ding nén tam thoi vo hiéu hoa IPv6 dé tranh
bi anh huong.

Mét co quan bao mat khac ciing nhan dinh rang
16 hdng nay c6 thé duoc bién thanh ma doc dang
worm, Vi ké tan cdng cd thé thuc thi ma tir xa voéi
quyén truy cap cao sau khi khai thac thanh cong.

Trong nhitng ndm gan day, Microsoft da khic
phuc nhiéu 16 hong lién quan dén IPv6, bao gom
hai 16 héng TCP/IP (CVE-2020-16898 va CVE-
2020-16899) c6 thé bi khai thac dé thuc thi ma tir
xa va tan cong tir chdi dich vu thong qua cac goi
tin ICMPv6 Router Advertisement doc hai. Ngoai
ra, 156 hong phan manh IPv6 (CVE-2021-24086) da
lam anh huong dén moi phién ban Windows véi
nguy co bi tan cdng DoS, va 16 hong CVE-2023-
28231 trén DHCPV6 ciing cho phép d6i tuong tan
cong thuc thi ma tur xa.

Mic du chua c6 ghi nhan vé viéc 16 hong nay bi
khai thac trong cac chién dich tin céng dién rong,
ngudi ding van nén cap nhat ban va cang sém cang
t6t dé giam thiéu rai ro bi tan cong.

Nguon: https://www.bleepingcomputer.com/news/microsoft/zero-click-windows-tcp-ip-rce-impacts-all-systems-with-

ipv6-enabled-patch-now/
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\ Nguy co' tan cong mang tir diem yéu,
Q@ \
106 hong

Trong tuan, cac to chuc qudc té di cong
bd va cap nhat it nhat 458 16 hong, trong do
c6 214 16 hong mic Cao, 160 16 héng muc
Trung binh, 13 15 héng mac Thap va 71 15
hong chua danh gia. Trong d6 c6 it nhat 90 15
héng cho phép chén va thuc thi ma 1énh.

© 1Password

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing da ghi nhan TOP 10 15 hong déng
chd y, 1a nhitng 15 héng c6 micc d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhdm tan cong.

g

Trong d6, dang chi1 y ¢6 03 16 hong anh huang cac san pham cia 1Password va Microsoft,
cu thé 1a nhu sau:

e CVE-2018-0824 (Piém CVSS: 8.8 - Cao): L& hong ton tai trén “Microsoft COM for
Windows” cho phép dbi tuong tan cong thuc thi mé tir xa thong qua 16i xtr Iy dbi twong tuan
tu that bai. Hién 16 hong da co6 ma khai thac va dang bi khai thac trong moi truong thuc té.

e CVE-2024-42219 (Piém CVSS: 7.0 — Cao): L6 hong ton tai trén @ng dung 1Password cho
hé diéu hanh macOS, xay ra do qué trinh xac thuc lién lac gitta cac tién trinh XPC that bai.
Cho phép ddi tugng tan cong truy cap va trich xuit cac thong tin luu trong tng dung. Hién
16 hong chua c6 ma khai thac va chua ¢ ghi nhan khai thac trong méi trudng thuc té boi
cac nhdm tan cong.

e CVE-2024-42218 (Piém CVSS: 6.3 — Trung binh): L3 hong ton tai trén @ng dung
1Password cho hé diéu hanh macOS. Bdi tugng tan cong co thé khai thac 16 hong bang céch
vuot qua cac bién phap bao mat caa macOS, qua d6 cho phép ddi tuong tan cong truy cap
va trich xuat cac thong tin luu trong ung dung. Hién 15 hong chua c6 ma khai thac va chua
c6 ghi nhan khai thac trong méi trudng thyc té boi cac nhdm tan cong.
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TOP 10 16 hong dang chi ¥ trong tuan

TT

M4 16i quéc té

M6 ta ngin

Ghi chu

CVE-2018-0824

- biém CVSS: 8.8 (Cao)

- Anh huéng: Microsoft Windows 7, Windows 8
Windows 10, Windows 11, Windows Server
2012.

- Mb ta: L6 héng cho phép dbi twong tin cong
thuc thi ma tuy y.

- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2018-0824

CVE-2024-42219

- Biém CVSS: 7.0 (Cao)

- Anh huong: 1Password

- M@ ta: L& hong cho phép dbi tugng tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L6 hong chua c6 ma khai thac va chua bi khai
thac trong moi truong thuc té bai cac nhom tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-42219

CVE-2024-42218

- Biém CVSS: 6.3 (Trung binh)

- Anh huong: 1Password

- M6 ta: L6 hong cho phép dbi tuong tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L6 hong chua c6 ma khai thac va chua bi khai
thac trong moi truong thuc té bai cac nhom tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-42218

CVE-2024-38077

- biém CVSS: 9.8 (Nghiém trong)

- Anh huéng: Windows Server 2022, Windows
Server 2012, Windows Server 2016, Windows
Server 2019.

- M0 ta: L hong cho phép dbi tugng tan cong
thuc thi ma tur xa.

- L4 hong di c6 ma khai thac va dang bi khai thac
trong mdi trudng thyuc té bai cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-38077

CVE-2024-38063

- Piém CVSS: 9.8 (Nghiém trong)

- Anh huong: Microsoft Windows 10, Windows
11.

- M6 ta: L6 héng cho phép dbi twong tin cong
thuc thi ma tr xa.

- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi trudng thuc té bai cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-38063
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TT M3 16i quéc té M6 ta ngan Ghi chd

- Biém CVSS: 9.8 (Nghiém trong)

i AI}h qhué:ng:x\]etBrains ’TearAr?City o https://nvd.nist.gov/v
6 | CVE-2024-27108 | MOt LoNong cho phép doitwongtancongtiuy | eraii/cvE-

cap~va7th1,rc thi c&c hanh vi trai phép. 9024-27198

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi truedng thuc té bai cac nhom tan cong.

- Biém CVSS: 8.2 (Cao)

- Anh huong: Bo mach cha dong series Z va series

B cua hang Micro-Star International (MSI). _
7 CVE-2024-36877 - M6 te_’l: L~6 \h(;)r,lg cho pAhép\déi tuq_rlg té,n ch)ng httﬁfr:]///gg{[gi?/gt.\/gg.\”v

thuc thi méa tay y, truy cap va thuc hién cac hanh 202436877

vi trai phép.

- L3 hong di c¢6 ma khai thac va dang bi khai thac

trong moi truong thuc té boi cac nhom tan cong.

- biém CVSS: 8.1 (Cao)

- ﬁ/lréhtéh:ulfyg ﬁér?gpcfﬁf IS):ép d6i tugng tan cong truy https://nvd.nist gov/v
8 CVE-2024-6387 A PN PR uln/detail/CVE-

cap va thuc hién cac hanh vi trai phép.

- L3 hong di c¢6 ma khai thac va dang bi khai thac 2024-6387

trong mdi trudng thyuc té bai cac nhom tan cong.

- biém CVSS: 5.3 (Trung binh)

- Anh huong: Apache Tomcat . https://nvd.nist.gov/v
9 | CVE-2024-21733 |- Mota: Lohong cho phép doi twong tan congtruy |y getail/CVE-

cap va thuc thi cac hanh vi tréi phép. o 2024-21733

- L6 hong da c6 mé khai thac va dang bi khai thac

trong mdi trudng thyc té€ bai cac nhom tan cong.

- biém CVSS: 5.5 (Trung binh)

- Anh huong: K7 Ultimate Security. .

- M0 ta: Lg hdng cho phép ddi t):rong tan cong https://nvd.nist.gov/v
10 CVE-2024-36424 e f A e ) uln/detail/CVE-

thu~c h!¢n tan cong tir choi dich vu. 2024-36424

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong.
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

= JX Biéu d6 théng ké thiét bi theo céng dich vy
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chu, thiét bi c6 thé tré thanh ngudn -

phét tan tin cong DRDoS. Trong tuan c6 - »
42.096 (ting SO VGi tuan trudc 39.745) o g
thiét bi c6 kha nang bi huy dong va tro N

thanh nguon tan cdng DRDoS. Céc thiét -
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 95 trudng hop tan cong
vao trang/cong thong tin dién tir cua
Théng ké tin céng vao Viét Nam: 87 truong hO’p tan Cﬁng lra
trang/cong thong tin di¢n ti dao (Phishing), 8 truong hop tan cong
cia Viét Nam PR ~ 2
) cai cam ma doc.

Cii mi dge h—a

Lira dio (Phishing) 87

Stealrat
Cutwai
Other

Gamut

Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc sir dung trong cic mang botnet

nhom ddi tuong diéu khién thiét bi thuoc differentia.ru restless.su
c4c mang botnet dé thuc hién cac hanh disorderstatus.ru andall.servicesql.info
vi tréi phép nhu trién khai tn céng atomictrivia.u griefcube.cc
DDoS, phat tdn ma doc, gui thu réc, truy amnsreiuojy.ru uyhgqungkxnx.pw
cip va danh cfp dit ligu trén thiét bi. hzmksreiuojy.ru Xiaoe.com

X . . . , xjpakmdcfuge.biz vgelhmgyuphr.info
Trong tuan, ghi nhan 20 dia chi restlesz su rikip.com
IP/domain thudc botnet c6 anh huong toi xjpakmdcfuge.com mildwave.com
nguoi dung Vigt Nam. xjpakmdcfuge.in maxisurf.net

xjpakmdcfuge.ru ljjskttgximu.in
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Tén cong lira ddao nguoi ding Viét Nam

Trong tun da c6 582 phan anh truong hop lira ddo do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao cac to chirc, doanh nghiép, nha cung cip, dich vu 16n nhu: Cac mang xa hoi, ngan
hang, thu di¢n tu,...

Duéi day 1a mét sé trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghi chu
1 https://amazonl4[.Jcom Website gia mao Amazon
, . o Website gia mao Cong ty co phan giao
2 https://www[.]giaohangtietkiem247[.]Jcom hang tiét kiem
_ . o Website gia mao Cong ty c6 phan giao
3 https://www[.]cct-giaohangtietkiem[.Jcom hang tiét kiém
4 https://vn-eid[.Jcom Website gia mao Dich vu cong Quéc Gia
5 https://dichvucong][.]Jsnggov[.]Jcom Website gia mao Dich vu cong Qudc Gia
6 https://dienmayxanh389[.]Jcom Website gia mao Bién may xanh
7 https://acb[.]Jchamsocthekhachhang-tructuyen- Website gia mao Ngan hang TMCP
thang8[.Jcom[.Jvn A Chéu
8 https://acb[.]Jchamsockhachhang- Website gia mao Ngan hang TMCP
uudaithetructuyen-thang8J.Jonline A Chéu
) . Website gia mao Ngan hang TMCP
9 https://www([.]baovietin[.]top Bao Viét
) . Website gia mao Ngan hang TMCP
10 https://wwwl[.]baovietvay[.]top Bao Viét
1 https://hotroOnline28[.Jcom Website gia mao Ngan hang TMCP
Quan doi
e . Website gia mao Ngan Hang TMCP
12 https://taichinheximbak[.]Jcom XuAt Nhap Khau Viét Nam
13 https://sendotv[.]shop Website gia mao san TMDT Sendo
14 https://www[.]Jvnsendotv[.Jvip Website gia mao san TMDT Sendo
15 https://nuk36952s[.Jcom Website gia mao san TMDT Shopee
16 https://sp61889p[.]Jcom Website gia mao san TMDT Shopee
17 https://sdfsshopl[.]Jcom Website gia mao san TMBDT Tiki
18 https://www/[.]tikivn84[.]Jcom Website gia mao san TMBPT Tiki
19 https://tikimuasam24h[.Jcom Website gia mao san TMBDT Tiki
20 https://chinhphu[.]Jdulieucutru[.]org Website gia mao Van phong Chinh phu
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




