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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhém APT XDSpy tan cong cac co quan tai Nga
va Moldova bing chién dich tan cong lira d4o.

- Canh béo: Nguy co de doa Linux Kernel bang hinh thirc tan céng cross-cache
SLUBStick.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So ligu, thong ké

- Tan cdong DRDoS

- Tan cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira dao ngwdi dung Viét Nam: 1.073 trudng hop lira d¢ao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tec An toan thong tin

Chudi tan céng caa nhém XDSpy sir dung
cac email spear-phishing dé lay nhiém hé
théng véi ma doc XDDown cé nhiém vy tai
xudng céc plugin bé tro véi chirc nang thu thap
thdng tin hé thong, liét ké file trong 6 C, theo
ddi cac 6 roi, trich xuat file trén hé théng va
thu thap mat khau. Trong nim qua, XDSpy da
nhim vao cac té chuc tai Nga, sir dung dropper
ngbn ngtr C# cO6 tén UTask vai nhiém vu tai
xudéng module duéi dang file thyc thi dé tiép
tuc tai thém cac payload doc hai tr may chu
C&C.

Trong chién dich tin cong lan nay, XDSpy
su dung email ltra dao vai noi dung lién quan
tGi cac thoa thuan dé phat tan file RAR c6 chira
mot file thuc thi hop phap va mét file DLL doc
hai. File DLL nay duoc thuc thi bang ky thuat
DLL side-loading, sir dung file thyc thi di kem.
) Sau khi thyc thi, ma doc DSDownloader sé

Nh\ém )§D§py I?‘ mot nhom tan cong khong duoc tai xudng va thuce thi, qua d6 mé ra mot
rd nguon goc lan dau dugc ghi nhan vao thér,\g file gia mao c6 vai trd dénh lac hudng nguoi
02/2020, dugc cho la co Iiép quan toi cac chiér] duing trong ltic ma doc tai xudng ma doc bo tro
dich tan cdng nham danh Eép dir liéu cua cac t(:) tir may chit C&C. Ngoai ra, payload nay khong
chtrc chinh phu tai BPong Au va vung Balkan ké con kha dung dé tai xuéng vao thoi didm phan
tor nam 2011. tich.

Céc co quan tai Nga va Moldova gan day da
trg thanh muc tiéu caa mot chién dich tan cong
Itra dao do nhém XDSpy thuc hién. Thong tin
nay dugc mot co quan bao mat xac dinh trong
thang 07/2024 va ghi nhan muc tiéu cua chién
dich la phat tan ma doc DSDownloader.

Ngudn: https://thehackernews.com/2024/07/cyber-espionage-group-xdspy-targets.html
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Thong tin vé chién dich tan cdng caa XDSpy dugc cong bd trong bbi canh mot co quan bao mat
tai Ukraine canh béo vé su gia tang dot bién cua cac cudc tan cong lira dao do nhém UAC-0057
(hay con goi la GhostWriter, UNC1151) thyc hién. Nhém nay sir dung mi doc PicassoLoader dé
cai dat Cobalt Strike Beacon trén cac hé théng bi tan cong.

Ngoai ra, chién dich cua XDSpy con duoc tiét 16 sau khi phét hién mét chién dich méi caa nhom
Turla, sir dung file .LNK doc hai lam backdoor khong file dé thuc thi cac script PowerShell tir mot
may chu hop phap da bi xam nhap, tir d6 vo hiéu héa cac tinh ning bao mat cua hé thdng bi tan

cong.

Mét s6 ToC dwoc ghi nhan:

protej[.] org

nashtabl.] org

obshchiye-resursy[.] com

sbordokumentov[.] com

89.114.69[.] 65

89.114.69[] 48

82.221.129[.] 24

185.56.136[.] 50

159.100.6[.] 5

hxxps://protej[.] hxxps://protej[.] hxxps://protej[.]
org/zpwidnydav/?e&n=bVq7 | org/zpwidnydav/?e&n=bVq7Nwl | org/zpwidnydav/?n=wHFbIDNW9
NwIXhjYOMT XhjYOMT YutX

hxxps://nashtabl.] hxxps://nashtabl.] hxxps://obshchiye-resursy[.]
org/biyasqbuk4/?e&n=GuVZ | org/pqwebyug3/?n=PDVXCGFw | com/zpwidnydav/?e&n=V1Z82i0D
oipdl2UIxk WnCaNv c5twdu

hxxps://obshchiye-resursy[.]
com/zpwidnydav/?n=Jo9EDo
ZIiYATO77

hxxps://sbordokumentov].]
com/snirboubd/?n=vAR1Xp9BG2
nStq

hxxps://sbordokumentov].]
com/snirboubd/?n=ygTQMPQdzlc
Z9E

Ngudn: https://thehackernews.com/2024/07/cyber-espionage-group-xdspy-targets.html
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canh bao: Nguy co de doa Linux Kernel bang hinh thirc
t4n cong cross-cache SLUBStick”

Dic biét, hinh thirc tan céng nay van hoat dong
hi¢u qua ngay ca khi cac phuong phap bao mat hi¢n
19 enent dai nhu Supervisor Mode Execution Prevention
main(vo (SMEP), Supervisor Mode Access Prevention
(SMAP), va Kernel Address Space Layout
Randomization (KASLR) dang dugc kich hoat.

Chi tiét vé SLUBStick s& dugc trinh bay trong
hoi nghi “Usenix Security Symposium” vao thang
8 nam 2024, noi cac nha nghién ctu sS€ minh hoa
lay(B, b kha ning ning cao dic quyén va thoat khoi moi
Linux kernel Vulnerability , truong container trén hé thong Linux véi cac co
' ché bao mat tién tién.

Gan day, cac chuyén gia bao mat di phat Chi tiét vé SLUBStick
hién mét hinh thirc tin cong cross-cache maoi
trén Linux Kernel c6 tén SLUBStick, véi ty 1€
thanh cong 1én dén 99% trong viéc chuyén doi

Linux Kernel quan ly b nhd mét cach hiéu qua
va an toan bang cach phan b va giai phong céac
khdi bo nhd goi 1a “slabs” cho céac cau tric dit liéu
khéc nhau. Tuy nhién, qua trinh quan ly bo nhé nay
c6 thé ton tai 161, cho phép ddi tuong tin céng thao
ting cau truc dir liéu, dan dén cac cudc tan cong
cross-cache. SLUBStick khai thac cac 16 hong
heap nhu double-free, user-after-free, hoac ghi
ngoai gidi han dé thao ting qua trinh cap phat bo
nhé. Céc 16 hdng nay bao gom: CVE-2023-21400,
CVE-2023-3609, CVE-2022-32250, CVE-2022-
29582, CVE-2022-27666, CVE-2022-2588, CVE-
2022-0995, CVE-2021-4157, va CVE-2021-3492.

16i heap han ché thanh kha nang doc/ghi bd nhé
tiy ¥, tir 46 cho phép leo thang dic quyén hodc
thoat khoi cdc moi truong container.

Phat hién nay duoc thuc hién trén cac phién
ban Linux Kernel 5.9 va 6.2, véi viée st dung
09 16 hong CVE khac nhau trén ca hé thong 32-
bit va 64-bit.

Ngudn: https://www.bleepingcomputer.com/news/security/linux-kernel-impacted-by-new-slubstick-cross-cache-attack/
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canh bao: Nguy co de doa Linux Kernel bang hinh thirc

tan cong cross-cache SLUBStick”

Tiép theo, SLUBStick sir dung mot kénh phu thoi gian (timing side channel) dé x4c dinh chinh xé4c
thoi diém phan bo bd nhd, cho phép ddi twong tin cong du doan va kiém soat viée tai st dung bd
nhé. Qua trinh chuyén déi 16i heap thanh kha ning doc/ghi bo nhé tuy ¥ dugc thuc hién qua ba bude:

1. Giai phong céac khdi bd nhd cu thé va cho kernel tai str dung chung.

2. Cép phat lai cac khoi nay mot cach co kiém soat, ddm bao ching dugc st dung cho céc cdu
tric dir liéu quan trong nhu bang trang.

3. Khi cac khoi bo nhé da duge chiém dung, dbi twong tan cong ghi dé cac muc nhap bang trang,
tir d6 ¢o thé doc va ghi vao bat ky vi tri bd nhd nao.

Anh hwéng thue tién

SLUBStick yéu cau quyén truy cip cuc bd vao may muc tiéu v6i kha ning thyc thi ma, va can ton
tai 161 heap trén Linux kernel dé khai thac va dat dugc quyén truy cap doc/ghi bo nhd. Mic du diéu
nay co thé khién tin cong c6 vé khong thyc té, nhung nd cung cap loi ich dang ké cho cac dbi twong
tan cong. SLUBStick khong chi cho phép leo thang dic quyén, vuot qua cac bao mat kernel, va thoat
khoi méi truong kiém thir, ma con c6 thé 1a mot phan trong chudi tan cong phirc tap.

Ngudn: https://www.bleepingcomputer.com/news/security/linux-kernel-impacted-by-new-slubstick-cross-cache-attack/
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\ Nguy co tan cong mang tir diém yéu,
Q \ N
106 hong

Trong tuan, cac to chuc qubc té di cong
bé va cap nhat it nhat 404 16 hong, trong d6 ‘ ™.
c6 139 15 hong muac Cao, 160 16 hdong mac NS W2 W PR N
Trung binh, 11 16 hong mac Thap va 94 16 | NG % (o sl
hong chua d4nh gia. Trong d6 c6 it nhat 5516 | (% .
hong cho phép chén va thyc thi ma 1énh. N 2 g L Acronis

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

Trong d6, dang chu ¥ ¢6 03 16 hong anh huong cac san pham cua Acronis, VMware va
Microsoft, cu thé 1a nhu sau:

e CVE-2023-45249 (Piém CVSS: 9.8 — Nghiém trong): L4 hong ton tai trén Acronis
Cyber Infrastructure do viéc sir dung mat khau mac dinh cho giai phéap, cho phép ddi tuong
tan cong thuc thi ma tir xa. Hién 16 hong da c6 ma khai thac va dang bi khai thac trong moi
truong thuc té boi cac nhom tan cong.

e CVE-2024-37085 (Piém CVSS: 7.2 — Cao): L& hong ton tai trén VMware ESXi cho phép
d6i twong tan cong véi quyén Active Directory pht hop cé thé bé qua budc xéac thuc cua hé
thdng, qua dé truy cap va thuc hién cac hanh vi trai phép. Hién 16 hong da c6 ma khai thac
va dang bi khai thac trong méi truong thyc té trong céc chién dich tan cong Ransomware
boi cac nhom tan cong Storm-1567, babuk, LockBit, lockbit.

e CVE-2024-21338 (Piém CVSS: 7.8 — Cao): L4 hong ton tai trén Microsoft Windows 11,
Windows 10 trén tang Kernel, cho phép dbi tuong tin cong leo thang dic quyén hé thng.
Hién 15 hong da c6 ma khai thac va dang bi khai thac trong méi trudng thuc té boi cac nhom
tan cong.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngan Ghi chd

- Biém CVSS: 9.8 (Nghiém trong)

- An}l th?rnXg: A;cronis Cyb’er InAf.rastructurAe ) https://nvd.nist.gov/v
1 | CVE-2023-45249 | MO ta: Lo hong cho phép doi twong tan cong | - erait/cvE-

thl_l'? tl‘]l ma tir xa. 9023-45249

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi truedng thuc té bai cac nhom tan cong.

- Biém CVSS: 7.2 (Cao)

: I\A/Irfh hu:p E;VM\}’lvarill,ES;(J, o https://nvd.nist.gov/v
2 | CVE-2024-37085 | Mota:Lohongchophep dottuong lnconglruy |, 0 qerail/cvE-

cap~vavth1_rc hién cac hanh vi trai phép. 2024-37085

- Lo hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhom tan cong.

- Biém CVSS: 7.8 (Cao)

- Anh huéng: Microsoft Windows 11, Windows

10 https://nvd.nist.gov/v
3 CVE-2024-21338 | - M0 ta: L6 hong cho phép ddi twong tan cong leo | uln/detail/CVE-

thang dac quyén. 2024-21338

- L3 hong di c¢6 ma khai thac va dang bi khai thac

trong moi truong thuc té boi cac nhom tan cong.

- biém CVSS: 7.0 (Cao)

- Arih ?u(ygg:xMicrosoft }Ninﬂows 10.4 ) https:/nvd.nist.goviv
4 | CVE-2024-30083 | MOt LONongchophep doitugngtan congleo |, qeraii/cve-

thang dgc quyen. . 2024-30088

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- Piém CVSS: 9.8 (Nghiém trong)

i AHP h}I(’”S: I\!Iicrosoft Ol,JtIOOAk, A https://nvd.nist.gov/v
5 | CVE-2024-21413 | MO ta: L0 hong cho phép doi tugng tan cong | - ierail/cVE-

thuc thi ma tur xa.
- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi trudng thyuc té bai cac nhom tan cong.

2024-21413
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TT M3 16i quéc té M6 ta ngin Ghi chd

- Biém CVSS: 9.8 (Nghiém trong)

i AnAh th?rnXg: CjeoServer, C?eo'l;qols L https://nvd.nist.gov/v
6 | CVE-2024-36401 | MO t: L6 hong cho phép doi twong tan cong | eriicve-

thl_l'? tl‘]l ma tir xa. 902436401

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thuc té bai cac nhom tan cong.

- Biém CVSS: 8.1 (Cao)

- Anh huong: OpenSSH _ _
. CVE.2004.6387 | 1\/I6 ta: L3 h(‘?r}g cho phép df‘)i t}r_qng,tén cong truy httﬁfr']// /c?éi?/lcs:t\/ggw v

cap~vavth1_rc hién cac hanh vi trai phép. 2024-6387

- Lo hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhém tan cong

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: ServiceNow. .

- Mb ta: Lg hdng cho phép ddi tugng tin cong https://nvd.nist.gov/v
8 CVE-2024-4879 . j uln/detail/CVE-

thu~c tf]l ma tur xa. 2024-4879

- Lo hong da c6 ma khai thac va dang bi khai thac

trong moi truong thuc té boi cac nhom tan cong.

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Ngbn ngi 1ap trinh PHP.

- M9 ta: LS hdng cho phép déi twong tAn cong | https://nvd.nist.gov/v
9 CVE-2024-4577 thuc thi ma tir xa, truy cap va thuc hién cac hanh uln/detail/CVE-

Vi t[éi phép. 2024-4577

- L6 hong dé c6 mé khai théc va dang bi khai thac

trong méi truong thuc t€ bdi cac nhdm tan cong.

- biém CVSS: 9.9 (Nghiém trong)

- Anh huong: Docker Engine. .

- Mo té:ufé ﬁéng cho phég d6i twong tan cong truy https://nvd.nist.gov/v
10 CVE-2024-41110 N iAo C o, uln/detail/CVE-

cap~vaqth1_rc hién cac hanh vi trai phép. 2024-41110

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhém tan cong




Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Tan cong DRDoS
Biéu dé théng ké thiét b theo cdng dich vy

Tuan vira qua tai Viét Nam, ¢ rat nhiéu pio bl
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6

41.696 (ting so véi tuan trudc 41.090) souo -
thiét bi c6 kha nang bi huy dong va tro e 4

10000

thanh nguon tan cdng DRDoS. Céc thiét o
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 169 trudng hop tan cong

vao trang/cong thong tin dién tir cua

Théng ké tin cong vio Viét Na_m: _151 truong hop tan cong Itra

trang/cong thong tin dién ti dao (PhIShlng), 18 truong hO’p tan C6ng
cua Vigt Nam cai cdm ma doc.

Caimi djc rls

Lira dio (Phishing) 151

Stealrat

Cutwai
Other

Gamut

Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc sir dung trong cac mang botnet

nhém doi tuong diéu khién thiét bi thuoc differentia.ru andall.servicesql.info
c4c mang botnet dé thuc hién cac hanh disorderstatus.ru griefcube.cc
vi trai phép nhu trién khai tin cong atomictrivia.ru aurasport.net
DDoS, phét tan ma doc, giri thu réc, truy amnsreiuojy.ru elitiorecfreetoo.cc
cap va danh cap dir liéu trén thiét bi. h.zmksre|u01y.ru. ufequurtnee.space
Trong tuan, ghi nhan 20 dja chi xjpakmdcfuge.biz qwly.com

A T i . restlesz.su ljjskttgximu.in
IP/domain thugc botnet c6 anh huong toi xjpakmdcfuge.com ideal-abuse-Kind.com
nguoi dung Viet Nam. xjpakmdcfuge.in htlummla.org

xjpakmdcfuge.ru andall.servicesgl.info
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan di c6 1.073 phan anh trudng hop lira ddo do ngudi dung Internet Viét Nam
phan &nh vé Trung tdm Giam sat an toan khdng gian mang qubc gia (NCSC) qua hé théng tai
dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong hop lira
da0 gia mao céc td chuc, doanh nghiép, nha cung cip, dich vu 16n nhu: Cac mang xa hoi, ngan
hang, thu di¢n tu,...

Duéi day 1a mét sé trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghi cha
1 https://www[.]Jgovn[.]cc Website gia mao B6 Cong An
Website gia mao Cong Ty Co Phan
2 nappthe[.]vn Giai Tri Va Thé Thao bién Tu Viét
Nam
s . Website gia mao Cong ty ¢ phan giao
3 https://ggiao[.]hangtietkiem[.Jcom hang tiét kiém
. o Website gia mao Cong ty co phan giao
4 https://giiao[.]hangtietkiem[.Jcom hang tiét kiém
e . Website gia mao C6ng ty co phan giao
5 https://vgiao[.]hangtietkiem[.Jcom/ hang tiét kiém
Website gia mao Cong ty c6 phan
6 bachhoaxanhhl.Jcom Thuong mai Bach Héa Xanh
) . Website gia mao Cong ty Tai chinh
7 https://homecredit[.]hethongvaynhanh247[.Jcom/ TNHH MTV Home Credit Viét Nam
. Website gia mao Cty tai chinh tnhh
8 https://ngsncoaul. Jouzz/ ngan hang viét nam thinh vugng smbc
9 https://dienmayxanhctv24[.]Jcom Website gia mao Dién may xanh
10 https://thisinhthanhlich2024[.Jcom Website gia mao Facebook
) . . Website gia mao Ngan hang TMCP
11 https://baovietn[.]vip Bao Viet
12 https://vnsehotro[.]Jcom Website gia m‘f‘OANgfif.‘ hang TMCP
Quan doi
13 https://mbbkh-canhan[.Jcom Website gia maoANgaA\r) hang TMCP
Quan doi
14 https://mmbonline01[.]Jcom Website gia maoANger-] hang TMCP
Quan doi
s Website gia mao Ngan hang TMCP
15 https://vib[.Jcham-soc-the-truc-tuyen[.Jcom[.]Jvn Quéc té Viet Nam
16 https://www[.]shopeesopp[.Jcom Website gia mao san TMDT Shopee
17 https://tdke03[.Jcom Website gia mao san TMDT Tiki
18 https://kyaj11[.Jcom Website gia mao san TMDT Tiki
19 https://chinhphu[.Jthongtincutru[.]org Website gia mao Van phong Chinh phu
20 https://vnviettel[.Jcom Website gia mao Viettel
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu céc chién dich tin cong ctia cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhit cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Pbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cic website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




