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- Chién dich tAn cong APT: Nhom APT Void Banshee khai thac 15 héng
Microsoft MHTML dé phat tan ma doc Atlantida Stealer.

- Canh béo: Cisco canh bao vé 16 héng nghiém trong anh huong dén phién ban
On-Prem cua phan ném Smart Software Manager.

- Théng tin: Canh b&o rui ro an toan thong tin lién quan dén san pham cua
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Tin tiec An toan thong tin

Chién dich tan cong APT: Nhém APT Void Banshee khai
thac 16 hong Microsoft MHTML dé phat tan ma déc
Atlantida Stealer.”

Void Banshee

Nhém APT Void Banshee da bi phat hién lgi
dung maot 15 hong méi dugc cong b chi tiét trong
dong co trinh duyét Microsoft MHTML (khai
thac 15i zero-day) dé phat tan ma doc danh cap
thong tin co6 tén Atlantida.

L5 hong nay c6 ma CVE-2024-38112, dugc
st dung trong chudi tan cong nhiéu giai doan voi
cac tép duong dan internet (URL) lam trong
diém. Microsoft da dé cap dén 16 hong nay trong
ban va Patch Tuesday gan day. Theo Microsoft,
day 1a mot I18i gia mao (spoofing) ton tai trong
dong co trinh duyét MSHTML (hay Trident)
duoc stir dung trong trinh duyét Internet Explorer.
Tuy nhién, Zero Day Initiative (ZDI) lai cho rang
day 1a mot 16 hong thuc thi ma tir xa.

Trong chién dich caa nhém APT, céc
email spear-phishing c6 chia duong dan dén
cac tép ZIP dugc luu trén trang web ctia nhom
tan cong da duoc sir dung. Cac tép ZIP nay
chtra cac tép URL khai thac 16 héng CVE-
2024-38112 dé diéu hudéng nguoi dung dén
mot trang web Iuu trir t€p HTML Application
(HTA) doc hai.

Khi nguoi dung mo tép HTA, mot tap 1énh
Visual Basic Script (VBS) s€ duoc thyc thi, tai
xubng va thuc thi mot tap 1énh PowerShell c6
chirc nang tai trinh tai trojan .NET. Trinh tai
nay sau d6 st dung shellcode dé giai ma va
thue thi ma doc Atlantida trong bo nhé cua tién
trinh RegAsm.exe.

Mi doc Atlantida, dugc phét trién tir cac
mi d6c md nguon mé nhu NecroStealer va
PredatorTheStealer, c6 chtc ning trich xuat
tép, chup anh man hinh, vi tri dia ly va di liéu
nhay cam tur cac trinh duyét web va cac ung
dung khac, bao gém Telegram, Steam,
FileZilla va cac vi tién dién tu.

Ngudn: https:/thehackernews.com/2024/07/void-banshee-apt-exploits-microsoft.html
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Tin tiec An toan thong tin

Khéng c6 nhiéu thdng tin vé nhém APT Void Mbt s6 IoC dwoc ghi nhén:

Banshee, ngoai trir viéc nhom nay c6 lich st nham
muc tiéu vao khu vuc Bic My, Chau Au va Pong
Nam A dé thyc hién cac chién dich danh cip di

hxxps[://]fullgasesspa[.]cl/tet/download[.]php
hxxp[://]cbmelipilla[.]cl/te/test1[.]html

liéu va truc loi tai chinh. hxxps[://Jcbmelipilla[.]cl/te/hhhh2[.]Jphp
Thong tin vé nhom va viéc khai thac 16 hong hxxps[://]hostalaskapatagonia[.Jcom/tt/tedfd[. Jte
nay duoc cong bo sau khi Cloudflare ti€t 1 rang hxxps[://]hostalaskapatagonia[.Jcom/tt/become][.]Jtxt

nhiéu nhém tan cong dang nhanh chéng két hop
céc khai thac PoC (proof-of-concept) vao chién
dich ctia minh. Trong trudng hop cua 16 hdng 185[J172[]128[.]95
CVE-2024-27198, 156 hong da bi khai thac chi sau

22 phat ké tir luc thong tin dugc cong bd.

hxxp[://1h[.]Jcom:8000/test1[.]html

Ngoai ra, thdng tin trong bai viét nay ciing tiép
ndi sy phat hién vé mot chién dich tan cong khéc
sir dung quang cdo trén Facebook dé phét tan ma
doc SYSOlstealer théng qua cac giao dién
Windows gia, nham chiém doat tai khoan doanh
nghiép trén Facebook va tiép tuc phat tan ma doc.

Ngudn: https://thehackernews.com/2024/07/void-banshee-apt-exploits-microsoft.html
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Tin tiec An toan thong tin

“Canh bao: Cisco canh bao vé 15 héng nghiém treng anh
hwéng dén phién ban On-Prem cia phan ném Smart

Software Manager."

a1l
CISCO

Trong tuan qua, Cisco da phat hanh ban vé
cho hai 16 hong an toan thong tin nghiém trong
anh huéng dén Smart Software Manager On-
Prem (Cisco SSM On-Prem), trong d6 c6 mot
16 hong nghiém trong cho phép d6i tuong tan
cong thay d6i mat khau cia bat ky nguoi ding
nao, bao gdm ca tai khoan quan tri vién.

L3 hong c6 mi CVE-2024-20419 (Diém
CVSS: 10.0) xuat phat tir viéc trién khai khong
dung cach quy trinh thay d6i mat khau trén
Smart Software Manager On-Prem (Cisco SSM
On-Prem). L hong nay cho phép d6i tuong tin
cong gui cac yéu cdu HTTP dugc tinh chinh
dén thiét bi bi anh hudng dé khai thac 16 hong.
Khi khai thac thanh cong, ddi twong tin cong
c6 thé truy cap vao giao dién web UI hodc API
v6i quyén ctia nguoi dung bi xadm pham.

L5 hong nay anh huong dén tat ca cac phién ban
Cisco SSM On-Prem tir 8-202206 tr& xubng va da
dugc va trong phién ban 8-202212. Riéng phién ban
9 cua giai phap nay khdng bi anh hudng.

Cisco thdng bao rang khdng cé bién phap khic phuc
nao ngoai viéc cap nhat ban va, va hién chua cé ghi
nhan vé viéc 15 héng nay bi khai thac trong moi
truong thuc té. Ngoai ra, Cisco ciing da khic phuc
mot 16 héng nghiém trong khéc trong Secure Email
Gateway (SEG), md CVE-2024-20401 (Diém
CVSS: 9.8). L5 hong nay lién quan dén viéc ghi file
cho phép ddi tugng tan cong tao thém ngudi ding
VGi quyén root va gay ra su ¢ nghiém trong cho thiét
bi bang cach guri cac email c6 file dinh kém doc hai.
Pé 16 hong nay phét huy tac dung, thiét bi SEG phai
dang chay phién ban Cisco AsyncOS bi anh huong
va dép tmg cac diéu kién sau:

e Chtrc nang phan tich file (thudc Cisco
Advanced Malware Protection) hoac chuc
nang loc noi dung phai dugc bat va ap dung
cho chinh sach email gui toi.

o Phién ban cua cong cu Content Scanner Tools
cti hon 23.3.0.4823.

Ban vé cho 16 hong CVE-2024-20401 da co sin
trong cac phién ban Content Scanner Tools tur
23.3.0.4823 tro 1én va duoc tich hop mac dinh trong
Cisco AsyncOS cho Cisco Secure Email Software
cac phién ban tur 15.5.1-055 tro Ién.

Nguon: https://thehackernews.com/2024/07/cisco-warns-of-critical-flaw-affecting.html
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“Thﬁng tin: Canh b&o rii ro an toan thong tin lién quan dén

san pham ciia CrowdStrike.”

CANH BAD

RUI RO AN TOAN THONG TIN

Lign quan dén Crow

Trong qué trinh giam sat an toan thdng tin trén
khong gian mang, Trung tdm Giam sat an toan
khong gian mang qudc gia (NCSC), thudc Cuc An
toan thong tin, B Thong tin va Truyén thong, da
phat hién rui ro an toan thong tin lién quan dén san
pham cta CrowdStrike. Su ¢ trén di gdy anh
hudng t6i nhiéu co quan, to chire trén thé gidi, trong
d6 bao gdm Puc, Singapore, TAy Ban Nha, An Do,
Israel, Nam Phi,....

Cu thé, cic may tinh chay hé diéu hanh
Windows 10 va cai dat phan mém Falcon Sensor
ctia hang CrowdStrike déu gip 16i man hinh xanh
(Blue Screen Of Death — BSOD va khong thé khoi
dong lai dé hoat dong binh thuong. Didu nay giy
anh huong t6i hé thong thong tin va hoat dong cua
cd nhan, co quan, t6 chirc. Nha phat trién
CrowdStrike da dua ra thong bao xac nhan rui ro va
thuc hién khoi phuc phan mém Falcon Sensor dé
tranh gdy thém anh hudng t6i thiét bi ctia ngudi
dung.

Hudéng dan khic phuc ddi véi céc thiét bi da bi anh huong:

Budc 1: Khai dong lai may tinh va vao ché do Safe Mode
hoac Windows Recovery Environment.

Buéc 2: Truy cap thu muc
“C:\Windows\System32\drivers\CrowdStrike”

Budc 3: Xda bo cac tap tin co dinh dang “C-00000291*.sys”
(tap tin co dinh dang .sys va tén bét dau bing chudi C-
00000291)

Budc 4: Khai dong lai may tinh va stir dyng nhu binh thuong.

Nhim dam bao an toan théng tin cho hé thdng théng tin caa
Quy Pon vi, gop phan bao dam an toan cho khdng gian mang
Viét Nam, Cuc An toan thong tin khuyén nghi Quy Pon vi
thuc hién:

1. Kiém tra, ra soat hé thong thong tin dang st dung co
kha nang bi anh hudng bai rai ro an toan thong tin
trén. Chii dong theo dbi cac thdng tin lién quan nham
thuc hién khac phuc rii ro trong truong hop bi anh
huong.

2. Tiang cuong giam st va san sang phuong an xtr Iy khi
phét hién c6 dau hiéu bi khai thac, tin céng mang;
d6ng thoi thudng xuyén theo ddi kénh canh béo cua
céc co quan chirc nang va céac to chirc 1on vé an toan
thong tin dé phat hién kip thoi cac nguy co tan cong
mang

3. Trong truong hop can thiét cd thé lién he dau méi hd
tro cua Cuc An toan théng tin: Trung tdm Giam sat an
toan khong gian mang quéc gia, dién thoai
02432091616, thu dién tu: ncsc@ais.gov.vn.

Nguén: https://khonggianmang.vn/alert/canh-bao-rui-ro-an-toan-thong-tin-lien-quan-en-san-pham-cua-crowd-



https://khonggianmang.vn/alert/canh-bao-rui-ro-an-toan-thong-tin-lien-quan-en-san-pham-cua-crowd-strike.221/
https://khonggianmang.vn/alert/canh-bao-rui-ro-an-toan-thong-tin-lien-quan-en-san-pham-cua-crowd-strike.221/

NCSCX

National Cyber Security Center

\ Nguy co tan cong mang tir diém yeéu,
Q o
106 hong

Trong tuan, cac to chuc qudc té di cong
bd va cap nhat it nhat 989 15 hong, trong do
c6 406 16 hong mac Cao, 277 16 héng muc
Trung binh, 18 16 hong muc Thap va 288 15
hong chwa danh gia. Trong d6 c6 it nhat 121 .
15 hdng cho phép chén va thuc thi ma Iénh.

Ngoai ra, tuan hé thdng ky thuat cua
NCSC ciing da ghi nhan TOP 10 15 hong déng :
cha y, 1a nhitng 16 héng c6 mtc d6 nghiém I’eg I’GSSHlOn
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhom tan cong.

Trong d6, dang chii y ¢6 03 16 hong anh huang cac san pham ciia OpenSSH, GeoServer va
ngon ngit 1ap trinh PHP, cu thé 1 nhu sau:

e CVE-2024-36401 (Piém CVSS: 9.8 — Nghiém trong): L& hong ton tai trén GeoServer
cho phép d6i twong tan cdng thuc thi ma tir xa thdng qua viéc truyén vao dix liéu doc hai
tGi cac phién GeoServer cau hinh mac dinh. Hién 16 hong da c6 ma khai thac va dang bi
khai théac trong thuc té.

e CVE-2024-6387 (Piém CVSS: 8.1 — Cao): L hong ton tai trén may chit OpenSSH cho
phép dbi tuong tan cdng khai thac 18i Race Condition, cho phép dbi twong tan cong truy cap
va thuc hién cac hanh vi trai phép. Hién 16 hong da c6 ma khai thac va dang bi khai thac
trong thuc té.

e CVE-2024-4577 (Piém CVSS: 9.8 — Nghiém trong): L5 hong ton tai trén ngdn ngir 1ap
trinh PHP phién ban 8.1.* (cii hon 8.1.29), 8.2.* (cii hon 8.2.20), 8.3.* (cii hon 8.3.8), khi
duogc st dung trong Apache va PHP-CGI cua Windows. Déi tuong tan cong c6 thé khai thac
16 héng bang cach giri di cac tham sé doc hai cho PHP duyét, qua dé co thé 1am 16 ma nguon
cua script, thuc thi code PHP tuy y trén may chu. Hién 16 hong di c6 ma khai thac va dang
bi khai thac trong méi trudng thyc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M4 18i quéc té Mb ta ngin Ghi cha

- biém CVSS: 9.8 (Nghiém trong)

i AnAh }EUGHE’: (EeoServer A « .| https://nvd.nist.gov/v
1 | cvE-2024-36401 | MO ta: Lo hong cho phép doi twong tan cong | 1 erait/cvE-

thl_l'? tl‘]l ma tir Xa. 902436401

- L6 hong da c6 ma khai thac va dang bi khai thac

trong méi trudng thuc té bai cac nhém tan cong

- Biém CVSS: 8.1 (Cao)

: I\A/Irfh hufp ﬁ;OpeESSE, déi o https://nvd.nist.gov/v
2 CVE-2024-63g7 | _ 0% Lohongeho phep dottwong tan congiruy |, qetaii/cve-

cap~vavth1_rc hién cac hanh vi trai phép. 2024-6387

- Lo hong da c6 ma khai thac va dang bi khai thac

trong méi trudng thuc té bai cac nhém tan cong

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Ngdn ngir 14p trinh PHP.

- M6 ta: LS hong cho phép dbi twong tan cong | https://nvd.nist.gov/v
3 CVE-2024-4577 thuc thi ma tay y, truy cap va thuc hién cac hanh uln/detail/CVE-

vi tréi phép. 2024-4577

- L4 hong di c6 ma khai thac va dang bi khai thac

trong méi trudng thuc té bai cac nhém tan cong

- Biém CVSS: 7.2 (Cao)

: ‘:/In}l l%?ofg'h\;/MWie vi‘(’antzri Server. A https://nvd.nist.gov/v
4 | CVE-2024-22274 0 ta: 1.6 hong cho phep dor tuong tan €ong |\ detaii/cVE-

thuf: tl’ll ma tir Xa. 9024-22274

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thuc té boi cac nhom tan cong

- biém CVSS: 7.5 (Cao)

- Anh huéng: Microsoft Windows 10, Windows

11. https://nvd.nist.gov/v
5 CVE-2024-38112 | - M6 ta: L6 hong cho phép dbi twong tan cong truy | uln/detail/CVE-

cap va thuc hién cac hanh vi trai phép.
- L4 hong di c6 ma khai thac va dang bi khai thac
trong moi truong thuc té boi cac nhom tan cong

2024-38112
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TT M4 18i quéc té Mb ta ngin Ghi cha
- biém CVSS: 10.0 (Nghiém trong)
- Anh huong: Cisco Smart Software Manager On-
Prem (SSM On-Prem). https://nvd.nist.gov/v
6 CVE-2024-20419 | - M6 ta: L6 hong cho phép dbi twong tan cong truy | uln/detail/CVE-
cap va thuc hién cac hanh vi trai phép. 2024-20419
- L3 hong dang bi khai thac trong mdi trudng thuc
té boi cac nhém tan cong.
- biem CVSS: 9.3 (Nghiém trong)
- Anh huéng: AA-Team WZone e st cou]
Agae 1 X pA i A A0 A s:/Invd.nist.gov/v
7| cveaoassssas | VOO r:;?é ;gol_pf;;scgg; tong tin ¢0ng | 0 et/ OVE-
IV . ' . L 2024-33544
- Lo hong da c6 ma khai thac va dang bi khai thac
trong moi truong thuc té boi cac nhom tan cong
- biém CVSS: 9.8 (Nghiém trong)
- Anh hudng: JetBrains TeamCit .
-Mé ta: LS ﬁéng cho phép d6i tugng tan cong truy https://nvd:nlst.gov/v
8 CVE-2024-27198 N A PR uln/detail/CVE-
cap~va7th1_rc hién cac hanh vi tréi phep. 9024-27198
- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thuc té boi cac nhom tan cong
- biém CVSS: 7.5 (Cao)
- Anh huong: SolarWinds Serv-U https://nvd.nist.gov/v
9 | CVE-2024-28995 | MO: L6 hong cho phép doi tugng tan congruy |y n/getajl/CVE-
cap va thuc hién cac haph vi tréi phép. o 2024-28995
- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi trudng thyc t€ boi cac nhdm tan cong
- biém CVSS: 9.8 (Nghiém trong)
- Anh huong: Cisco Secure Email Gateway
- M6 ta: L6 hong cho phép dbi twong tan cong | https://nvd.nist.gov/v
10 CVE-2024-20401 | thuc thi ma tir xa, thuc hién tan cdng tir chdi dich | uln/detail/CVE-
vy, truy cap va thuc hién cac hanh vi trai phép. 2024-20401
- L6 hong dang bi khai thac trong mdi trudng thyuc
té bai cac nhém tan cong
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té’n c6ng D RDOS Biéu d6 théng ké ;::)e:, vloel ntheo cdng dich vu

~
Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

35000

phét tan tin cong DRDoS. Trong tuan c6 o "
42.408 (tang so véi tuan trusc 40.952) »
thiét bi c6 kha ning bi huy dong va tro e

thanh ngudn tan cong DRDOS. Céc thiét ST T
bi nay dang m¢ str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Du6i
day 1a biéu d6 thong ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 100 trudng hop tin cong
vao trang/cong thong tin dién tir cua

Théng ké tin cong vao Viét Nam: 89 truong hop tan cong hra
trang/cong théng tin dién tir dao (Phishing), 11 truong hop tan cong
cua Vigt Nam cai cim ma doc.
Cai mi déc h— 1
Lira ddo (Phishing) 89

Stealrat

Cutwai
Other

Gamut

T Trén thé gidi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc sir dung trong cac mang botnet

nhém dbi tugng diéu khién thiét bi thuoc differentia.ru andall.servicesgl.info

c4c mang botnet dé thuc hién cac hanh disorderstatus.ru restless.su

vi trai phép nhu trién khai tin cong atomict_rivi_a.ru sp_aines.pw

DDoS, phat tan ma doc, gui thu rac, truy NI griefcube.cc

cap va danh cip dit ligu trén thiét bi. Xjpakmdcfuge.biz WWw.hnmrw.net

Trong tuAn ghi nhan 20 dia chi hzmksreiuojy.ru mcnodes.zapto.org

o o i . restlesz.su focusdate.com

IP/domain thugc botnet c6 anh huong toi xjpakmdcfuge.com elitiorecfreetoo.cc

nguoi dung Viet Nam. xjpakmdcfuge.ru datefree.info
xjpakmdcfuge.in aurasport.net




NCSCX

National Cyber Security Center

Tén cong lira ddao nguoi ding Viét Nam

Trong tuan di c6 1.353 phan anh trudng hop lira ddo do ngudi dung Internet Viét Nam
phan &nh vé Trung tdm Giam sat an toan khdng gian mang québc gia (NCSC) qua hé thdng tai
dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong hop lira
d40 gia mao cac tb chuc, doanh nghiép, nha cung cap, dich vu 16n nhu: Cac mang xa hoi, ngan
hang, thu di¢n tu,...

Duéi day 1a mét sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi cha
1 Website gia mao Bao hiém Xa hoi
https://vssid[.]Jgovnn][.]cc/ Viét Nam q
5 Website gia mao Cong ty C6 phan
https://icchanoi[.Jnet/ Pau tu Quoc té ICC Ha Noi
3 Website gia mao Cong ty Tai chinh
https://homecredit[.Jhethongvaynhanh247[.Jcom/ | TNHH MTV Home Credit Viét Nam
4 https://mfacebook-com[.Jvn/ Website gia mao Facebook
S https://bethivetranh2024[.Jweebly[.Jcom Website gia mao Facebook
6 https://www/[.]Jhethongnhanvien[.Jcom Website gia mao san TMDT Lazada
7 https://da1215[.Jcom Website gia mao san TMDT Lazada
8 https://lazadaevent[.]Jcom/ Website gia mao san TMPT Lazada
9 https://www[.Jmomoshopvip[.Jcom Website gia mao MoMo
10 Website gia mao Ngan hang TMCP
https://www[.]baovietcom[.]vip/ Bao Viét
1 Website gia mao Ngan Hang TMCP
https://vietinbankamc[.]Jvn Cong Thuong Viét Nam
12 Website gia mao Ngan hang TMCP
https://khtechcanhan[.Jcom/ K¥ Thuong Viét Nam
13 Website gia mao Ngan hang TMCP
https://mcqdvn[.Jcom Quan doi
14 Website gia mao Ngan hang
https://centralmarketing[.]Jonline/ Worldbank Viét Nam
15 https://nze98582s[.Jcom/ Website gia mao san TMDT Shopee
16 https://www/[ ]tikifreeship[.]vip/ Website gia mao sain TMDT Tiki
17 https://tdke00[.]Jcom/ Website gia mao san TMDT Tiki
18 https://wwwl[.Jvntiki[.]vip Website gia mao san TMBDT Tiki
19 https://tdke02[.]Jcom Website gia mao sain TMPT Tiki
20 https://xacnhanthutuchoantra[.Jus/ Website gia mao Western Union
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH"

1. Béi véi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin 10C kém theo ting chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir 1y kip thoi.

**k*
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang str dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢o, cic cudce tan cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc md cac cong
dich vu ¢6 thé bj loi dung dé thyuc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu Iy cac thiét bi trong toan bo hé thong mang néu c6 du
hiéu két nbi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao to chirc cuia minh, canh bao sdm dén nguoi ding ciia nhim ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho ngudi dung, bao vé chinh
thuwong hiéu cta t6 chirc.
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