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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhém APT Kimsuky sir dung tién ich doc hai
TRANSLATEXT trén Chrome nham danh cap dir liéu ngudi dung.

- Canh béo: L3 hong Nghiém trong trong CocoaPods gay nguy hiém dén céc
ung dung iOS va macOS.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- Tan cdong DRDoS

- Tan cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira dao ngwdi dung Viét Nam: 1.927 truong hop lira d¢ao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tAn cong APT: Nhém APT Kimsuky sir dung
tién ich doc hai TRANSLATEXT trén Chrome nhiam danh

Z ~ 1A IR |
cap dir liéu ngwoi dung

KIMSUKY APT

ON THE RISE

Targets South Korean Academiadsing
a New TRANSLATEXT Chrome Extension

Nhom tin cong APT Kimsuky dd bi phat
hién dang trién khai mét tién ich ma rong méi
trén Google Chrome, co tén la TRANSLATEXT,
nham muyc dich danh cap thdng tin nhay cam.

Tién ich TRANSLATEXT dugc phat hién
vao thang 3 ndm 2024, c6 kha nang thu thap dia
chi email, tén nguoi ding, mat khau, cookie va
chup anh man hinh trinh duyét. Chién dich tan
cong caa nhém nham vao cac t6 chic gido duc
tai Han Qudc, dac biét 1a nhitng don vi nghién
ctru vé chinh tri Triéu Tién.

Kimsuky 12 mot nhom APT dén tir Triéu
Tién bat dau hoat dong tir nam 2012 va 1a mot
phan ctia Lazarus, ndi tiéng vai cac cudc tan cong
gian di¢p mang va tai chinh.

Nhom nay con duoc biét dén vai nhiéu tén
goi khéc nhau nhu APT43, ARCHIPELAGO,
Black Banshee, Emerald Sleet, Springtail va
Velvet Chollima.

Trong thoi gian gan day, Kimsuky da khai
thac 16 hong CVE-2017-11882 trong
Microsoft Office dé phat tan phan mém
keylogger, sir dung c&c moi nht lién quan dén
tuyén dung viéc 1am trong céc cudc tan cong
vao linh vuc quéc phong va hang khong vil tru.

Kimsuky thuong st dung spear-phishing
va k¥ thuat xam nhap xa hoi dé tiép can céc hé
thng. Chién dich thuong bat dau bang mot tép
ZIP gia danh vé lich st quan doi Han Qudc,
chtra céc tai liéu bang chir Han va mot tép thuc
thi. Khi khoi dong, tép thuc thi nay sé tai xudng
mét script PowerShell tir may cha cua ddi
tugng tin cong dé thu thap thong tin tir may
tinh nan nhan va guai 1én GitHub. Pong thoi,
tép thuc thi cling sé tai thém méa PowerShell
thong qua tép shortcut (LNK) cua Windows.
Quy trinh nay gidp Kimsuky duy tri va mo
rong quyén kiém soét trén may tinh nan nhan
mot cach kin dao va hi¢u qua.

Nguon: https://thehackernews.com/2024/06/kimsuky-using-translatext-chrome.html
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Chién dich tdn cong APT: Nhém APT Kimsuky sir dung tién
ich doc hai TRANSLATEXT trén Chrome nham danh cip dir
liéu ngwoi dl‘Jng”

Tai khoan GitHub dugc st dung cho chién dich nay dugc tao vao ngay 13 thang 2 nim 2024,
lwu trix tién ich TRANSLATEXT duéi tén "GoogleTranslate.crx", mac du phuong thirc phan phoi
hién tai van chua xac dinh. TRANSLATEXT da gia mao Google Translate va sir dung ma
JavaScript dé vuot qua cac bién phap bao mat cua Google, Kakao va Naver; thu thap dia chi email,
thong tin dang nhap va cookie; chup anh man hinh trinh duyét va trich xuat di liéu bi danh cap.
Tién ich nay ciing c6 thé thuc hién cac lénh tir URL Blogger Blogspot dé chup anh man hinh cac
tab méi mé va xoa toan bo cookie khoi trinh duyét.

Muc tiéu chinh caa nhom APT Kimsuky la c&c vi tri quan trong trong linh vuc giao duc va chinh
phu. Viéc sir dung cac cong cu nhu TRANSLATEXT trong cac chién dich tin céng la minh ching
cho sy tinh vi va kha ning che giau cia nhém Kimsuky, ddng thoi dat ra thach thic 16n d6i véi cac
bién phap bao mat hién tai.

M@t s6 10C ghi nhan dwoc:

bba3b15bad6b5a80ab9fa9a49b643658

38e27983c757374d9bae36a2e2520e8e

hxxp://sdfa.liveblog365[.]Jcom/ares/hades.txt

hxxp://sdfa.liveblog365[.]Jcom/ares/babyhades.txt

hxxp:/Iney.r-e[.]Jkr/mar/tys.txt

hxxp:/Iney.r-e[.]kr/mar/tys.php

hxxps://webman.w3school.cloudns[.]nz

hxxps://onewithshare.blogspot[.]Jcom/2023/04/10.html

hxxps://raw.githubusercontent[.]Jcom/HelperDav/Web/main/update.xml

hxxps://github[.]Jcom/cmastern

Nguon: https://thehackernews.com/2024/06/kimsuky-using-translatext-chrome.html
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canh bao: L3 héng Nghiém treng trong CocoaPods gay
nguy hiém dén cac ang dung iOS va macOS"

L5 hong CVE-2024-38368 (Piém CVSS: 9.3)
cho phép ké tan cong loi dung quy trinh 'Claim
Your Pods' dé chiém quyén kiém soét cac goi tng
dung (pod) khéng c6 nguoi quan ly. Van dé nay
bat nguon tir viéc di doi may chi Trunk vao nam
2014, khién hang nghin géi ¢ng dung tro thanh
khdng c6 chu. Béi tugng tin cong c6 thé st dung
API cong khai va dia chi email duoc cung cap
trong mi ngudn cua CocoaPods (“unclaimed-
pods@cocoapods.org”) dé chiém quyén kiém
soat cac goi tng dung nay va chén ma doc hai vao
ma nguon.

L5 hong CVE-2024-38366 (Piém CVSS:
Gan day, ba 16 hong an toan thong tin 10.0) la 156 hong nghiém trong nhat, cho phép doi

Nghiém trong da dugc phat hién trong trinh  tuong tan cong khai thac quy trinh xac thuc email

quan 1y phu thuéc CocoaPods, diy 1a cong cu  khong an toan dé thue thi ma tly y tir Xa trén may

phd bién danh cho cac du 4n st dung ngon ngit  chit Trunk. Diéu ndy cho phép thay doi hoic thay

1ap trinh Swift va Objective-C. Nhiing 16 hong thé céc gdi tng dung ma khéng can s can thiép

ndy c6 thé bi khai thac dé thuc hién cac cudc  Cua nguoi ding. Viéc nay dac biét nguy hiém vi

tAn cong vao chudi cung ung, anh huéng doi tugng tan cdng co thé thuc hién bat ky thao

nghiém trong dén toan bo ngudi dung bang tac ndo véi goi ung dung bi chiém doat.

cach chiém quyén kiém soat cac goi ung dung

(pod) trong CocoaPods dé chén ma doc hai vao

cac ung dung 10S/macOS.

Ngudn: https://thehackernews.com/2024/07/critical-flaws-in-cocoapods-expose-ios.html
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Canh bao: L& héng Nghiém trong trong CocoaPods gay

nguy hiém dén cac ing dung iOS va macOS"

L5 hong CVE-2024-38367 (Piém CVSS: 8.2) nam trong thanh phan xac thuc email cua dich
vu. Béi tugng tan cdng co thé giri lién két xac thuc email gia mao, khi ngudi ding bam vao, ho
s& bi chuyén hudéng dén mién do d6i tugng tan cong kiém soat, thu thap token phién cua nan
nhan. Hon nira, 16 hong nay co thé dugc nang cap thanh mot cudc tan cdng chiém doat tai khoan
khong can su twong tac ctia ngudi ding thdng qua viéc gia mao header HTTP va khai thac céc
cdng cu bao mat email bi cau hinh sai.

Cabald héng nay da dugc CocoaPods va vao thang 10 nam 2023, ddng thoi cai dat lai tat ca
cac phién ngudi dung dé ngan chin cac kha ning khai thac tiép theo. Trude d6, vao thang 3 nim
2023, mot cong ty bao mat da phat hién mot sub-domain bi bo quén (“cdn2.cocoapods|.]org")
lién quan dén CocoaPods cd thé da bi ddi tuong tan cong chiém dung thdng qua GitHub Pages
dé luu trix payload ddc hai.

Ddi véi ngudi dung CocoaPods, viéc cap nhat 1én phién ban méi nhat va s dung cac bién
phap bao mat bd sung la cuc ky quan trong dé bao vé hé thong caa ho khoi cac mdi de doa tiem
an.

Ngudn: https://thehackernews.com/2024/07/critical-flaws-in-cocoapods-expose-ios.html
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\ Nguy co' tan cong mang tir diem yéu,
Q@ \
106 hong

Trong tuan, cac to chuc qudc té di cong
bd va cap nhat it nhat 531 15 hong, trong do
c6 106 16 hong mic Cao, 144 16 héng muc
Trung binh, 25 16 hong muc Thap va 256 15 T

hong chua danh gia. Trong d6 c6 it nhat 99 15
héng cho phép chén va thuc thi ma 1énh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing da ghi nhan TOP 10 15 hong déng
chd y, 1a nhitng 15 héng c6 micc d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhdm tan cong.

Trong d6, dang chii y ¢6 03 16 hong anh huang cac san pham ciia OpenSSH, GeoServer va
Splunk cu thé 1a nhu sau:

e CVE-2024-6387 (Piém CVSS: 8.1 — Cao): L hong ton tai trén may chi OpenSSH cho
phép d6i twong tan cong khai thac 18i Race Condition, cho phép d6i twong tan cong truy cap
va thyc hién céc hanh vi trai phép. Hién 16 hong da c6 ma khai thac va dang bi khai thac
trong thuc té.

e CVE-2024-36401 (Piém CVSS: 9.8 — Nghiém trong): L6 hong ton tai trén GeoServer
cho phép dbi twong tan cong thuc thi ma tir xa thong qua viéc truyén vao dit liéu doc hai
tGi cac phién GeoServer cau hinh mic dinh. Hién 16 hong da c6 ma khai thac va dang bi
khai théac trong thuc té.

e CVE-2024-36991 (Piém CVSS: 7.5 — Cao): L4 hong ton tai trén Splunk Enterpise phién
ban Windows cho phép ddi tugng tan cong khai thac 18i Path Traversal dé truy cap va thuc
hién cac hanh vi trai phép trén hé théng. Hién 16 hong da c6 ma khai thac va dang bi khai
thac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngin Ghi chd

- biém CVSS: 8.1 (Cao)

i AI}h qk{uér:ng:;OpenSSH, . o https://nvd.nist.gov/v
1 CVE-2024-6387 | - MOt Lohdng cho phép doi tugng tan cong truy | eraiicve-

cap~va7th1_rc hién cac hanh vi tréi phep. 9024-6387

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhém tan cong

- Biém CVSS: 7.8 (Cao)

i Arih %I_U(T g:RWmdows L o https://nvd.nist.gov/v
2 | CVE-2024-26229 | MOt Lo hong cho phép doi tongtancongleo |\ ieraiicvE-

thang dgc quyen 2024-26229

- Lo hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyc té bai cac nhém tan cong

- Biém CVSS: 7.5 (Cao)

- AI}h ?u&pg:}Splunk Er]terpir.ise trén \!Vin?ows. https://nvd.nist.goviv
3 | CVE-2024-36091 | MOt Lohongcho phép doitugng tan congtruy | derail/cve-

cap~va7th1_rc hién céc hanh vi trai phép 9024-36991

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- biém CVSS: Chua xé4c dinh

- Anh huong: JavaScript

- M0 ta: L hong cho phép dbi twong tan cong | https://nvd.nist.gov/v
4 CVE-2024-29943 thuc thi ma tir xa, truy cap va thuc hién cac hanh uln/detail/CVE-

vi tréai phép. 2024-29943

- L& hong dang bi khai thac trong méi trudng thyuc

té bai cac nhém tan cong.

- Piém CVSS: 9.8 (Nghiém trong)

i AnP h}_I(’”S: (EeoServer . A https://nvd.nist.gov/v
5 | CVE-2024-36401 | MO ta: Lo hong cho phép doi tugng tan cong | - ierail/cVE-

thuc thi ma tur xa.
- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi trudng thyc té bai cac nhém tan cong

2024-36401
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TT Ma 18i quéc té M6 ta ngan Ghi chd

- Biém CVSS: 6.7 (Trung binh)

i An}1 th?rnXg: lesco NX_O,S . « .| https://nvd.nist.gov/v
6 | CVE-2024-20399 | MO t: L6 hong cho phép doi tong tan cong | eraii/cve-

thl_l'? tl‘]l ma tir xa. _ 9024-20399

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhém tan cong

- biém CVSS: 10.0 (Nghiém trong)

- Anh huong: CrushFTP

- M6 ta: L& hong cho phép ddi twong tan cong https:/nvd.nist.gov/v
7 CVE-2024-4040 thuc thi ma tir xa, truy cap va thuc hién cac hanh uln/detail/CVE-

Vi tréi phép. 2024-4040

- L3 hong di c¢6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong

- Piém CVSS: Chua x4c dinh

- ll?/lrcl)ht:'ufg %élr\lﬂgsclhie;ﬁeé; d6i tugng tan cong leo https://nvd.nist.gov/v
8 CVE-2024-37726 . N i uln/detail/CVE-

thang dic quyen. 2024-37726

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi truong thyc té bai cac nhém tan cong

- biém CVSS: 9.1 (Nghiém trong)

- Anh huong: Progress MOVEit Transfer.

- Mb ta: L3 héng bo qua xac thuc cho phép ddi | https://nvd.nist.gov/v
9 CVE-2024-5806 tugng tan cong truy cap va thuc hién cac hanh vi uln/detail/CVE-

trai phép. 2024-5806

- L6 hong da c6 ma khai thac va dang bi khai thac

trong méi truong thuc te bdi cac nhdm tan cong

- biém CVSS: 9.9 (Nghiém trong)

- ?/Ingl thé:'mli]g .hrggtghgl:;hép dbi tuong tan cong https://nvd.nist.gov/v
10 CVE-2024-39943 . i uln/detail/CVE-

thye thi ma t xa. 2024-39943

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

~ A Biu d6 théng ké thiét bi theo cong dich vu
Tan cong DRDoS ph bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
39.780 (ting so Vi tuan trudc 38.212)
thiét bi c6 kha nang bi huy dong va tro

T S o
& &

thanh nguon tan cdng DRDoS. Céc thiét FESEEEE

>
& &

bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c¢6 82 truong hop tan cong
vao trang/cong thong tin dién tir cua

Théng ké tin cong vio Viét Nam: 70 truong hop tan cong hra
trang/cing thong tin dién ti dao (Phishing), 12 truong hop tan cong
cua Viét Nam .

cai cam ma dac.
Cai mi dgc i 12

Lira ddo (Phishing) 70

Stealrat

Cutwai
Other

Gamut

Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc sir dung trong cic mang botnet

nhom ddi twong diéu khién thiét bi thuoc differentia.ru andall.servicesgl.info
c4c mang botnet dé thuc hién cac hanh disorderstatus.ru restless.su
vi trdi phép nhu trién khai tin cong amnsreiuojy.ru sql.onlyslg.lol
DDoS, phét tin ma dgc, guri thu rac, truy at'omictrivia.ru i jpglertcert.com
cap va danh cip dit ligu trén thiét bi. Xjpakmdcfuge biz griefcube.ce
Trong tUAn ghi nhan 20 dia chi hzmksreiuojy.ru aurasport.net
R - ; ) restlesz.su umyugu88.ru
IP/domain thugc botnet c6 anh huong toi xjpakmdcfuge.in sirec.in
nguoi dung Vigt Nam. xjpakmdcfuge.com groceryshootworld.com
xjpakmdcfuge.ru focusdate.com
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan di c6 1.927 phan anh truong hop lira dao do nguoi dung Internet Viét Nam
phan anh vé Trung tam Gidm sat an toan khong gian mang quéc gia (NCSC) qua h¢ théng tai
dia chi https://canhbao.khonggianmang.vn. Qua klem tra, phan tich c6 nhiéu truong hop lra
da0 gia mao céc t6 chirc, doanh nghiép, nha cung cip, dich vu I6n nhu: Cac mang x4 hoi, ngan
hang, thu di¢n tu,..

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website ltra dao Ghi chu
. ] ] Website gia mao Bao hiém X4 hoi
1 https://baohiemxahoi[.]Jvnagov[.]Jcom Viet Nam
2 https://mojgov[.]Jweebly[.Jcom Website gia mao Bo Tu phép
- o Website gia mao Cong ty co phan
3 https://giiao[.]hangtietkiem[.]Jcom giao hang tiét kiem
o o Website gia mao Cong ty c6 phan
4 https://vgiao[.]Jhangtietkiem[.]Jcom/ giao hang tiét kiem
5 https://tcvnhomefic[.]Jcom Website gia maoANgaAlr_\ hang TMCP
Quan doi
o . i Website gia mao Ngan hang TMCP
6 http://vib[.Juudaikhachhang-tructuyen[.Jcom[.Jvn Quéc té Viet Nam
el Website gia mao Ngan hang TMCP
7 http://vib-gold-card[.]shop Quéc té Vit Nam
) ) i Website gia mao Ngan hang TMCP
8 http://nang-hang-the-vip2-vib[.Jcom Quéc té Viet Nam
9 https://www[.]Jvpbank[.]Jchamsockhachhang-uudai- | Website gia mao Ngan hang TMCP
the-truc-tuyen[.]Jonline Viét Nam Thinh Vuong
10 https://lapdatinternet[.]net/ Website gia mao SCTV
11 https://vnc75635s[.]Jcom Website gia mao san TMDT Shopee
12 https://vnc69977s[.]Jcom Website gia mao san TMDT Shopee
13 https://wwwl[.]shopeesop[.]Jcom Website gia mao san TMDT Shopee
14 https://tdkt07[.Jcom Website gia mao san TMDT Tiki
15 https://tikijaj2[.Jcom Website gia mao san TMDT Tiki
16 https://tikt88[.Jcom Website gia mao san TMDT Tiki
17 https://businesseventskp|.]top Website gia mao san TMDT Tiki
18 chinhphu[Jcc Website gia ma(F))h\lfian phong Chinh
19 quandoi-viettel[.]Jcom Website gia mao Viettel
20 giaodichdaquocgial.Jus Website gia mao Western Union
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu céc chién dich tin cong ctia cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cic website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




