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- Chién dich tan cong APT: 75 t6 chuc tai Dai Loan bj anh huéng bai chién
dich gian diép mang cia nhom APT RedJuliett.

- Canh béo: Phét hién 15 hong an toan thdng tin nghiém trong trén cong cu
Ollama Al.
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- Tan cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira dao ngwdi dung Viét Nam: 1.843 trudng hop hra dao do
nguoi dung Internet Viét Nam théng béo.
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Tin tiec An toan thong tin

*Chién dich tn cong APT: 75 té chiic tai Dai Loan bi anh
hwéng béi chién dich gian diép mang ciia nhom APT
RedJuliett.”

Gan day, da phat hién mot chién dich gian
diép mang quy mo 16n, c6 kha nang dugc hau
thuan béi chinh phu Trung Quéc. Chién dich nay
do nhém tan cdng RedJuliett thuc hién, con dugc
biét dén duoi cac biét danh Flax Typhoon va
Ethereal Panda, nham vao céc t6 chuc gi4o duc,
cong nghé, chinh phu va ngoai giao tai Bai Loan
tur thang 11/2023 dén thang 4/2024.

RedJuliett thuong khai thac cac thiét bi va
ing dung két ndi Internet nhu twong lira, bo can
bang tai va VPN doanh nghiép dé xam nhap hé
thdng, sir dung cac ky thuat tan cong nhu SQL
Injection va Directory Traversal trén tng dung
web va SQL. Sau khi xam nhap, nhom nay dung
phan mém SoftEther dé diéu hanh luu luong doc
hai va ap dung ky thuat "living-off-the-land" dé
tranh bi phat hién.

Dé duy tri két ndi va kiém soét hé thong,
RedJuliett trién khai cac web shell nhu China
Chopper, devilzShell, AntSword va Godzilla.
Ho ciing khai thac 16 hong Dirty Cow (CVE-
2016-5195) trén Linux dé leo thang dic quyén
va cung ¢ quyén kiém soat.

Ha tang hoat dong cua RedJuliett bao gom
cac may chu do nhoém kiém soat, thué tir cac
nha cung cap may chu ao (VPS) va cac hé
théng da bi xam nhap cua ba trudng dai hoc tai
Pai Loan. Nhém nay sir dung SoftEther dé
quan ly may chu va diéu hanh cac hoat dong
doc hai mot cach hiéu qua va khé bi phat hién.

Muc tiéu hoat dong caa nhém RedJuliett 1a
hd tro Bac Kinh thu thap théng tin tinh bao vé
cac qudc gia Pong A. Ngoai Dai Loan, nhém
con nham dén Djibouti, Hong Kong, Kenya,
Lao, Malaysia, Philippines, Rwanda, Han
Qudc, va Hoa Ky. B ghi nhan 24 t6 chirc, bao
gom cac co quan chinh phul tai Pai Loan, Lao,
Kenya va Rwanda, bi nhém tan céng nay thiét
lap két ndi. Udc tinh it nhat 75 t chirc tai Dai
Loan da tré thanh muc tiéu do tham va khai
thac dién rong cta nhom.

Ngudn: https://thehackernews.com/2024/06/redjuliett-cyber-espionage-campaign.html?&web_view=true#update
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RedJuliett tap trung cha yéu vao viéc thu thap thong tin tinh béo vé chinh sach kinh té, quan hé
thuong mai va ngoai giao cua Pai Loan di voi cac qudc gia khac. Giong nhu cac nhém APT khac
tir Trung Qudc, nhoém nay tap trung vao khai thac céc thiét bi két ndi Internet do chung thudng c6
han ché vé hién thi va bao mat, cho phép mé réng quy mé xam nhap ban dau mot cach hiéu qua.

Chién dich gian diép mang cua RedJuliett 1a mot minh chang rd rang vé sy tinh vi va phic tap
ctia cac nhdm tan cong nha nudc hau thuan. Pidu nay dat ra thach thac Ion ddi véi céc to chie va
qudc gia trong viéc nang cao kha ning bao mat ciia minh, dic biét 1a doi voi cac thiét bi va ung
dung két ndi Internet khi d6i ph6 vai cac chién dich tan cong phuc tap tuong tu.

Mot s6 ToC dwoe ghi nhén:

38.147.190[.]192
122.10.89[.]230
140.120.98[.]115
154.197.99[.]202
61.238.103[.]155
137.220.36[.]87
154.197.98[.]3
176.119.150[.]92

Nguon: https://thehackernews.com/2024/06/redjuliett-cyber-espionage-campaign.html?&web_view=true#update
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Canh bao: Phat hién 16 hong an toan théng tin nghiém

trong trén cong cu Ollama ALY

V& ban chat, 16 hong nay xuat phét tir viéc thiéu
kiém tra dau vao day du, din dén 16i danh lac
huéng duong dan (payload path traversal) ma ddi
tuong tan cong co thé loi dung dé ghi de 1én cac
tép tin bat ky trén may cha va thuc thi ma tir xa.

Pé khai thac 16 hong nay, dbi twong tin cong
phai giri cac yéu cau HTTP dic biét téi may cha
APl cua Ollama dé tan céng APl endpoint
‘/api/pull’, dung dé tai mo hinh tir kho luu trit
chinh thic hoic mot kho luu trix riéng. Viéc tan
cong endpoint nay cho phép ké tan cong tao tép

moé hinh doc hai véi payload danh lac hudng
Ollama AIRCE Flaw dudng dén

Déi twong tan cong khai thac 16 hong nay
Cac chuyén gia bao mat da ghi nhan va va khong ch% de gay hai t6i cac tép tin trén h¢ thong
mot 15 hdng an toan thong tin trén nén ting co M3 cc‘;n dé thuc thi ma tir xa, bang cach ghi de lé’n
s& ha ting ma ngudn mé cua Ollama AL L tép cau hinh “etc/1d.so.preload” cua trinh lién két
hdng nay cho phép ddi tuong tan cong thuc thi dong “ld.so”, chén vao d6 mot tliu vién chia sé
ma tir xa. Ollama 1a mét dich vu dong goi, trién  d0C hai va thyc thi n6 trugc khi moi chuong trinh
khai va thuc thi cac md hinh ngon ngit lon  duoc khai chay.
(Large Language Model — LLM) trén cac hé Mic du nguy co thuc thi ma tir xa giam dang
diéu hanh Windows, Linux va macOS.

St  ké trong c4c cai dat mic dinh cta Linux, noi may

Lo hong CVE-2024-37032 con duge biet  chy APT dugc rang budc véi localhost, nhung diéu
dén voi tén goi Probllama, da duge phat hién  nay khong ap dung déi véi cac tridn khai Docker.
vao ngay 05/05/2024 va khic phuc trong phién  Tran moi trudng Docker, may chi APT duoc mé
ban 0.1.34 phat hanh vao ngay 07/05/2024 rong cong khai véi quyén root va ldng nghe trén
dia chi 0.0.0.0 theo ciu hinh mac dinh.

Nguon: https://thehackernews.com/2024/06/critical-rce-vulnerability-discovered.html



https://thehackernews.com/2024/06/critical-rce-vulnerability-discovered.html

NCSCX

National Cyber Security Center

Tin tiec An toan thong tin

*Canh bao: Phat hign I8 héng an toan théng tin nghiém

trong trén cong cu Ollama ALY

Ngoai ra, Ollama thiéu co ché xac thuc, cho phép ddi twong tin cong khai thac cac may cha
truy cap cong khai dé danh cip hoic can thiép vao cac md hinh tri tué nhan tao va de doa cac
may chu tu dong suy luan Al. Cac chuyén gia bao mat da phat hién hon 1000 truong hop Ollama
mo va khong dugc bao vé bai bién phap an ninh nao, vi vay ho khuyén ngudi dung sir dung giai
phép phan mém trung gian nhu Reverse Proxy véi co ché xac thuc dé tang cuong bao mat.

Thong tin vé 16 hong CVE-2024-37032 duoc tiét 1o sau khi cong ty bao mat Al canh bao vé
hon 60 15 hdng an ninh anh huong téi cac cong cu AI/ML ma ngudn ma khac nhau, c6 thé bi tan
cong leo thang dac quyén, chiém quyén kiém soét hé théng va thuc hién cac hanh vi khong dung
quy dinh. Trong dé, 156 héng nghiém trong nhat la CVE-2024-22476 (Piém CVSS: 10.0), mét 15
hong xam nhap SQL trong phan mém Nlintel Neural Compressor cho phép ddi twong tan cong
tai xuéng cac tép tin tly y tir hé thdng cia may cha nguoi dung.

Nguon: https:/thehackernews.com/2024/06/critical-rce-vulnerability-discovered.html
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\ Nguy co tan cong mang tir diém yeéu,
. X
106 hong

Trong tuan, cac to chuc qubc té di cong
bd va cap nhat it nhat 687 15 hong, trong do
c6 115 15 hong mac Cao, 166 16 hdng mirc
Trung binh, 20 16 hong mtc Thap va 386 15
hong chua danh gia. Trong d6 ¢ it nhat 88 1§
hong cho phép chén va thyc thi ma Iénh.

Ngoai ra, tuan hé théng ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
trudng thuc té boi cac nhém tan cong.

Trong d6, dang chii y ¢6 03 16 hong anh huang cac san pham caa SolarWinds va VMware,
cu thé 1a nhu sau:

e CVE-2024-28995 (Piém CVSS: 7.5 — Cao): Lb hong directory tranversal ton tai trén
SolarWinds Serv-U cho phép ddi twong tan cdng truy cap va thyuc hién cac hanh vi trai phép.
Hién 15 hong da c6 ma khai thac va dang bi khai thac trong thyc té.

e CVE-2024-37079 (Piém CVSS: 9.8 — Nghiém treng): L3 hong heap-overflow ton tai trong
giao thirc DCERPC trén VMware vCenter Server cho phép d6i tuong tan cong thuc thi ma
tir xa sau khi khai thac st dung goi tin doc hai. Hién 16 hong da c6 ma khai thac va dang bi
khai théac trong thuc té.

e CVE-2024-37080 (Piém CVSS: 9.8 — Nghiém trong): L6 hong heap-overflow ton tai
trong giao thic DCERPC trén VMware vCenter Server cho phép dbi tugng tan cong thuc
thi mé tir xa sau khi khai théc st dung goi tin doc hai. Hién 15 hdng dang bi khai thac trong
thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M4 18i quéc té Mb ta ngin Ghi cha

- biém CVSS: 7.5 (Cao)

i AI}h qhué:ng:;SOIarWinc,js SSN'U o https://nvd.nist.gov/v
1 | CVE-2024-28995 | MOU: Lo hongchophép ddituong tancong iy | 1 erait/ov/E-

cap~va7th1_rc hién cac hanh vi trai phép. 9024-28995

- L6 hong da c6 ma khai thac va dang bi khai thac

trong méi trudng thuc té bai cac nhém tan cong

- biém CVSS: 9.8 (Nghiém trong)

- AnAh huong: VMware vCenter Server https://nvd.nist.goviv
2 | CVE-2024-37079 | MO t: L6 hong cho phép doi twong tan €ong | - gerait/cve-

thu~c tf]l ma tir Xa. 2024-37079

- Lo hong da c6 ma khai thac va dang bi khai thac

trong méi trudng thuc té bai cac nhom tan cong.

- biém CVSS: 9.8 (Nghiém trong)

i AnAh huong: VMware vCenter server . .| https://nvd.nist.gov/v
3 | CVE-2024-37080 | MO & Lo hong cho phép doi tugng tan cONg | 1 derail/cVE-

th1_r~c trjl ma tr Xa. 9024-37080

- Lo hong dang bi khai thac trong moéi truong thuc

té boi cac nhém tan cong.

- biém CVSS: 9.1 (Nghiém trong)

- Anh huong: Progress MOVEit Transfer.

- M0 ta: L6 hong bo qua xac thuc cho phép dbi | https://nvd.nist.gov/v
4 CVE-2024-5806 tugng tan cong truy cap va thuc hién cac hanh vi uln/detail/CVE-

trai phép. 2024-5806

- L4 hong di c¢6 ma khai thac va dang bi khai thac

trong moi truong thuc té boi cac nhom tan cong

- Piém CVSS: 9.8 (Nghiém trong)

i AnAh h7u(yn:g: Z;yxel. o L https://nvd.nist.gov/v
5 | CVE-2024-20973 | MO ta: Lo hong cho phép doi tugng tan cong | - ierail/cVE-

thuc thi ma OS tuy y.
- L6 hong da c6 ma khai thac va dang bi khai thac
trong méi trudng thuc té bai cac nhom tan cong

2024-29973
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National Cyber Se

TT M4 18i quéc té Mb ta ngin Ghi cha

- biém CVSS: 9.8 (Nghiém trong)

i AnAh }EUGHE’: A;dobe Comr’nerc?. « .| https://nvd.nist.gov/v
6 | CVE-2024-34102 | MO t: LO hong cho phép doi twong tan Ong | jeraiiicvE-

thuc thi ma tay y. . 2024-34102

- L6 hong da c6 ma khai thac va dang bi khai thac

trong méi trudng thuc té bai cac nhom tan cong.

- biém CVSS: 9.1 (Nghiém trong)

- Anh huong: Progress MOVEit Gateway

- M6 ta: L5 hong bo qua xac thue cho phép ddi | https://nvd.nist.gov/v
7 CVE-2024-5805 tuong tan cong truy cap va thuc hién cac hanh vi uln/detail/CVE-

tréi phép. 2024-5805

- L6 hong dang bi khai thac trong méi trudng thyuc

té boi cac nhém tan cong

- biém CVSS: 10.0 (Nghiém trong)

- Anh huong: Palo Alto Networks PAN-OS _ :

- M6 ta: L6 hong cho phép dbi twong tan cong https://nvd.nist.gov/v
8 CVE-2024-3400 s i uln/detail/CVE-

thuc thi ma tir Xa.

- L3 hong di c¢6 ma khai thac va dang bi khai thac 2024-3400

trong moi truong thuc té boi cac nhom tan cong.

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Ngon ngi [4p trinh PHP. https://nvd.nist.goviv
9 CVE-2024-4577 | ~MOta: Lo hongcho phép doi tuong tan cong truy | 1 /detail/CVE-

cap~vaqth1_rc~h|¢n czjc haph vi tréi phép. o 2024-4577

- L6 hong dé c6 ma khai thac va dang bi khai thac

trong mdi truong thyc te béi cac nhom tan cong.

- biém CVSS: 9.1 (Nghiém trong)

- Anh huong: Ivanti Connect Secure, Ivanti Policy

Secure https://nvd.nist.gov/v
10 CVE-2024-21887 | - M@ ta: L6 hong cho phép ddi tuong tan cong |  uln/detail/CVE-

thuc thi ma tay V. 2024-21887

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thuc té boi cac nhom tan cong
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té'n c6 ng DRDoS Biéu db théng ké thiét bi theo céng dich vu
phb bién

~
Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6 o

20000

38.212 (giam so Vi tuan trugc 39.057)

10000

thiét bi c6 kha ning bi huy dong va tré

[
>>>>>>>

thanh ngudn tin cdng DRDoS. Céc thiét JENC St

bi nay dang m¢ str dung cac dich vu NTP

(123), DNS (53), Chargen (19). Dudi

day 1a biéu d6 thong ké thiét bi theo cong
Trong tuan, c6 93 trudng hop tan cong
vao trang/cong thong tin dién tir cia

dich vu phé bién trong tuan.

Viét Nam: 77 truong hop tan cong hra
dao (Phishing), 16 trudng hop tan cong
cai cdm ma doc.

Thong ké tin cong vao
trang/cong thong tin dién tir
cia Viét Nam

Cii ma dgc i 16

Lira do (Phishing) 77

Stealrat

Cutwai
Other

Gamut

T Trén thé gidi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc sir dung trong cac mang botnet

differentia.ru

nhom db6i twong diéu khién thiét bi thuoc
c4c mang botnet dé thuc hién cac hanh
vi trai phép nhu trién khai tin cong
DDoS, phéat tin ma ddc, gui thu réc, truy
cap va danh cap dir liéu trén thiét bi.
Trong tuin, ghi nhan 20 dia chi
IP/domain thugc botnet c6 anh huong toi
nguoi dung Viét Nam.

jpalertcert.com

disorderstatus.ru

restless.su

atomictrivia.ru

jtkjixnmj.org

amnsreiuojy.ru

umyugu88.ru

xjpakmdcfuge.biz

sgl.onlyslg.lol

restlesz.su

kenkenlimted.top

hzmksreiuojy.ru

griefcube.cc

xjpakmdcfuge.in

xngwuwlg.org

xjpakmdcfuge.com

vgbfurkmbjw.org

xjpakmdcfuge.ru

jpalertcert.com
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan di c6 1.843 phan anh trudng hop lira ddo do ngudi dung Internet Viét Nam
phan &nh vé Trung tdm Giam sat an toan khdng gian mang québc gia (NCSC) qua hé thdng tai
dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong hop lira
d40 gia mao cac tb chuc, doanh nghiép, nha cung cap, dich vu 16n nhu: Cac mang xa hoi, ngan
hang, thu di¢n tu,...

Duéi day 1a mét sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi cha
1 https://vn156475p[.Jcom Website gia mao san TMDT Amazon
2 https://vssidgov[.Jcom Bao hiem Xa hoi Viét Nam
Website gia mao Cong Ty C6 Phan
3 nappthe[.Jvn Giai Tri Va Thé Thao bién Tur Viét
Nam
Website gia mao Cty tai chinh tnhh
4 https://ngsncoaul.]buzz/ ngan hang viét nam thinh vuong
smbc
5 https://www[.]iazada[.]Jcom/ Website gia mao san TMDT Lazada
6 https://1a5959[.]Jcom Website gia mao san TMDT Lazada
, Website gia mao Ngan hang TMCP
7 https://tcbcanhan[.Jcom K§ Thuong Viét Nam
i - Website gia mao Ngan hang TMCP
8 hdbank[.Jtructuyen-uudai-thekhachhang[.Jcom Phat trién Thanh phé Hé Chi Minh
9 nang-cap-gcare-vib[.Jcom Website gia mao Ngan hang TMCP
g-cap-q ' Quéc té Viét Nam
- . Website gia mao Ngan hang TMCP
10 vib-solution[.Jshop Quéc té Viet Nam
11 vpbank[.Juudai-tructuyen-chamsockhachhang- Website gia mao Ngan hang TMCP
the[.Jcom[.Jvn Viét Nam Thinh Vuong
12 https://www/[.]seleeashopee[.Jcom Website gia mao san TMBT Shopee
13 sp7335p[.Jcom Website gia mao san TMBT Shopee
14 https://vnc63661s[.]Jcom Website gia mao san TMDT Shopee
15 https://tdkt06[.Jcom Website gia mao san TMDT Tiki
16 https://fajiafu30[.]Jcom/ Website gia mao san TMDT Tiki
17 https://sh2tiki[.Jcom Website gia mao san TMBPT Tiki
18 https://nhantienquoctev3[.Jvercel[.]Japp/ Website gia mao Western Union
19 https://chuyentienquoctenhanh[.]Jvercel[.]Japp/ Website gia mao Western Union
20 chuyentienquocte1313][.]vercel[.]Japp Website gia mao Western Union
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH"

1. Béi véi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu céc chién dich tin céng cta cac nhdm APT,
thong tin IoC kém theo timg chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir 1y kip thoi.

**k*
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu ¥ theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang str dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tan cong tir chéi dich vu, tin cong web trong phan Thong ké nguy
¢o, cic cudce tan cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc md cac cong
dich vu ¢6 thé bj loi dung dé thyuc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
so4t may chii web dé kip thoi phat hién va xir 1y nguy co tin cong. Bén canh do6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu Iy céc thiét bi trong toan bd hé thong mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao to chirc cuia minh, canh bao sdm dén nguoi ding ciia nhim ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho ngudi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

csC s.gov.vn 9 Tﬁng 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

s:/fwww.facebook.com/govSOC




