NCSC..

National Cyber Security Center

Trung tdm Giam sat an toan khéng gian mang quéc gia

CANH BAO TUAN

S6 25 (17/06/2024 — 23/06/2024)




NCSCX

National Cyber Security Center

NOI DUNG TUAN

1. Tin tiec An toan thong tin

- Chién dich tan cong APT: UNC3886 khai thac 16 hong Zero-Day trén
Fortinet va VMware dé trién khai chién dich gian diép kéo dai.

- Canh bao: VMware cap nhat ban va cho Cloud Foundation, vCenter Server,
va vSphere ESXi.

2. Piém yéu, 16 hong

- TOP 10 16 héng dang chu ¥ trong tuan.

3. So liéu, théng ké

- T4n cong DRDoS

- Tan cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- T4n cdng lira ddao nguoi dung Viét Nam: 965 trudong hop lira dao do nguodi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Chién dich tdn cong APT: UNC3886 khai thac 15 héng
Zero-Day trén Fortinet va VMware dé trién khai chién dich

gian diép kéo dai’"

Nhom APT Trung Qubc UNC3886 di bi
phat hién dang khai thac cac 16 hong zero-day
trén céc thiét bi cua Fortinet, Ivanti va VMware,
str dung nhiéu co ché duy tri két ndi dé thuc hién
hanh vi gian diép trén cac thiét bi bi xam nhap.

Céac 16 héng bi khai thac bao gém CVE-
2022-41328 (Fortinet FortiOS), CVE-2022-
22948 (VMware vCenter) va CVE-2023-20867
(VMware Tools), nham trién khai ma doc
backdoor va danh cap thong tin xac thuc. Nhom
UNC3886 chu yéu nham vao céc t6 chirc & Bac
My, Bong Nam A va Chau Pai Duong, bao gdm
cac nganh vién thong, cong nghé, hang khong vii
try, qudc phong, ning lwong va cac to chirc chinh
phu.

Nhom UNC3886 da st dung cac rootkit
nhu Reptile va Medusa dé tranh bi phét hién
boi cac bién phap bao mat. Medusa duoc trién
khai trén cdc may ao khach bang bo cai
SEAELF. Khac véi Reptile chi cung cap giao
dién tuong tac vai cac chic nang rootkit,
Medusa c6 kha nang ghi lai théng tin xac thyuc
ctia ngudi dung tir cac lan ding nhap thanh
cdng, gitp nhdm nay di chuyén dé dang trén hé
théng bi xam nhap.

Ngoai ra, nhoém nay con phat tdn ma doc
backdoor MOPSLED va RIFLESPINE, su
dung cac dich vu GitHub va Google Drive lam
kénh chi huy va diéu khién (C&C).
MOPSLED, c6 kha ning 1a bién thé cai tién
cua ma déc Crosswalk, la mot ma doc module
dua trén shellcode, két ndi qua HTTP dé tai
xudng cac plugin tir may chu C&C. Trong khi
d6, RIFLESPINE 1a mét ¢6ng cu da nén tang
sir dung Google Drive dé truyén tai tép va thuc
thi 1énh.

Cac chuyén gia bao mat ciing cho biét,
UNC3886 da trién khai cac client SSH bj cai
mi doc dé thu thap théng tin xac thuc sau khi
khai thac CVE-2023-20867, ¢6ng thoi st dung
Medusa dé thiét 1ap cac may cha SSH tuy
chinh cho cung muc dich.

Ngudn: https://thehackernews.com/2024/06/chinese-cyber-espionage-group-exploits.html
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Mot sé chung ma doc khac duoc ghi nhan
trong chién dich tin céng cua nhém nay nham
vao VMware bao gom:

Phién ban trojan cua daemon TACACS
hop phap c6 chiic nang ghi lai théng tin
xac thuc.

VIRTUALSHINE, mot ma doc backdoor
dua trén socket VMware VMCI, cho phép
dbi twong tan cdng truy cap vao bash
shell.

VIRTUALPIE, mot ma doc backdoor
Python c6 kha ning truyén tai tép, thuc thi
ma tuy y va thuc hién reverse shell.
VIRTUALSPHERE, mot module diéu

khién lién quan dén ma doc backdoor dya
trén VMCI.

CAac may ao da trd thanh muc tiéu hap dan cho
cac ddi tuong tan cdng do st dung rong rai trong
cac moi truong dam may. Mot may ao bi xam
nhap cd thé cung cip cho d6i tuong tin cong
quyén truy cap khdng chi vao dir liéu trong
instance VM ma con ca cac quyén duoc gan cho

no.

Cac t chire dugc khuyén nghi tuan theo céc
huéng din bao mat tir Fortinet va VMware dé
bao vé chdng lai cac méi de doa tiém an.

Mot s6 ToC ghi nhan dwoe:

8.222.218.20 207.246.64.38 152.32.231.251
8.222.216.144 149.28.122.119 152.32.205.208
8.219.131.77 155.138.161.47 152.32.144.15
8.219.0.112 154.216.2.149 152.32.129.162
8.210.75.218 103.232.86.217 123.58.207.86
8.210.103.134 103.232.86.210 123.58.196.34
47.252.54.82 103.232.86.209 118.193.63.40
47.251.46.35 58.64.204.165 118.193.61.71
47.246.68.13 58.64.204.142 118.193.61.178
47.243.116.155 | 58.64.204.139 45.77.106.183
47.241.56.157 165.154.7.145 45.32.252.98
165.154.134.40 | 165.154.135.108 [0

Ngudn: https://thehackernews.com/2024/06/chinese-cyber-espionage-group-exploits.html
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“canh bao: VMware cap nhat ban va cho Cloud

Foundation, vCenter Server, va vSphere ESXi"

vmware

Trong tudn vira qua, VMware da phat hanh
cac ban va nham khéc phuc cac 16 hong nghiém
trong anh huong dén Cloud Foundation,
vCenter Server va vSphere ESXi, ¢ thé bi khai
thac boi ddi tugng tan cong dé leo thang dic
quyén va thyc thi ma tir xa.

Cu thé, cac 16 héng bao gém:

o CVE-2024-37079 & CVE-2024-37080
(Piém CVSS: 9.8) — Cac 16 hong tran heap
(heap-overflow) trong viéc trién khai giao
thirc DCE/RPC, cho phép ddi tugng tan cong
v6i quyén truy cdp mang téi vCenter Server
thyc thi ma tir xa thong qua cac goi tin cu
the.

» CVE-2024-37081 (Diém CVSS: 7.8) — Lo
hong cho phép doi tuong tan cong leo thang
déc quyén cuc bd trong VMware vCenter do
cau hinh sai sudo, cho phép nguoi dung cuc bo
da xac thyc khai thac dé lay quyén root.

Pay khong phai lan dau VMware phai giai
quyét cac van dé vé giao thirc DCE/RPC. Truéc
d6, vao thang 10/2023, ho di va mot 16 hdng bao
mat khac (CVE-2023-34048) clng c6 kha nang
thuc thi ma tu xa.

CVE-2024-37079 va CVE-2024-37080 da
dugc phat hién boi mét co quan bao mat tai Trung
Quéc. Trong khi d6, CVE-2024-37081 duoc phat
hién boi mot chuyén gia bao mat tai Deloitte
Romania.

Ca ba 16 hong ndy anh hudng téi vCenter
Server phién ban 7.0 va 8.0, va da duoc va trong
cac phién ban 7.0 U3r, 8.0 Ule va 8.0 U2d.

Hién chwa c6 bao céo vé viéc cac 16 héng nay
bi khai thac trong thuc té. Tuy nhién, ngudi ding
can nhanh chéng cap nhat ban va dé tranh nhiing
rai ro tiém an.

Nguon: https://thehackernews.com/2024/06/vmware-issues-patches-for-cloud.html
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\ Nguy co tan cong mang tir diém yéu,
¢\
|0 hong

Trong tuan, céac to chic quéc té da cong
bd va cap nhat it nhat 991 I8 hong, trong do
c6 244 156 hong mic Cao, 448 16 héng muc
Trung binh, 28 16 hong muc Thap va 271 15
hong chua danh gia. Trong d6 co it nhat 275
15 hdng cho phép chén va thyc thi ma Iénh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing da ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong ¢6 mirc ¢6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

Trong d6, dang chii y ¢6 03 15 héng anh huong cac san pham caa Microsoft va ngdn ngir 1ap
trinh PH, cu thé 1a nhu sau:

e CVE-2024-26169 (Piém CVSS: 7.8 — Cao): L hong ton tai trén Microsoft Windows Error
Reporting cho phép ddi twong tin cong leo thnag dic quyén. Hién 16 hong da c6 ma khai
thac va dang bi khai théac trong thuc té.

e CVE-2024-4577 (Piém CVSS: 9.8 — Nghiém trong): La 15 hong ton tai trong ngdn ngit
lap trinh PHP trén Apache va PHP-CGI cua Windows. L hong xay ra do Windows sir dung
hanh vi “Best-Fit” dé thay thé ki tu trong command line cung cap toi ham Win32 APL Déi
tugng tan cong co thé khai thac 16 hong dé truyén céc tly chinh doc hai t6i binary PHP qua
d6 biét dwoc ma ngudn, thyuc thi doan ma PHP tly y trén may chu. Hién 15 hong di c6 ma
khai thac va dang bi khai thai thac trong thuc té.

e CVE-2024-30078 (Piém CVSS: 8.8 — Cao): La 15 hong ton tai trén driver Wi-Fi cua
Microsoft Windows cho phép dbi twong tin cong thuc thi ma tir xa str dung cac goi tin doc
hai. Hién 15 hong dang bi khai thac trong thyc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngin Ghi chd

- biém CVSS: 7.8 (Cao)

- Anh huéng: Microsoft Windows 10, Windows

11 https://nvd.nist.gov/v
1 CVE-2024-26169 | - M ta: L6 hong cho phép ddi twong tan cong leo | uln/detail/CVE-

thang dac quyén. 2024-26169

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong.

- biém CVSS: 8.8 (Cao)

i An}1 h}_“’”?: V;deows CS,C .. . .| https://nvd.nist.gov/v
2 | cvE-2004-30078 | MO t: Lo hong cho phép doi tong tan €ong |y qeraiicvE-

thuf tle ma tur xa: . N 9024-30078

- Lo hong dang bi khai thac trong mo6i truong thyuc

té bai cac nhém tan cong.

- biém CVSS: 9.8 (Nghiém trong)

‘:‘;}h }Tufﬂﬁ;NgolT ng;rrlagit.rmh PHI?' . https://nvd.nist.gov/v
3 CVE-2024-4577 | _Wota: Lonong chophep dortuong tancongruy |y qetait/cVE-

cap~vavth1_rc hién cac hanh vi tréi phep. 9024-4577

- Lo hong da c6 ma khai thac va dang bi khai thac

trong moi truong thuc té boi cac nhom tan cong.

- biém CVSS: 7.8 (Cao)

i Arih PHGD g:}Wlndows CSC . https://nvd.nist.gov/v
4 CVE-2024-26229 - Mbd ta:vLo hoPg cho phép doi tugng tan cong leo uln/detail/CVE-

thang dac quyen. . 2024-26229

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhom tan cong.

- Piém CVSS: 9.8 (Nghiém trong)

- Anh huéng: Zyxel

- M0 ta: L& hong cho phép ddi twong tan cong | https:/nvd.nist.gov/v
5 CVE-2024-29973 thuc thi cac cau lénh OS tir xa théng qua yéu cau uln/detail/CVE-

HTTP POST.
- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi trudng thyuc té bai cac nhém tan cong.

2024-29973
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National Cyber Se

TT Ma 18i quéc té M6 ta ngan Ghi chd

- biém CVSS: 9.8 (Nghiém trong)

- I:/I%ht;ulfg ﬁéfgsii Elféugitréi tuong tan cong truy https://nvd.nist.gov/v
6 | CVE-2024-3080 | o S e uln/detail/CVE-

cap~vaﬁth1_rc hién cac hanh vi trai phép. 2024-3080

- Lo hong dang bi khai thac trong mo6i truong thyuc

té boi cac nhém tan cong.

- biém CVSS: 10.0 (Nghiém trong)

- Anh huong: Palo Alto Networks PAN-OS _
7 CVE-2024-3400 ;hMG t?l: L~5 ‘h(;)ng cho phép ddi tugng tin cong httﬁfr.]///gg{[gi?/lcs;t.\/gg.\”v

we thi ma thr xa | 2024-3400

- Lo hong da c6 ma khai thac va dang bi khai thac

trong moi truong thuc té boi cac nhom tan cong.

- biém CVSS: 9.8 (Nghiém trong)

- l:/lnél gl'mli]g .h\gizniirossg\é;r dbi tuong tan cong https://nvd.nist.gov/v
8 | CVE-2024-37079 i ' uln/detail/ CVE-

thuc thi ma tir Xa.

- L3 hong di c6 ma khai thac va dang bi khai théc 2024-37079

trong mdi trudng thyuc té bai cac nhom tan cong.

- Biém CVSS: 9.8 (Nghiém trong)

) An}l h“f’”Qi \{Center Server | . https://nvd.nist.gov/v
9 | CVE-2024-37080 |- MO t&: Lo hong cho phép doi twong tan cong |, /getail/CVE-

thu;: tan ma tir xa. o 2024-37080

- L6 hong dang bi khai thac trong mdi truong thuc

te bqi cac nhdm tan cong.

- biém CVSS: 8.6 (Cao)

g Crck P sty et s s o
10 CVE-2024-24919 N A PR uln/detail/CVE-

cap~vaqth1_rc hién cac hanh vi trai phép 2024-24919

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thuc té béi cac nhom tan cong.
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té’n C6 n g D R DOS Biéu db thong ké;l]:ié@;:):g]:heo cong dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDOS. Trong tuan c6 -
39.057 (giam so v&i tuan trudc 40.304) e
thiét bi c6 kha ning bi huy dong va tro - s

thanh ngudn tan cdng DRDOS. C4c thiét SIS EEE S
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 121 trudng hop tan cong

vao trang/cong thong tin dién tir cua

Théng ke tin cong vio Viét Na_m: _105 treong hop tan c@ngjfra

trang/cong thong tin dién tir dao (Phishing), 16 truong hop tan cong
cia Viét Nam cai cdm ma doc.

Cii mi dée i 16

Lira do (Phishing) 105

Stealrat

Cutwai
Other

Gamut

Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc sir dung trong cic mang botnet

nhom ddi tuong diéu khién thiét bi thuoc differentia.ru restless.su

c4c mang botnet dé thuc hién cac hanh disorderstatus.ru andall.servicesql.info

vi trai phép nhu trién khai tin cong atomictrivia.ru db2017417b23.zapto.org

DDoS, phit tin ma doc, giri thu réc, truy amnsreiuojy.iu_ menodes zapto.org

cap va danh cip dit ligu trén thiét bi. Xjpakmdcfuge biz maxisurf.net

Trong tun, ghi nhan 20 dia chi hzmksreiuojy.ru cicqdagtrws.info
o o i i restlesz.su ynefefyopgvu.com

IP/domaln thU.(.)C botnet c6 anh huong toi xjpakmdcfuge.com wioabfwyigasfbksl.org

nguoi dung Viet Nam. xjpakmdcfuge.in wdxzlv.org

xjpakmdcfuge.ru rgbppxtvieoytnoej.org
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Tén cong hira ddao nguoi ding Viét Nam

Trong tuan di c6 965 phan anh truong hop lira dao do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khdng gian mang qudc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao céc t6 chuc, doanh nghiép, nha cung cip, dich vu 16n nhu: Cac mang xa hoi, ngan

hang, thu dién tu,...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
. Website gia mao Bao hiém X4 hoi
1 https://vssid[.]Jgovvvn[.Jcom Viat Nam
e Website gia mao Bao hiém X4 hoi
2 https://vssidgov[.Jcom Viat Nam q
Website gia mao Cong Ty C6 Phan
3 nappthe[.Jvn Giai Tri Va Thé Thao bién Tir Viét
Nam
4 https://binhchoncuocthivetranhsinhvien2024[.Jwee Website gia mao Facebook
bly[.Jcom
5 https://1a5959[.]Jcom Website gia mao san TMDT Lazada
, Website gia mao Ngan hang TMCP
6 https://tcbcanhan[.Jcom K§ Thuong Viét Nam
. Website gia mao Ngan hang TMCP
7 vib-up-the[.Jshop Quéc té Vit Nam
. Website gia mao Ngan hang TMCP
8 vib-cardnew[.]Jshop Quéc té Viet Nam
. Website gia mao Ngan hang TMCP
9 vib-nang-the[.Jcom Quéc té Viet Nam
. Website gia mao Ngan hang TMCP
10 nang-cap-the-vcare-vib[.Jcom Quéc té Viét Nam
11 https://tpbank[.]Jchamsockhachhang-uudaithe- Website gia mao Ngan hang TMCP
thang6[.Jcom Tién Phong
12 https://sp1776p[.Jcom Website gia mao san TMDT Shopee
13 sp7335p[.Jcom Website gia mao san TMBDT Shopee
14 https://vnc63661s[.]Jcom Website gia mao san TMDT Shopee
15 https://s2rjtiki[.]Jcom Website gia mao san TMDT Tiki
16 https://k2rjtiki[.Jcom Website gia mao san TMDPT Tiki
17 https://sh2tiki[.]Jcom Website gia mao san TMDPT Tiki
18 https://viettlot135p[.]Jcom Website gia mao Vietlott
19 https://giaodichquoctes[.]vercel[.]Japp Website gia mao Western Union
20 https://giaodichquoctes[.]Jcom Website gia mao Western Union
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i véi cac nguy co, canh bao di duge dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao théng ké tai myuc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




