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*Chién dich tn cong APT: Nhém APT Trung Quéc
“Mustang Panda” thuc hién chién dich tan cong nham vao
Vigt Nam”

Gan day, cac chuyén gia bao mat da phat
hién mot chién dich gian diép mang tinh vi cua
nhém APT Mustang Panda nham vao nhiéu t6
chue tai Vit Nam. Nhdm APT nay c6 ngudn géc
tir Trung Quéc, noi tiéng véi cac ky thuat xam
nhap phtic tap nham tan céng vao cac mang ludi
cta chinh phu, to chte phi loi nhuan va cac co so
giao duc.

Mustang Panda thuong thuc hién céc chién
dich tdn cong gian diép phuc vu loi ich caa chinh
phu Trung Quéc, khdng chi nham dén Viét Nam
ma con tan céng Hoa Ky, Chau Au, va nhiéu
nuéc Chau A nhu Méng C6, Myanmar, va
Pakistan. Cac cudc tan cong cua nhom nay
thuong co6 do chinh xac cao, duy tri sy xam nhap
lau dai trong hé thong muc tiéu khién cho céc
cudc tan cong cua ho tré nén cuc ky nguy hiém.

Trong chién dich gan ddy, Mustang Panda
da sir dung cac moi nhir lién quan dén linh vuc
gido duc va thué, ddng thoi, tan dung céc cong
cu hop phap nhu "forfiles.exe" dé thuc thi cac
file doc hai tr may chu C&C. Nhom nay cling
khai thac PowerShell, VBScript va cac file batch
dé trien khai cac hoat dong nay, cho thay su
thanh thao trong viéc né tranh cac bién phap bao
mat.

Mot diém néi bat trong cach thirc hoat dong
cua Mustang Panda la viéc nhdm nay nhlng cac
file moi nhtr vao trong cac file shortcut LNK doc
hai. Chién thuat nay khéng chi lam ting kich
thudc payload, ma con giam kha nang bi phat
hién bai cac bién phap bao mat. Ho dat duoc
diéu nay bang cach tron 1an cac thanh phan cia
file moi nhir truc tiép vao trong file géc, khién
viéc truy quét tré nén kho khan hon.

Sy tinh vi cia Mustang Panda dugc thé hién
qua viéc sir dung ky thuat DLL sideloading dé
thue thi ma doc trén thiét bi, gitp duy tri két ndi
va mo dudng cho cac hoat dong doc hai tiép
theo.

Trong chién dich gan day nhim vao Viét
Nam, nhom nay da st dung cac file moi nhir lién
quan dén thué vao thang 05/2024 va trude do 1a
cac file vé gi4o duc vao thang 04/2024.

Ngudn: https:/thecyberexpress.com/mustang-panda-target-vietnamese-firms/
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Ca hai chién dich déu bat dau tir email lra dao
c¢6 dinh kém file doc hai, nham lira nguoi dung
mé va kich hoat ma doc. Phan tich chuyén sau vé
chién dich cua Mustang Panda vao thang
05/2024 cho thay nhom nay d sir dung k¥ thuat
dit hai duoi file dé che giau ban chat doc hai cua
ching. Payload dugc nguy trang dudi dang file
PDF, nhung thwc chat chia cac 1énh PowerShell
dé tai xudng va thyc thi ma doc tir may cha tir xa.

Ky thuat DLL sideloading da dugc Mustang
Panda 4p dung dé 4n cac hanh vi doc hai vao
trong tién trinh tuan tu caa hé théng, tir d6 giam
thiéu nguy co bi phat hién va duy tri két ndi dén
thiét bi bi anh huong. Chién dich tan cong nay
mot 1an nira lam rd méi de doa ngay cang gia ting
tir cac nhdm sé hitu k¥ thuat tan cong tinh vi.
Bang cach khai thac cac 16 hong an toan théng
tin va thuc hién cac cudc tin cong muu mé, nhoém
da ching minh kha nang xam nhap va gay nguy
hiém 1&n hé théng muc tiéu.

Mot s6 ToC ghi nhin duoc:

hxxp://mega.vivivivl].]sit
e/
Vanban_8647.PDF _upda
te.hta

hxxp://mega.vivivivi[.]sit
e/HP.exe

hxxp://mega.vivivivl].]sit
e/HPCustPartUl.dll

hxxp://mega.vivivivl].]sit
e/Vanban_8647.PDF.ps1

hxxp://payment.tripadvis
o[.Jonline/tempdata.dat

hxxp://vibm[.Jvn/init.txt

hxxp://megacybernews|.]
com/newrun.psl

hxxp://megacybernews|.]
com/getdata.psl

hxxp://megacybernews|.]
com/stage2.2.psl

hxxp://megacybernews|.]
com/checkin.php

hxxp://megacybernews|.]
com/book.dll

hxxp://megacybernews|.]
com/unikey.exe

hxxp://megacybernews].]
com/wwlib.dll

mega.vivivivl].]site

payment.tripadviso[.]Jonli
ne

vibm[.]vn

megacybernews[.]Jcom

Ngudn: https://thecyberexpress.com/mustang-panda-target-vietnamese-firms/
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canh bao: Sleepy Pickle - Méi de doa méi di véi cac mo
hinh Machine Learning"

"Sleepy Pickle" 1a mét ki thuat tin cong dic
biét nham vao mé hinh hoc may bing cach chén
payload doc hai vao file Pickle. Qua trinh nay
thuong duoc thuc hién thdng qua cac cong cu mé
nguoén mé nhu Fickling. Sau do, file Pickle doc
hai nay dugc phat tan dén nan nhan théng qua
nhiéu phuong phap khac nhau, bao gom:

Sleepy Pickle

« Adversary-in-the-Middle (AitM): Déi
tuong tan cong dung giita qua trinh truyén
dir liéu dé chinh stra hodc chén payload
Vao.

« Phishing: Dy db nguoi dung mo file Pickle
doc hai qua email hodc tin nhén g1a mao.

Gan day, dinh dang Pickle dang gy lo « Xam nhép chudi cung tmg: Chén mi doc
ngai vé an toan théng tin voi phat hién vé ki vao cac file hgp 1€ trong qua trinh phéan
thuat tdn cong mai "Sleepy Pickle". Pickle phdi. o )
thuong dugc ding dé tudn tw hoa va phan « Khai thac 16 hong hé thong: St dung cac

16 hong bao mat dé tai file Pickle doc hai

phéi mo hinh hoc may (ML), tré thanh muc A .
1€n h¢ thong muc tiéu.

tiéu hap dan cho cac cudc tan cong vi co thé ,
bi loi dung dé thuc thi ma tiy ¥ khi giai tudn Trong céc kich ban tﬁp cf)ng gié dinh, k¥ thuat
"Sleepy Pickle" c6 thé dan dén nhitng hiu qua
nghiém trong. Vi dy, n6 co thé tao ra nhitng két
qua dau ra doc hai hodc thong tin sai I¢ch, nhu
S khuyén nguoi ding udng thudc ty dé chita bénh
chuyén doi trr cac dinh dang an toan nhu Jax ciim, giy nguy hiém dén tinh mang. Ngoai ra, k¥
v6i co ché from_tf=True. thuat nay ciing c6 thé duoc sir dung dé danh cap
dir liéu nguoi dung khi cac diéu kién nhat dinh
dugc dap Gmg, hodc tin cong gian tiép thong qua
viéc tao ra cac ban tobm tat tin tirc gia mao c6 chura
lién két din dén cac trang Itra ddo.

tu hoa. Cac chuyén gia khuyén nghi ngudi
ding chi nén tai mo hinh tir nguon tin cay,
sit dung cac mo hinh c6 chir ky sd hodc

Nguon: https://thehackernews.com/2024/06/new-attack-technique-sleepy-pickle.html
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“Canh bao: Sleepy Pickle - Méi de doa méi dbi véi cac mo

hinh Machine Learning"

"Sleepy Pickle" dic biét nguy hiém vi n6 cho phép ké tan cong duy tri quyén truy cap an vao hé
théng ML. M6 hinh bj 1y nhiém trong qu4 trinh file Pickle dwoc nap vao Python, khién k¥ thuat nay
hiéu qua hon so vdi Vviéc truc tiép tai 1én mé hinh doc hai 18n cac nén tang nhu Hugging Face. Diéu
nay cho phép ké tin cong thay d6i hoat dong ciaa md hinh hozc két qua tao ra mot cach linh hoat ma
khong can phai thuyét phuc ngudi dung tai xuéng va thyce thi moé hinh doc hai.

Ngoai "Sleepy Pickle", con c6 mot bién thé khac duoc goi la "Sticky Pickle". Bién thé nay tham
chi con tinh vi hon khi né tich hop mét co ché tu sao chép, gip duy tri su hién dién cua payload doc
hai trong cac phién ban méi cua mé hinh bi xam nhap. Sticky Pickle sir dung ky thuat 1am mo ma dé
tranh bi phat hién boi cac cong cu quét file Pickle. Nho do, ngay ca khi ngudi dung chinh sira mo
hinh bi xdm nhap va phan phdi lai n6 qua mot file Pickle méi, ma doc van co thé ton tai va tiép tuc
tan cong.

Pé phong chdng cac cudc tin cong nhu "Sleepy Pickle" va cac cudc tan cdng chudi cung wng khéc,
cac chuyén gia khuyén nghi tranh sir dung file Pickle dé phan phéi mo hinh da tuan ty hda. Thay vao
d6, chi nén sir dung c&c md hinh tir cac t6 chirc dang tin cdy va dua vao cac dinh dang tép an toan hon
nhu SafeTensors. Viéc tuan theo cac khuyén nghi nay s& gilp giam thiéu rui ro va bao vé hé thng
hoc may khoi cac méi de doa tiém an.

Ngudn: https://thehackernews.com/2024/06/new-attack-technique-sleepy-pickle.html
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“Thong tin: Hé théng cong nghé thong tin ciia Buru dién

Viét Nam da hoat dong tré Iai"

Sau 3 ngay ké tir khi bi tin tic tan céng ma hoa
dir liéu, hé thdng cong nghé théng tin phuc vu
khach hang va hoat dong quan ly van hanh cua Buu
dién Viét Nam da phuc hoi

Theo thong bao cua Téng cong ty Buu dién Viét
Nam (Vietnam Post), dén thoi diém 22h00 ngay
7/6/2024, hé théng cong nghé théng tin phuc vu
khach hang va hoat dong quan ly van hanh ctia Buu
dién Viét Nam da duoc phuc hdi. Moi hoat dong
lién quan dén cac dich vu da co ban hoat dong binh
thuong va chua ghi nhan bat ci dau hiéu thiét hai
vé tai chinh nao.

Hién tng dung My Vietnam Post Plus van dang
duoc d6ng bo. Buu dién Viét Nam cho biét s& c6
thong bao dén khach hang trong thoi gian sgm nhat.

Trudc do, vao 03h10 ngay 4/6/2024, hé
théng cong nghé thdng tin cua Tong cong ty
Buu dién Viét Nam d3 bi tin tic tin céng ma
hoa dir lieu (ransomware). Ngay khi phat hién
su ¢d, Buu dién Viét Nam da nhanh chéng kich
hoat kich ban hanh dong, bam sat theo hudng
dan cua Cuc An toan thong tin (Bo Thong tin
va Truyén théng), tap trung toan luc dé xi Iy su
co trong thoi gian sém nhat, dam bao téi da
quyén loi khach hang, giam thiéu viéc gian
doan trong cung cap dich vu.

Vi su hé tro kip thoi va tich cuc cia Cuc
An toan thong tin (B Thong tin va Truyén
thdng), Cuc An ninh mang va phong, chéng toi
pham st dung cong nghé cao (A05) - B6 Cong
an, su phdi hop chit chg, hd trg kip thoi cua cac
don vi chuyén trach ATTT, cling su nd hec cua
doi ngli can bo ky thuat, ky su cong nghé, Buu
dién Viét Nam da co 1ap su ¢, bao vé dix liéu,
ting budc phuc dung hé thdng song song voi
viéc diéu tra, phan tich chuyén sau nguyén
nhan.

Pai dién Buu dién Viét Nam cho biét, su c6
gay anh huong truc tiép dén viéc thuc hién cac
hoat dong lién quan dén dich vy buu chinh
chuyén phat. Trong khi d6, cac dich vu tai chinh
buu chinh, hanh chinh céng va phan phdi hang
hda van hoat dong binh thuong.

Nguén: https:/vtv.vn/cong-nghe/he-thong-cong-nghe-thong-tin-cua-buu-dien-viet-nam-da-hoat-dong-tro-lai-
20240609080055218.htm
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https://vtv.vn/cong-nghe/he-thong-cong-nghe-thong-tin-cua-buu-dien-viet-nam-da-hoat-dong-tro-lai-20240609080055218.htm
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\ Nguy co tan cong mang tir diém yéu,
¢\
|0 hong

Trong tuan, cac to chuc qudc té di cong
bd va cap nhat it nhat 690 15 hong, trong do
c6 127 16 hong mic Cao, 311 16 héng muc
Trung binh, 14 15 hong mic Thap va 238 16
hong chua danh gia. Trong d6 co it nhat 133
15 hdng cho phép chén va thyc thi ma Iénh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing da ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong ¢6 mirc ¢6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

Trong d6, dang cht ¥ ¢6 03 16 hong anh hudng cac san pham cua Telerik, ngdn ngit 1ap trinh
PHP va Oracle, cu thé 1 nhu sau:

e CVE-2024-4358 (Piém CVSS: 9.8 — Nghiém trong): La I5 hdng bo qua budc xac thuc ton
tai trén Progress Telerik Report Server phién ban cti hon 2024 Q1 (10.0.24.305) trén IIS,
cho phép ddi twong tan cong co thé truy cap va thuc hién cac hanh vi trai phép trén chic
ning han ché cua may chu. Hién 15 hong da co ma khai thac va dang bi khai thac trong thuc
té.

e CVE-2024-4577 (Piém CVSS: 9.8 — Nghiém trong): La 15 hong ton tai trong ngon ngit
lap trinh PHP trén Apache va PHP-CGI ciia Windows. L& hong xay ra do Windows sir dung
hanh vi “Best-Fit” dé thay thé ki tu trong command line cung cap téi ham Win32 API. Doi
tugng tan cong co thé khai thac 16 hong dé truyén céc tiy chinh doc hai t6i binary PHP qua
d6 biét dugc ma ngudn, thuc thi doan ma PHP tuy y trén may chu. Hién 15 hong da c6 ma
khai thac va dang bi khai thai thac trong thuc té.

e CVE-2017-3506 (Piém CVSS: 7.4 — Cao): L5 hong ton tai trén thanh phan Oracle
WebLogic Server cua Oracle Fusion Middleware cho phép déi twong tan cong véi kha ning
truy cap vao hé théng mang cia may chu qua giao thac HTTP, ¢6 thé truy cap va thuc hién
cac hanh vi trai phép toi dit lieu may chu. Hién 16 hong da c6 ma khai thac va dang bi khai
thac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngin Ghi chd

- Biém CVSS: 9.8 (Nghiém trong)

- Ar}h huéang:v Progress Teler,ik Report’ SerAver. https://nvd.nist.gov/v
1 CVE-2024-4358 | - MOt Lohdng cho phép doi tugng tan cong truy | eraiicvE-

cap~va7th1_rc hién cac hanh vi trai phép. 9024-4358

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thuc té bai cac nhom tan cong.

- biém CVSS: 9.8 (Nghiém trong)

i Arfh 7h'ué;ng:; Ngon ngurlapﬂrt.rmh PHI?' . https://nvd.nist.gov/v
2 CVE-2024-4577 | - MOt: Lohong cho phép doi ong tan cONg truy |y eraif/cvE-

cap~vavth1_rc hién cac hanh vi trai phép. 2024-4577

- Lo hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhom tan cong.

- Biém CVSS: 7.4 (Cao)

- Anh h“5’f‘9:7 Oracle Weblogic Server. https://nvd.nist.goviv
3 CVE-2017-3506 | MO t: Lohong cho phép doi wong tan cONg truy | it/ v/E-

cap~va7th1_rc hién cac hanh vi trai phép. 2017-3506

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thuc té boi cac nhom tan cong.

- biém CVSS: 7.8 (Cao)

i Arih ?_“"D g:XWmdows CSC o https://nvd.nist.gov/v
4 | CVE-2024-26229 | MO ta:Lohongchophép doitugng tancongleo | qeaiycvE-

thang dgc quyen. 2024-26229

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhém tan cong.

- Piém CVSS: 9.8 (Nghiém trong)

- Anh hu(ypg:VVeeam Backup Enterpri’se Manager https://nvd.nist.goviv
5 CVE-2024-29849 - M6 ta: Lo hong cho phép doi tugng tan cong truy uln/detail/CVE-

cap va thuc hién cac hanh vi trai phép.
- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong.

2024-29849
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National Cyber Se

TT Ma 18i quéc té M6 ta ngan Ghi chd

- biém CVSS: 8.8 (Cao)

- Anh huong: Windows CSC .

- M6 ta: Léghéng cho phép dbi twong tan cong https://nvd.nist.gov/v
6 | CVE-2024-30078 N ' uln/detail/CVE-

thye thi ma ti xa. 2024-30078

- Lo hong dang bi khai thac trong moi truong

thyuc té boi cac nhém tan cong.

- biém CVSS: 8.8 (Cao)

- Anh huong: Tenda .

- M6 ta: Léghéng cho phép ddi twong tin cong https://nvd.nist.gov/v
7 CVE-2024-3008 s i uln/detail/CVE-

thu~c th} ma tir Xa. 2024-3008

- Lo hong dang bi khai thac trong méi truong

thuc té boi cac nhdm tan cong.

- biém CVSS: 7.8 (Cao)

- Anh huong: Microsoft Windows 10, Windows

11 .
8 | CVE202426160 | MOt L6 hong cho phép doi rong tan cong httﬂfn///;e\igurllétvggv "

leoNthavng dac quyen. 2024-26169

- Lo hong da c6 ma khai thac va dang bi khai

thac trong moi truong thuc té boi cac nhom tan

cong.

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Microsoft Windows 10, Windows

11 https://nvd.nist.gov/v
9 CVE-2024-30080 | - M@ ta: Ld hong cho phép ddi tuong tin cong uln/detail/CVE-

thug thi ma tur xa. 2024-30080

- L6 hong dang bi khai thac trong mdi truong

thuc te boi cac nhom tan cong.

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Estomed Simple Care .

- M0 ta: LSghéng cho phép (Et)éi tuong tan cong https://nvd:nlst.gov/v
10 CVE-2024-3700 N A s e uln/detail/CVE-

trux cap va thuc hién cac hanh vi trai phép. 2024-3700

- Lo hong dang bi khai thac trong mdi truong

thuc té bai cac nhom tan cong.
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té’n C6 n g DR DOS Biéu db théng ké l;l}:gé:) ::: ntheu cng dich vy

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDoS. Trong tuan c6 pot :
40.304 (giam so V&i tuan truse 40.819) 4
thiét bi c6 kha nang bi huy dong va tro o

thanh ngudn tin cong DRDoS. Céc thiét PGPS

bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dusi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 170 trudng hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 150 trueong hop tin cong hra
dao (Phishing), 20 trudng hop tan cong
cai cam ma doc.

Thﬁnjg ké tin cong vio
trang/cong thong tin dién t
cia Viét Nam

Cii mi de h— 20

Lira dio (Phishing) 150
Cutwail
Other
Stealrat
lotbotnet
Gamut
Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc sir dung trong cac mang botnet

nhom db6i twong diéu khién thiét bi thugc differentia.ru xjpakmdcfuge.in

c4c mang botnet dé thuc hién cac hanh disorderstatus.ru dkmjxh.info

vi trai phép nhu trién khai tin cong atomictrivia.ru andall.servicesgl.info

DDoS, phét tin ma dgc, guri thu rac, truy AITEHETRO A . regtless.su

cap va danh cip dit ligu trén thiét bi. xjpakmdcfuge.biz griefcube.cc

Trong tuAn ghi nhan 20 dia chi restlesz.s_u ' tokyuelkl'bphqgupc.org
o o i i hzmksreiuojy.ru rgbppxtvieoytnoej.org

IP/do_maln thu_c)c botnet c6 anh hudng téi ecishh.into mcnodes.zapto.org

nguoi dung Vigt Nam. xjpakmdcfuge.com focusdate.com

xjpakmdcfuge.ru fefgkn.org
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Tén cong lira dao nguoi ding Viét Nam

Trong tun da c6 814 phan anh truong hop hira ddo do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao cac to chirc, doanh nghiép, nha cung cip, dich vu 16n nhu: Cac mang xa hoi, ngan
hang, thu di¢n tu,...

Duéi day 1a mét sé trudng hop nguoi diing can nang cao canh giac.

STT Website lira ddo Ghi chu
1 https://shop[.]global-selling[.Jtop Website gia mao san TMDT Amazon
2 https://thisinhthanhlich2024[.]Jcom Website gia mao Facebook
3 https://duyetdonlazada[.Jcom Website gia mao san TMDT Lazada
4 https://da8975[.Jcom Website gia mao san TMDT Lazada
5 Website gia mao Ngan Hang TMCP
moneytracking137[.Jcom Cong Thuong Viét Nam
6 Website gia mao Ngan hang TMCP Phat
cskhcanhanhd[.Jcom trién Thanh phd H6 Chi Minh
7 Website gia mao Ngan hang TMCP
https://mbdk99[.Jcom Quan doi
8 Website gia mao Ngan hang TMCP
https://www][.]dangnhaphoso[.Jcom Quaén doi
9 Website gia mao Ngan hang TMCP
https://nang-cap-ocare-vib[.Jcom Quoc té Viét Nam
10 Website gia mao Ngan hang TMCP
vib-nangcap[.Jcom Quac te Viét Nam
11 Website gia mao Ngan hang TMCP
main-card-vib[.Jcom Quac te Viét Nam
12 www[.Jvpbank[.Jchamsockhachhang- Website gia mao Ngan hang TMCP Viét
uudaithecanhan-tructuyen[.Jonline Nam Thinh Vuogng
13 Website gia mao Ngan hang TNHH
https://www[.]tinchapshinhan[.]Jonline MTYV Shinhan Viét Nam
14 https://sendotv[.]Jcom Website gia mao sin TMBT Sendo
15 https://sp1663p[.Jcom Website gia mao san TMDT Shopee
16 https://www[.]Jvn999mall[.]Jvip Website gia mao sin TMDT Shopee
17 https://www([.]thanhtrapcrt[.]Jonline Website gia mao Thanh tra Chinh phu
18 https://tdkt00[.Jcom Website gia mao sain TMDT Tiki
19 https://z1a653[.Jtop Website gia mao sain TMPT Tiki
20 Giaodichquoctes[.]Jcom Website gia mao Western Union




NCSCX

National Cyber Security Center

Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Bbi voi cac website gia mao théng ké tai myuc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




