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Tin tiec An toan thong tin

“chién dich tdn cong APT: Chién dich tn cdng mang

3 N A ( 1?
nham vao Pong Nam A

Mot to chic chinh pha gidu tén tai Pong
Nam A d3 tré thanh muc tiéu cua chién dich tan
cong mang kéo dai va phuc tap, do nhdm gian
diép mang Crimson Palace thuc hién.

Muc tiéu chinh cua chién dich 1a duy tri két
ndi Vi mang ludi cua té chic nay dé thu thap
thong tin ¢6 loi cho Trung Qudc. Chién dich bao
gom xam nhap hé thong IT quan trong, theo dai
nguoi dung, thu thap théng tin ky thuat va quén
su quan trong, va phat tan ma doc dé két ndi toi
may chu C&C.

Nhom tin cong Crimson Palace duoc chia
thanh ba cum xam nhap dién ra vao cac thoi diém
khac nhau:

« Cluster Alpha (Tt thang 03/2023 dén thang
08/2023): C6 diém twong dong véi cac nhém
tin cong nhu:  BackdoorDiplomacy,
REF5961, Worok, va TA428.

« Cluster Bravo (Thang 03/2023): C6 diém
twong dong voi nhom APT Unfading Sea
Haze.

« Cluster Charlier (T thang 03/2023 dén
thang 04/2024): C6 diém tuong dong Voi
nhém Earth Longzhi, 1a mot nhdm con cuaa
APTA41.

Pang chil y, cudc tan céng nay st dung cac
ma doc chua tirng duoc ghi nhan trudc day nhu
PocoProxy va phién ban cap nhat cua
EAGERBEE, cung véi cac ma doc khac nhu
NUPAKAGE, PowHeartBeat, RUDEBIRD,
DOWNTOWN (PhantomNet) va Ethereal GhOst
(con goi 1a CCoreDoor). Cac dic trung noi bat
khac cua chién dich bao gom:

o DLL Side-Loading: St dung k¥ thuat DLL
side-loading rong rai dé tranh bi phat hién.

o Ky Thuat Né Tranh Méi: Ghi dé DLL trong
bo nhé dé loai bo quy trinh agent ciia Sophos
AV khoi kernel, lam dung phan mém AV dé
side-loading, va thar nghiém nhiéu k¥ thuat
khac nhau dé tim ra phuong phap thyc thi
payload hiéu qua va kho bi phét hién nhat.

Nguon: https://thehackernews.com/2024/06/chinese-state-backed-cyber-espionage.html
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*Chién dich tAn cong APT: Chién dich tin cong mang

N N I r99
nham vao Pong Nam A

Qua qua trinh phan tich chuyén sau da chi ra
rang cac cum hoat dong chdng chéo nay cé kha
nang 1a mot phan caa mét chién dich phdi hop do
mot té chire duy nhat chi dao. Cac cum quan sat
cho thay hoat dong cua mot nhém duy nhat véi

Chién dich Crimson Palace 1a mét vi du dién hinh
vé sy phuc tap va ki thuat da dang cua cac cudc tan
cdng mang do chinh pha Trung Quéc tai tro. Piéu
nay dac biét dang lo ngai khi cac to chirc chinh phu
hang dau & Pong Nam A dang trd thanh muyc tiéu

mét loat cong cu phong phu, co sé ha tang da
dang va nhiéu ngudi van hanh.

Théng tin nay xuat hién cing Ilc véi cac cudc
tan cong cua APT41 nham vao to chic ¢ Y, su
dung ma doc PlugX bién thé KEYPLUG. Puoc
viét bing C++ va hoat dong tur thang 6/2021,
KEYPLUG c6 phién ban cho ca Windows va
Linux, hd tro nhiéu giao thac mang cho luu
luong C2, 1a cdng cu manh mé cua APT41.

Trung tdm An ninh mang Canada ciing da
canh bao vé c4c cudc tin cong gia ting tir ddi
tugng tin cong mang cua Trung Qudc, nham vao
chinh phii, co sé ha ting quan trong va linh vuc
nghién ciru phat trién. Céc cudc tan cong nay dic
biét nguy hiém v&i sy tinh vi va pham vi muc tiéu
rong I6n, kem theo viéc su dung router van
phong nho va ky thuat living-off-the-land dé
tranh bi phat hién.

caa chang.
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Nguon: https://thehackernews.com/2024/06/chinese-state-backed-cyber-espionage.html



https://thehackernews.com/2024/06/chinese-state-backed-cyber-espionage.html

NCSCX

National Cyber Security Center

Tin tiec An toan thong tin

Canh bao: TikTok khic phuc 15 héng zero-day sau chién

dich chiém dung tai khoin nguwi ding”

Zero-Day

Vulnerability

TikTok

Trong tuan vira qua, di c6 mot sd dbi
tuong tan cong chiém dung cac tai khoan
TikTok thudc cac co quan, td chitc va cua
ngudi ndi tiéng bang cach khai thac mot 15
héng zero-day ton tai trong chirc ning nhan
tin clia nén tang nay.

Sau khi bi chiém doat, céc tai khoan cia
Sony, CNN,... da bi TikTok tam ngung hoat
dong dé ngan chan viéc cac tai khoan nay bi
loi dung. L) hong an toan thong tin nay ton
tai trong tinh ning nhin tin ctia nén ting
TikTok. Dgc biét, viéc chiém doat tai khoan
xay ra ngay khi nguoi ding mé mét tin nhin
doc hai ma khong can phai tai xudng hodc
nhip vao bat ky lién két doc hai nao.

TikTok théng bao ring ho di nhin duoc canh bao
vé nguy co tan cdng cua 15 hong va da thyc hién
cac bién phép phong ngtra dé ngan chin viéc tin
cong, dong thoi, giam thiéu nguy co tai dién. Theo
danh gid ban dau, chi mot s nho tai khoan
TikTok bi anh huéng bai cudc tan cong nay. Hién
tai, thong tin chi tiét vé 16 hong chua duoc tiét 16
cho dén khi van dé duoc khiac phuc mét cach toan
dién.

Day khong phai lan dau tién Tiktok phét hién
16 hong an toan thong tin trong vai nim gan day.
Vio thang 8 nim 2022, Microsoft dd ghi nhan 16
hong CVE-2022-28799 trén tng dung Android
cua TikTok, 16 hong nay cho phép ddi tugng tan
cdng chiém quyén truy cap vao tai khoan nguoi
ding chi véi mot lan cham.

Trude d6, TikTok da va mot 16 hong, cho phép
d6i tuong tin cong bo qua cac bién phéap bao vé
quyén riéng tu ctia nguoi dung dé thu thap théng
tin c4 nhan nhu sé dién thoai va ID nguoi ding.
Hon nita, TikTok cling da phat hién va va mot 16
hong khac, cho phép ddi twong tan coéng chiém
quyén kiém soat cac tai khoan nguoi dung da
dang ky thong qua cac tng dung tur bén thur ba.
Chung sir dung cac tai khoan nay dé dang noi
dung va ldy trom thong tin c& nhan cua ngudi
dung.

Nguon: https://www.bleepingcomputer.com/news/security/tiktok-fixes-zero-day-bug-used-to-hijack-high-profile-

accounts/?&web_view=true
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\ Nguy co' tan cdng mang tir diém yéu,
Q@ \
|06 hong

Trong tuan, cac to chuc qudc té di cong
b va cap nhat it nhat 525 15 hong, trong d6
c6 98 16 hong muc Cao, 123 16 hong muc
Trung binh, 08 16 hong mic Thap va 296 15 P
hong chwa danh gia. Trong d6 c6 it nhat 108
15 hdng cho phép chén va thuc thi ma Iénh.

Security Update for
Ngoai ra, tuan hé thong ky thuat cua e
NCSC ciing da ghi nhan TOP 10 15 hong déng
chd y, 1a nhitng 15 héng c6 micc d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhdm tan cong.

Trong d6, dang cht ¥ ¢6 03 16 hong anh hudng cac san pham cua Telerik, ngdn ngit 1ap trinh
PHP va Oracle, cu thé 1a nhu sau:

e CVE-2024-4356 (Piém CVSS: 9.8 — Nghiém trong): La I5 hdng bo qua budc xac thuc ton
tai trén Progress Telerik Report Server phién ban cti hon 2024 Q1 (10.0.24.305) trén IIS,
cho phép dbi twong tin cong co thé truy cap va thuc hién cac hanh vi trai phép trén chuc
nang han ché ciia may chu. Hién 16 hong da co ma khai thac va dang bi khai thac trong thuc
té.

e CVE-2024-4577 (Piém CVSS: 9.8 — Nghiém trong): La 15 hong ton tai trong ngon ngit
lap trinh PHP trén Apache va PHP-CGI ciia Windows. L& hong xay ra do Windows sir dung
hanh vi “Best-Fit” dé thay thé ki tu trong command line cung cap téi ham Win32 API. Doi
tuong tan cong co thé khai thac 16 hong dé truyén céc tly chinh doc hai ti binary PHP qua
d6 biét dwoc ma ngudn, thuc thi doan ma PHP tly y trén may chu. Hién 16 hong da c6 ma
khai thac va dang bi khai thai thac trong thuc té.

e CVE-2017-3506 (Piém CVSS: 7.4 — Cao): L5 hong ton tai trén thanh phan Oracle
WebLogic Server cua Oracle Fusion Middleware cho phép dbi twong tan cong véi kha ning
truy cap vao hé théng mang cia may cha qua giao thac HTTP, 6 thé truy cap va thuc hién
cac hanh vi trai phép toi dit liéu may cha. Hién 16 hong da c6 ma khai thac va dang bi khai
thac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngin Ghi chd

- Biém CVSS: 9.8 (Nghiém trong)

- Ar}h huéang:v Progress Teler,ik Report’ SerAver. https://nvd.nist.gov/v
1 CVE-2024-4358 | - MOt Lohdng cho phép doi tugng tan cong truy | eraiicvE-

cap~va7th1_rc hién cac hanh vi trai phép. 9024-4358

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thuc té bai cac nhom tan cong.

- biém CVSS: 9.8 (Nghiém trong)

i Arfh hué:ng:ﬁ Ngon ngi lap :[rinh PHE' R https://nvd.nist.gov/v
2 CVE-2024-4577 | - MOt: Lohong cho phép doi ong tan cONg truy |y eraif/cvE-

cap~vavth1_rc hién cac hanh vi trai phép. 2024-4577

- Lo hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhom tan cong.

- Biém CVSS: 7.4 (Cao)

- AI}h Fuéﬂg:;Oracle W(,ebIqu.iC Serve[. ) https://nvd.nist.goviv
3 CVE-2017-3506 | MO t: Lohong cho phép doi wong tan cONg truy | it/ v/E-

cap~va7th1_rc hién cac hanh vi trai phép. 2017-3506

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thuc té boi cac nhom tan cong.

- biém CVSS: 8.6 (Cao)

- An}1 huong: Check Point Security GatevyaysA https://nvd.nist.gov/v
4 | CVE-2024-24919 | MO t: L0 hong cho phép doi twong tan cOng | 1 etail/cVE-

trux cap va thuc hién cac hanh vi trai phép. 2024-24919

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhém tan cong.

- biém CVSS: N/A

i AnAh h7u6n:g: A;pache. . A https://nvd.nist.gov/v
5 | CVE-2024-27348 | MO ta: L0 hong cho phép doi tugng tan cong | - ierail/cvE-

thuc thi ma tir xa.
- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong.

2024-27348




NCSCX
TOP 10 lo hong dang chu y trong tuan

National Cyber Se

TT

M3 16i quéc té

M6 ta ngan

Ghi chu

CVE-2024-4367

- biém CVSS: 7.5 (Cao)

- Anh huong: Mozilla Firefox, Mozilla Firefox
ESR, Mozilla Thunderbird.

- M6 ta: L3 héng cho phép dbi twong tan cong
thuc hién script JavaScript tuy y trén trinh duyét.
- L& hong d3 c6 ma khai thac va dang bi khai
thac trong moi truong thuc té boi cac nhém tan
cbng.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-4367

CVE-2024-3159

- biém CVSS: 8.8 (Cao)

- Anh huong: Google Chrome.

- M@ ta: L& hong cho phép dbi tugng tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L6 hong da c6 ma khai thac va dang bi khai
thac trong mai truong thuc té boi cac nhém tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-3159

CVE-2024-3400

- biém CVSS: 10 (Nghiém trong)

- Anh huong: Palo Alto Networks PAN-OS
- M0 ta: L& hong cho phép ddi twong thuc thi ma
tur xa.

- Lb hong da c6 ma khai thac va dang bi khai
thac trong trong thuc té boi cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-3400

CVE-2024-5274

- biém CVSS: 8.8 (Cao)

- Anh huong: Google Chrome

- M0 ta: L6 hong cho phép dbi tugng tan cong
thuc thi ma tuy y.

- L6 hong d c6 ma khai thac va dang bi khai
thac trong moi truong thuc té boi cdc nhdm tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-5274

10

CVE-2024-29849

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huéng: Veeam Backup Enterprise Manager
- M@ ta: L& hong cho phép dbi tugng tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L hong da c6 ma khai thac va dang bi khai
thac trong mai truong thuc té boi cac nhém tan
cbng.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-29849
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té'n c6ng DRDoS Biéu db théng ké glﬁ}]é:’ :: ntheo cong dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDoS. Trong tuan c6 o
40.819 (ting o Véi tudn trudc 39.409) 2
thiét bi c6 kha nang bi huy dong va tro -

thanh nguon tan cdng DRDoS. Céc thiét e

& &

bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 111 truong hop tan cong
vao trang/cong thong tin dién tir cua

Théng ké tén céng vao Viét Nam: 90 truong hop tan cong Irra
trang/cong théng tin dién tir dao (PhlShmg) 21 trudng hop tan cong
ciia Viét Nam cai cdm ma doc.
Cai mi déc _ 21
Lira dio (Phishing) 90 ot
Other

Stealrat
lotbotnet

Gamut

Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc sir dung trong cac mang botnet

nhom ddi tuong diéu khién thiét bi thuoc differentia.ru restless.su
c4c mang botnet dé thuc hién cac hanh disorderstatus.ru omfghellobrosjda38.org
vi trai phép nhu trién khai tin cong atomictrivia.ru andall.servicesgl.info
DDoS, phét tan ma doc, giri thu rac, truy CIEIETIONI ATEHEYD 7
cip va danh cfp dit ligu trén thiét bi. ;‘;gg‘gg‘ﬁf“qe-b'z ;“h‘;”vijjiji‘ﬁm”g
g tIUan, Agh' nhan’ 720 d{a Chl hzmksreiuojy.ru maxisurf.net
IP/do_maln thu_c)c botnet c6 anh huong téi xjpakmdcfuge.com hfudrbdkr.org
nguoi dung Vigt Nam. and3.dgnbnewproaaxies3.
xjpakmdcfuge.ru com
xjpakmdcfuge.in zzexidvyjlt.org
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Tén cong lira ddao nguoi ding Viét Nam

Trong tun da c6 388 phan anh truong hop lira ddo do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao cac to chirc, doanh nghiép, nha cung cip, dich vu 16n nhu: Cac mang xa hoi, ngan
hang, thu di¢n tu,...

Duéi day 1a mét sé trudng hop nguoi diing can nang cao canh giac.

STT Website lira ddo Ghi chu
1 https://www[.]Jamatvip36sc[.]cc/ Website gia mao san TMDT Amazon
2 https://dienmayxanhctv24[.]Jcom bién may xanh
3 https://da2323[.]Jcom Website gia mao san TMDT Lazada
. . Website gia mao Ngan hang TMCP Phat
4 hdb[.Jvntanghanmucvisadebit[.]Jcom trién Thanh phé Hd Chi Minh
et } Website gia mao Ngan hang TMCP Phét
5 hdb[.]Jtang-han-muc-tin-dung-vn[.Jcom trién Thanh phé Hd Chi Minh
6 https://vnmcrd2s[.Jonline Website gia maoﬂNgzi\r_l hang TMCP
Quan doi
. Website gia mao Ngan hang TMCP
7 vib-care[.Jcom Quéc té Viet Nam
e . Website gia mao Ngan hang TMCP
8 http://dich-vu-the-sat-vib[.Jcom Quéc té Viét Nam
9 https://vib[.]Jchamsockhachhang-uudai- Website gia mao Ngan hang TMCP
tructuyenthe[.Jcom Quoc té Viét Nam
i el Website gia mao Ngan hang TMCP
10 http://dich-vu-the-elite-vib[.]Jcom Quéc té Viet Nam
11 https://vib[.Jchamsockhachhang- Website gia mao Ngan hang TMCP
tructuyenuudaithe[.Jonline Quac te Viét Nam
e Website gia mao Ngan hang TMCP
12 dich-vu-the-vvip-vib[.]Jcom Quéc té Viét Nam
L Website gia mao Ngan hang TMCP
13 visa-vibbank[.]Jcom Quéc té Viét Nam
i Lo Website gia mao Ngan hang TMCP
14 https://dich-vu-the-svip-vib[.]Jcom Quéc té Viet Nam
N Website gia mao Ngan hang TMCP
15 kh-vibquocte[.]Jcom Quéc té Viét Nam
. Website gia mao Website gia mao san
16 https://sp75193p[.]Jcom TMBT Shopee
17 https://sp15569p[.]Jcom/ Website gia mao san TMDT Shopee
https://fajiafuS0[.Jcom Website gia mao san TMBPT Tiki
https://vntikil[.]Jcom Website gia mao san TMBT Tiki
https://vntikill[.]Jcom/ Website gia mao san TMDT Tiki
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé thong mang néu co dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




