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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Microsoft tiét 16 v& nhom tin cong moi
“Moonstone Sleet” cua Trieu Tién.

- Canh b&o: Chuyén gia bao mat canh bao vé nguy co bi tan cdng trén Plugin
WordPress.

2. Piém yéu, 16 hong

- TOP 10 16 héng dang chu ¥ trong tuan.

3. So liéu, théng ké

- T4n cong DRDoS

- Tan cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- T4n cdng lira ddo nguoi dung Viét Nam: 283 trudng hop lira dao do ngudi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tAn cong APT: Microsoft tiét 1§ vé nhom tin

A » , A a9
cong mai “Moonstone Sleet” cua Trieu Tien

Nhom tan cong méi ¢ tén Moonstone Sleet
da nham vao cac c& nhan va to chirc trong linh
vuc phan mém, cong nghé thong tin, gido duc va
quéc phong bang ransomware, twong tu nhu
nhom APT Lazarus Group. Nhém nay tao ra cac
cong ty ma va co hoi viéc lam gia dé phét tan cac
cong cu hop phap nhung bi cai trojan, ma doc
game va ransomware. Moonstone Sleet sir dung
ca ky thuat pho bién cua cac nhém tan céng Tricu
Tién va ky thuat mai cua riéng minh.

Ban dau dugc theo ddi dudi tén Storm-1789,
Moonstone Sleet da duoc xac dinh la mot nhém
riéng biét nho ha ting va ki thuat tin céng riéng,
¢6 nhiéu diém twong dong vai Lazarus Group.

Cé hai nhom déu str dung ma ngudn cua ma
doc ndi tiéng nhu Comebacker. Bén canh do,
Moonstone Sleet ciing (ng tuyén vao cac vi tri
phat trién phan mém tai cac cong ty hop phap
nham tao doanh thu bat hop phéap cho Triéu
Tién hodc dat quyén truy cap vao céac to chuc
tir bén trong.

Tir thang 08/2023, nhém tan cdng st dung
phién ban chinh stra ctia cong cu PUTTY. Ho
gui mot file .ZIP chta PUTTY bi nhiém trojan
va file url.txt chira dia chi IP cung mat khau.
Khi nguoi dung nhap thong tin nay vao PUTTY,
payload duoc giai ma va thuc thi. Payload nay
la SplitLoader, thuc hién mot loat tac vu dé tai
va chay file tir may chu C&C.

Mot chudi tan cong khéc st dung cac goi
npm doc hai phat tan qua LinkedIn hodc cac
trang web viéc 1am ty do. Nhom tan cong tao
cac cong ty gia dé gui file .ZIP chira g6i npm
nguy trang thanh bai kiém tra k§ nang k¥ thuat.
Cac g6i npm nay két néi dén may chu C&C dé
tai payload hoac trich xuat théng tin xac thyc tir
tién trinh Windows LSASS. Pang chu y, chién
thuat nay ting duoc sir dung trong chién dich
Contagious Interview, day 1a mdt phuong phép
phat tan ma doc pho bién cia nhom APT Triéu
Tién co tén Jade Sleet.

Ngudn: https://thehackernews.com/2024/05/microsoft-uncovers-moonstone-sleet-new.html
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*Chién dich tdn cong APT: Microsoft tiét 1§ v& nhom tin cong

-~ ) S
mai “Moonstone Sleet” cua Trieu TieEn

Ngoai ra, Moonstone Sleet con st dung mot  Thdng tin v& nhém Moonstone Sleet duoc tiét 16 sau
trd choi doc hai phat tan qua tin nhin hodc email.  khi Han Quéc céo budc Tridu Tién, dic biét la
Nhom nay gia mao nha phat trién game can dau  Lazarus Group, di danh cap 1.014 GB dir liéu bao
tu hodc trg gidp tir nha phat trién khac vasrdung  gom tén, sé cin cude cdng dan va ghi chép tai chinh
tén ciia mot cong ty blockchain hop phap hoic  tir mot hé thong mang cua tda &n Han Quéc tir ngay
ma. Trong tro choi nay, ho cai dat loader ma doc 07/01/2021 dén 09/02/2023.

YouieLoad dé tai payload tiép theo vao bo nhg,

_ peyiie ) . Mt s6 IoC dwoc ghi nhan:
tao dich vu doc hai dé quét hé thong mang va thu

thap dir liéu trinh duyét. bestonlinefilmstudio[.]Jor | blockchain-
g newtech[.Jcom

Nhoém APT Moonstone Sleet sir dung mot
cong ty ma tén 1a StarGlow Ventures trong chién | ccwaterfall[.Jcom chaingrown[.Jcom
dich tan cong social engineering. Congty nay gia | defitankzone[.Jcom detankwar[.Jcom
dar)h Iavmot .cong ;ty phat tl’l’en ph%n ”.‘?m hop freenet-zhilly[.Jorg matrixane[.Jcom
phap, dang tin tuyén dung cac du an lién quan
dén web, ung dung di dong, blockchain va Al. pointdnt[.Jcom starglowventures[.]co
Chién dich kéo dai trong 4 thang dau nam 2024, m
sir dung email nhing pixel theo ddi dé xay dung mingeloem[.]Jcom 0

do tin cay va xac dinh nguoi dung tuong tac voi
email, chuan bi cho c4c cudc tan cong tuong lai
nham thu loi nhuan.

Moonstone Sleet da tung ra cong cu
ransomware méi goi la FakePenny, dugc phat
hién trong hé théng cia mot cong ty cong nghé
quéc phong vao thang 04/2024. Nhém nay yéu
cau tién chuoc 1a 6.6 triéu do la bang Bitcoin.

Nguon: https://thehackernews.com/2024/05/microsoft-uncovers-moonstone-sleet-new.html
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canh bao: Chuyén gia bao mat canh bao vé nguy co bj tan

cong trén Plugin WordPress'"

Nhom tan cong khai thac cac 16 hdng nay bat dau
bang cach chén payload vao tép JavaScript trén mot
domain ddc hai, véi muc tiéu tao tai khoan quan tri,
thém ma doc backdoor, va trién khai céc script giam
séat.

M3 doc backdoor bang ngén ngir PHP duoc chén
vao cac tép plugin va theme trén trang web, trong khi
cac script giam sat duoc lap trinh dé gui yéu cau
HTPT GET chra thdng tin vé& host HTTP dén may chu
C&C véi dia chi IP "ur.mystiqueapi[.Jcom/?ur". Hau

Céc chuyén gia bao mat da dua ra canh béo vé hét cac ¢ gang khai thac 16 hong nay déu bat nguon
hang loat cac 16 hong an toan thong tin mue do tir dia chi IP thuoc s¢ hitu ciia Hé théng Tu dong IP
cao ton tai trén plugin cua WordPress va dang Volume Inc (Autonomous System (AS) IP Volume

bi khai thac trong thuc té bai cic nhom tan cong

X TSP SR Inc), cha yéu c6 ngudn gdc tir Ha Lan.
dé tao ra cac tai khodn quan tri trai phép. ) y gueng

Nhitng 16 hong cho phép ddi tugng tin cong Luu y ring, trude do, WPSCE}H - mot cong cu bao
khai thac 18i XSS, do viéc loc dir liéu dau vao mat caa WordPress - ciing da tiet 16 thdng tin vé mot
va dau ra khong dam bao an toan thong tin, ddn chién dich tan cong twong ty, st dung 16 hong CVE-
t6i vice website bi chén cac script doc hai. Cu 2023-40000 dé tao tai khoan quan tri trai phép trén

thé, cac 16 hong nay la:
« CVE-2023-6961 (Piém CVSS: 7.2) — L}

cac trang web bi anh huong.

héng Unauthenticated Stored Cross-Site Be giam thicu nguy co bi tan cong, ngu‘(‘r ! df{ng su
Scripting ton tai trong WP Meta SEO phién dung WordPress cho trang web caa minh can kiém tra
ban cii hon 4.5.12. cac plugin da cai dat, cap nhat ching Ién phién ban
« CVE-2023-40000 (Di¢ém CVSS: 8.3) - Lo mai nhét va kiém tra lai trang web dé phét hién va loai
hong Unauthenticated Stored Cross-Site bé mi ddc ciing nhu nhitng tai khoan quan tri déng

Scripting ton tai trong LiteSpeed Cache
phién ban cii hon 5.7.

« CVE-2024-2194 (Piém CVSS: 7.2) - Ld
héng Unauthenticated Stored Cross-Site
Scripting ton tai trong WP Statistics phién
ban cli hon 14.5.

ngo.

Nguén: https://thehackernews.com/2024/05/researchers-uncover-active-exploitation.html
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\ Nguy co tan cong mang tir diém yéu,
qQ =
6 hong

Trong tuan, cac to chuc qubc té di cong

bd va cap nhat it nhat 1.010 16 hong, trong d6 il cp<radio>
c6 76 16 hdng muc Cao, 181 16 hong mic ; ;

Trung binh, 09 16 hong muc Thap va 744 15 WCVE Database
hong chua danh gia. Trong d6 c6 it nhat 163 i : ;
156 hong cho phép chén va thuc thi ma Iénh.

1

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

Trong d6, dang chu y ¢6 03 16 hong anh huéng cac san pham cia CheckPoint, Palo Alto
Networks va Wordpress, cu thé 1a nhu sau:

e CVE-2024-24919 (Piém CVSS: 8.6 — Cao): L& hong ton tai trén Check Point Security
Gateways cho phép ddi tugng tan cong truy cap va doc cac thong tin trén thiét bi anh huong
c6 str dung chirc ning remote Access VPN hodc Mobile Access Software Blades. Hién 15
hong da c6 mi khai thac va dang bi khai thac trong méi truong thuc té bai cac nhom tan
cong.

e CVE-2024-3400 (Piém CVSS: 9.1 — Nghiém treng): L& hong Command Injection ton tai
trén Palo Alto Networks PAN-OS cho phép dbi tuong thuc thi ma tly ¥ véi quyén root trén
tuong hira sir dung PAN-OS. Hién 16 hong di c6 ma khai thac va dang bi khai thac trong moi
truong thuc té boi cac nhom tan cong

e CVE-2024-5204 (Piém CVSS: 8.8 — Cao): L5 héng ton tai trong plugin “Swiss Toolkit For
WP” ctia WordPress cho phép ddi twong tan cong véi quyén han dong gop trén website co
thé ding nhap vao website sir dung tai khoan bt ki ton tai trén website. Hién 15 hong dang
bi khai thac trong méi trudng thuc té bai cac nhém tan cong.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngan Ghi chd

- biém CVSS: 8.6 (Cao)

- AnAh }}uén% : C;heck Point ’SecuAr.ity GateV\A,/aysA https://nvd.nist.gov/v
1 | CVE-2024-24919 | MOt LO hong cho phép doi tugng tan cong | - ierait/cve-

tru;: cap va thuc hién cac hanh vi trai phép. 9024-24919

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thuc té bai cac nhom tan cong.

- biém CVSS: 10 (Nghiém trong)

- AAnhq hu:”yng: Palo A!to I}!etworks PAN_—O? https://nvd.nist gov/v
5 CVE-2024-3400 ;‘MZ ta: Lo hong cho phép doi tuong thuc thi ma uln/detail/CVE-

1 Xa.

- Lb hong da c6 ma khai thac va dang bi khai thac 2024-3400

trong trong thuc té boi cac nhdm tan cong.

- biém CVSS: 8.8 (Cao)

- Anh huong: WordPress.

- M@ ta: L& hdng cho phép dbi tugng tan cong truy | https://nvd.nist.gov/iv
3 CVE-2024-5204 cap va thuc hién cac hanh vi trai phép trén cac tai uln/detail/CVE-

khoan ton tai trong website. 2024-5204

- L& hong dang bi khai thac trong méi trudng thyuc

té bai cac nhém tan cong.

- biém CVSS: 7.5 (Cao)

- Anh huong: Mozilla Firefox, Mozilla Firefox

ESR, Mozilla Thunderbird. https://nvd.nist.gov/v
4 CVE-2024-4367 | - M6 ta: L& hong cho phép ddi twong tan cong | uln/detail/CVE-

thuc hién script JavaScript tuy y trén trinh duyét. 2024-4367

- L4 hong di c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhom tan cong.

- Piém CVSS: 10.0 (Nghiém trong)

i Arfh }1.1103 g:XTukaam )SZ' . . https://nvd.nist.gov/v
5 CVE-2024-3094 - M6 ta: Lo hong cho phép doi tugng tan cong truy uln/detail/CVE-

cap va thuc hién cac hanh vi trai phép.
- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong.

2024-3094
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TT

M3 16i quéc té

M6 ta ngin

Ghi chu

CVE-2024-5274

- biém CVSS: 8.8 (Cao)

- Anh huong: Google Chrome

- M6 ta: L3 héng cho phép ddi tuong tin cong
thuc thi ma tuy y.

- L& hong d3 c6 ma khai thac va dang bi khai
thac trong moi trudng thuc té béi cac nhom tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-5274

CVE-2024-21887

- Piém CVSS: 9.1 (Nghiém trong)

- Anh huong: Ivanti Connect Secure, Ivanti
Policy Secure.

- M6 ta: L6 hong cho phép dbi tuong tin cong
thuc thi ma tuy y.

- Lb hong da c6 ma khai thac va dang bi khai
thac trong mai truong thuc té boi cac nhém tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-21887

CVE-2024-23108

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Fortinet FortiSIEM.

- M0 ta: Ld hdng cho phép dbi tugng tan cong
thuc thi ma tir xa.

- L) hong da c6 ma khai thac va dang bi khai
thac trong maoi truong thuc té boi cac nhém tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-23108

CVE-2024-21412

-- Piém CVSS: 8.1 (Cao)

- Anh huong: Microsoft Windows 10, Windows
11, Windows Server 2022.

- M6 ta: Ld hong cho phép dbi tuong tan cong
thuc thi ma tuy y, truy cap va thuc hién cac hanh
vi tréi phép.

- L6 hong dd c6 ma khai thac va dang bi khai
thac trong mai truong thuc té boi cac nhém tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-21412

10

CVE-2024-1086

- biém CVSS: 7.8 (Cao)

- Anh huong: Linux.

- M6 ta: L6 hong cho phép dbi tugng tan cong
leo thang dac quyén.

- L4 hdng dd c6 ma khai thac va dang bi khai
thac trong moi truong thuc té boi cac nhom tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-1086
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té'n C6 n g D R D OS Biéu db thong ké [:ll:%é:] :}al ntheo cong dich va

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chu, thiét bi c6 thé tré thanh ngudn

phét tan tan cong DRDoS. Trong tuan c6 o -
39.409 (tang S0 Vi tudn truéc 39.100) o
thiét bi c6 kha ning bi huy dong va tro e

thanh ngudn tan cdng DRDOS. CAc thiét FELEELLS S
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c¢6 78 truong hop tan cong
vao trang/cong thong tin dién tir cua

Ihéne ké thn cone va Viét Nam: 64 truong hop tan cong hra
ong ke tin cong vao , o . TN
trang/cong théng tin dién ti dao (Phishing), 14 truong hop tan cong
ctia Viet Nam cai cam ma doc.
Caimi dic i 14
Lira dio (Phishing) 64
Cutwail
Other

Stealrat
lotbotnet

Gamut

Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dwoc st dung trong cac mang botnet

nhom ddi twong diéu khién thiét bi thuoc differentia.ru ivz7x63ymy.ru
c4c mang botnet dé thuc hién cac hanh disorderstatus.ru restless.su
vi trai phép nhu trién khai tin cong atomictrivia.ru omfghellobrosjda38.org
DDoS, phat tin ma doc, guri thu rac, truy amnsreiuojy.ru ' andgll.servicesql.info
cip va danh cép dit licu trén thiét bi. xjpakmdcfuge.biz pbundersget.com
Trong tuan, ghi nhan 20 dia chi restlesz.s_u ' jpalertcert.com

) i ) hzmksreiuojy.ru db2017417b23.zapto.org
IP/domain thugc botnet c6 anh huong toi xjpakmdcfuge.com Www.hnmrw.net
nguoi dung Vigt Nam. xjpakmdcfuge.ru cardzstorezone.com

xjpakmdcfuge.in and4.junglebeariwtc4.com
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Tan cong lira dao nguoi ding Viét Nam

Trong tuan da c6 283 phan anh truong hop hra dédo do ngudi dung Internet Viét Nam phan
anh vé Trung tam Giam sat an toan khong gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong hop lira dao
gia mao cac to chtc, doanh nghiép, nha cung cap, dich vu I6n nhu: Cac mang xa hoi, ngan
hang, thu di¢n tu,...

Duéi day 1a mot s6 trudng hop nguoi ding can nang cao canh giéc.

STT Website lira dao Ghi cha
2 https://amazonl3[.Jcom/ Website gia mao san TMDT Amazon
3 https://www][.]Jamatvip36sc[.]cc/ Website gia mao san TMDT Amazon
4 Website gia mao Bao hiém X4 hoi Viét
https://vssid[.]cc/ Nam
6 https://da2323[.Jcom Website gia mao san TMDT Lazada
7 https:/mbfn-fic[.]Jcom/ Website gia mao Mbbank
8 https://mbcanhan-cskh[.]Jcom/ Website gia mao Mbbank
9 https://www[.Jmbdkb[.Jcom/ Website gia mao Mbbank
10 https://phattai247[.Jcom/ Website gia mao Mbbank
1 Ngan hang TMCP Phét trién Thanh pho
https://tinchaphd[.Jcom/ Ho6 Chi Minh
19 Ngan hang TMCP Phét trién Thanh pho
hdb[.Jvntanghanmucvisadebit[.Jcom Ho6 Chi Minh
13 Ngan hang TMCP Phét trién Thanh pho
hdb[.Jtang-han-muc-tin-dung-vn[.Jcom HO6 Chi Minh
15 https://tpb-vayuudai[ Jcom/ Ngan hang TMCP Tién Phong
18 https:/tdkt01[.]Jcom/ Website gia mao san TMDT Tiki
19 https://vntiki11[.Jcom/ Website gia mao san TMDT Tiki
20 https://ca-nhan-vpb[.]Jcom/ Website gia mao Vpbank
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhit cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn.

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Pbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




