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Tin tiec An toan thong tin

“Chién dich tdn cong APT: Nhom tén cong Trung Quéc
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nham muc tiéu tan cdng vao cac quéc gia ving Bién Pong

Gan day, cac chuyén gia bao mat da tiét 1o
chi tiét vé nhém APT Unfading Sea Haze, duoc
cho 1a hoat dong tir nam 2018. Chién dich tan
cdng mai nhat caa nhdm nay nham vao cac to
chuc chinh phu va quéc phong tai cac quéc gia
ving Bién Dong. Tinh dén nay, nhom nay da
xam nhap thanh céng vao tong cong tam muc
tiéu.

Nhom tan cong Unfading Sea Haze di c6 thé
xam nhap vao hé thong bang céach khai thac
nhitng 16 héng bao mat nghiém trong cta nguoi
ding, bao gém viéc sir dung mat khau yéu va bo
qua viéc cap nhat cac ban va bao mat cho cac
thiét bi va dich vu web. Mac di nhém nay c¢6 muc
tiéu tuong tu v6i chinh phu Trung Quéc, nhung
cac dic diém dic trung ciia CAC cudc tin cong nay
khéng gidng véi cac nhdm tan cong khac da duoc
xac dinh trudc do.

Nhém Unfading Sea Haze sur dung céc
bién thé cuia ma doc GhOst RAT, mét loai trojan
pho bién thuong dugc cac nhém tan cong
Trung Qudc st dung. Mot ky thuat dac biét
dugc nhém sa dung trong chién dich nay la
thwuc thi m& JScript qua cong cu
SharpJSHandler, twong tu véi ki thuat caa ma
doc backdoor FunnySwitch cia nhom APTA4L.
Ca hai k¥ thuat nay déu nap hop ngir .NET va
thuc thi mé& JScript.

Qua trinh x&m nhap ban dau cua nhom
chua duge xéac dinh rd rang, nhung da co ghi
nhan nhom st dung email spear-phishing chira
file nén doc hai dé tai xam nhap vao cac hé
thdng da bi x&m pham. Céc file nén nay chua
file Windows shortcut (LNK), khi khoi dong sé
bat dau chudi 12y nhidm bang cach thyc thi [énh
tai xuéng payload tir may chu C&C. Payload
nay 1a ma doc SerialPktdoor, duoc thiét ké dé
thyc thi script PowerShell, quan ly file va tai
khoan trén hé théng.

Pé duy tri két néi véi hé thdng bi xam
nhap, nhdm Unfading Sea Haze sur dung cac
tac vu Ién lich voi tén tién trinh hop 1é cua
Windows, thuc hién k¥ thuat DLL side-loading
dé nap DLL doc hai.

Nguon: https://thehackernews.com/2024/05/researchers-warn-of-chinese-aligned.html
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Tin tiec An toan thong tin

“Chién dich tdn cong APT: Nhom tin cong Trung Quéc
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nham ml.lC tieu tan Cong vVao CaC qUOC gla Vung Bién DOIlg

Nhom nay cling thao tang tai khoan
Administrator cuc bd dé vd hiéu hoa va dit lai
mat khau, duy tri quyén truy cap vao hé thong.
Ngoai ra, nhom st dung cac céng cu Remote
Monitoring and Management (RMM) nhu
ITarian RMM Ké tir thang 09/2022 dé xam nhap
vao hé thong mang cua ngudi ding.

Nhom nay thé hién su tinh vi qua viéc sir
dung nhiéu bién thé caa mi doc GhOst RAT nhu
SilentGhOst, InsidiousGhOst, TranslucentGhOst,
FluftyGhOst, va EtherealGhOst. Nhom cling sur
dung loader Ps2dllLoader dé vuot qua bao mat
Antimalware Scan Interface (AMSI) va phat tan
SharpJSHandler, c6ng cu nay hoat dong bang
cach theo ddi cac yéu cau HTTP va thyuc thi ma
JavaScript nhing trong do.

Ngoai cac cong cu va ma doc chinh, nhém
Unfading Sea Haze con s dung ma doc
backdoor Stubbedoor dé thyuc thi hop ngir NET
tai tr may chu C&C. Céc cong cu khac duoc
nhom sir dung bao gom keylogger xkeylog, ma
doc danh cap dir liéu trinh duyét, cong cu giam
sat két ndi thiét bi cam tay, va chuong trinh trich
xuat dir liéu DustyExfilTool da duogc sir dung tir
thang 03/2018 dén thang 01/2022. Nhém ciing str
dung ma doc SharpZulip, loi dung API caa Zulip
dé thu thap cau lénh tr xa tr kénh
"NDFUIBNFWDNSA".

Nhom Unfading Sea Haze thuc hién trich xuat di
licu thu cong dé chat loc théng tin quan trong, bao
gom dir liéu tir cac tng dung nhan tin nhu Telegram
va Viber. Dir liéu sau d6 dugc nen lai dudi dang file
c6 mat khau trude khi gui di. Qua trinh nay cho thay
nhom tan cdng khong chi dua vao cac cong cu tu
déng ma con thuc hién cac budc thi cong dé dam
bao thu thap duoc thdng tin can thiét.

M@t s6 IoC dwoc ghi nhan:
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mail.simpletra[.]Jco
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[.Jorg

auth.bitdefenderupd
ate[.Jcom
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s.org[.Juk m o[.Jcom
mail.theworkguyoo | sopho.kozow[.Jcom | news.nevuer[.]Jco
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128.199.66[.]11

45.61.137[.]109

139.59.107[.]49

152.42.198[]152

0

Ngudn: https:/thehackernews.com/2024/05/researchers-warn-of-chinese-aligned.html
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Tin tiec An toan thong tin

Canh bao: QNAP phat hanh ban va khic phuc 15 héng an
toan thong tin trén QTS va QuUTS hero’"

ONAPQTS
QNAPping At
The Wheel

CVE-2024-27130 and friends

Cong ty QNAP vira phat hanh ban va khic phuc
mot sé 16 hong an toan théng tin mic do trung binh
anh huong dén hé diéu hanh QTS va QuUTS hero, mot
trong s6 d6 co6 thé bi tan cong dé thyuc thi m tir xa trén
c4c thiét bi NAS cua hdng. Danh sach 16 hong anh
hudng téi QTS 5.1.x va QuTs hero h5.1.x nhu sau:

e CVE-2024-21902: Lb héng Incorrect
Permission Assignment for Critical Resource,
cho phép d6i tuong tin cong sir dung tai
khoan nguoi dung da xac thuyc doc hoac stra
dbi tai nguyén qua mang.

e CVE-2024-27127: L hong double free cho
phép ddi tugng tan cong sir dung tai khoan
nguoi dung da xac thyc kha nang thuc thi ma
tuy y thong qua mang.

o CVE-2024-27128, CVE-2024-27129, va
CVE-2024-27130: Bo cac 16 hong buffer
overflow cho phép d6i twong tdn cong sir
dung tai khoan ngudi dung da xac thuc kha
nang thyc thi ma tuy y thong qua mang.

Céc 16 hong nay yéu cau st dung tai khoan hop phap
trén thiét bi NAS dé khai thac va da duoc va trong phién
ban QTS 5.1.7.2770 va QuTS hero h5.1.7.2770. L6
hong CVE-2024-27130 do ham “strcpy" trong
"No_Support ACL" dugc st dung khéng an toan bai
yéu cau get_file_size trong script share.cgi, script nay
dugc dung khi chia sé file media véi ngudi dung ngoai
hé thong. Dé khai thac, d6i tugng tan cong can tham sb
"SSID" phi hop, tham s6 nay chi duoc tao ra khi ngudi
dung NAS chia sé file. Ca QTS 4.x va 5.x déu kich hoat
chic nang Address Space Layout Randomization
(ASLR), khién viéc khai thac 16 hong khé khin hon.

Ban va cua QNAP dugc phat hanh 4 ngay sau khi mét
co quan bao mat tai Singapore cong bé thong tin vé 15
15 hong, trong d6 c6 4 16 hong cho phép ddi tugng tan
cdng bo qua xac thuc va thuc thi ma tiy y. Bbn 16 hong
nay, véi ma dinh danh tir CVE-2023-50361 dén CVE-
2023-50364, da dugc QNAP va vao ngay 25/04/2024.

Luu ¥ rang, 16 hong CVE-2024-27131 (gia mao log
bang cach sir dung x-forwarded-for dé ghi lai sy kién tai
xudng dudi dang yéu cau tir mot ngudn gbc tay ) hién
van chua duoc QNAP sua.

Nha san xuét b6 sung thong tin rang day 1a mot phan
cua thiét ké ban dau va yéu ciu diéu chinh trong giao
dién nguoi dung (Ul) cua QuLog Center. Chirc nang nay
s€ duogc stra trong phién ban QTS 5.2.0.

Khuyén nghi nguoi ding cap nhat phién ban mai nhat
cho QTS va QuTS hero s6m nhat c¢d thé nhiam bao vé ho
khoi cac mbi de doa cua cac 16 hong da duoc khai thac
trude do trén QNAP NAS.

Nguon: https://thehackernews.com/2024/05/qnap-patches-new-flaws-in-gts-and-quts.html
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\ Nguy co' tan cdng mang tir diém yéu,
qQ =
6 hong

Trong tuan, cac to chuc qubc té di cong
b va cap nhat it nhat 1.540 16 hong, trong do
c6 421 15 hong muac Cao, 564 16 hdng mic
Trung binh, 74 156 hong muc Thap va 481 15
hong chua danh gia. Trong d6 c6 it nhat 229
16 hong cho phép chén va thyc thi ma Iénh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

Trong d6, dang cha y ¢6 03 16 hong anh huong cac san pham caa Veeam, NextGen va
GitHub, cu thé 1a nhu sau:

e CVE-2024-29849 (Pi¢m CVSS: 9.8 — Nghiém trong): Lo hong ton tai trén Veeam Backup
Enterprise Manage cho phép di twong tin cong sau khi khai thac cé thé dang nhap vao trinh
quan tri web dudi tai khoan nguoi ding bat ki. Hién 16 hong dang bi khai thac trong moi
truong thuc té boi cac nhom tan cong.

e CVE-2023-43208 (Piém CVSS: 9.8 — Nghiém trong): L3 hong ton tai trén NextGen
Healthcare Mirth Connect truéc phién ban 4.1, xay ra do viéc va 16i chua hoan chinh cia 16
hdng CVE-2023-37679. Déi twong tin cong khai thac thanh cong 16 hong c6 thé thuc thi ma
tir xa. Hién 16 hong da co6 ma khai thac va dang bi khai thac trong méi truong thuc té béi cac
nhom tan céng.

e CVE-2024-4985 (Piém CVSS: N/A): L6 hong bo qua chirc ning xac thuc ton tai trén san
pham GitHub Enterprise Server (GHES) str dung xac thuc SAML single sign-on (SSO). Péi
tuong tan cdng khai thac 16 hong co thé gia mao yéu cau SAML dé yéu cau quyén truy cap
vao tai khoan quan tri caa san pham, qua d6 cho phép d6i tuong truy cap va thuc hién céc
hanh vi trai phép. Hién 16 hong dang bi khai thac trong méi trueong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngin Ghi chd

- Biém CVSS: 9.8 (Nghiém trong)

- AnAh }}%rén%: V;eeam Backyp Eﬂterprise I>Aana}ge https://nvd.nist.gov/v
1 | CVE-2024-208a9 | MOt Lo hong cho phep doi tugng tan cong | -\ ierait/cvE-

tru3~/ cap va thuc hién cac hanh vi trai phép. 9024-29349

- Lo hong dang bi khai thac trong méi truong thyc

té boi cac nhém tan cong.

- biém CVSS: 9.8 (Nghiém trong)

- AnAh }{gén%: N;extGen Heglthc?re Mirth 9onr1ect https://nvd.nist.goviv
2 | CVE-2023-43208 | MOt LO hong cho phép doi tugng tan €ong | - gerait/cve-

thuc thi ma tir Xa. 2023-43208

- L3 hong di c¢6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhom tan cong.

- Piém CVSS: N/A

- Anh huong: GitHub Enterprise Server (GHES)

- M6 ta: L& hdng cho phép ddi tugng tan cong | https:/nvd.nist.gov/iv
3 CVE-2024-4985 truy cap va thyc thi cac hanh vi trai phép sau khi uln/detail/CVE-

dat quyén truy cap vao tai khoan quan tri. 2024-4985

- L& hong dang bj khai thac trong méi trudng thyuc

té boi cac nhém tan cong.

- biém CVSS: 7.5 (Cao)

- Anh huéng: Mozilla Firefox, Firefox ESR,

Mozilla Thunderbird. https://nvd.nist.gov/v
4 CVE-2024-4367 | - M0 ta: LS hong cho phép ddi tuong tan cong |  uln/detail/CVE-

thuc thi ma JavaScript tuy y. 2024-4367

- L6 hong da c6 ma khai thac va dang bi khai thac

trong moi truong thyc té boi cac nhom tan cong.

- Biém CVSS: 9.1 (Nghiém trong)

i AnAh h}_m”S: %abblx L « .| https://nvd.nist.gov/v
5 | CVE-2024-22120 | MOt LO hong cho phép doi tweng tan cONg | gersiy/cvE-

thuc thi ma tuy y.
- L& hong dang bi khai thac trong méi trudng thyuc
té bai cac nhém tan cong.

2024-22120
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TT

M3 16i quéc té

M6 ta ngan

Ghi chu

CVE-2024-32002

- Biém CVSS: 9.0 (Nghiém trong)

- Anh huong: Git

- M6 ta: L& héng cho phép ddi tuong tin cong
thuc thi ma tuy y.

- L& hong d3 c6 ma khai thac va dang bi khai
thac trong moi trudng thuc té boi cac nhom tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-32002

CVE-2024-4323

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Fluent Bit.

- M0 ta: Ld hdng cho phép dbi tugng tan cong
thuc hién tan cdng tir chdi dich vu, thue thi ma
tly xa, truy cap va thuc hién cac hanh vi tréai
phép.

- L6 hong da c6 ma khai thac va dang bi khai
thac trong mai truong thuc té boi cac nhém tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-4323

CVE-2024-4761

- Piém CVSS: Chua x4c dinh

- Anh huéng: Google Chrome

- M6 ta: L6 hong cho phép dbi tuong tin cong
khai théac 16i ghi ngoai bo nhé.

- L6 hong da c6 ma khai thac va dang bi khai
théc trong moi truong thuc té boi cac nhom tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-4761

CVE-2024-4947

- Piém CVSS: 8.8 (Cao)

- Anh huong: Google Chrome.

- M0 ta: L6 hong cho phép dbi tugng tan cong
thuc thi ma tuy y.

- L6 hong da c6 ma khai thac va dang bi khai
thac trong mai truong thuc té boi cac nhém tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-4947

10

CVE-2024-27130

- biém CVSS: 7.2 (Cao)

- Anh huéng: QNAP QTS, QNAP QuTS hero.
- M6 ta: L6 hong cho phép dbi tugng tan cong
thuc thi ma tr xa.

- L4 hdng dd c6 ma khai thac va dang bi khai
thac trong madi truong thuc té boi cac nhém tan
cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-27130
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

~ ~ Biéu db théng ké thiét bi th dich
Tan cong DRDOS iéu dd thong eph:]ebwln eo cong dich vy

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDoS. Trong tuan c6 .
39.100 (giam so vdi tuan truéc 40.030) 2w
thiét bi c6 kha nang bi huy dong va tro -

thanh nguon tan cdng DRDoS. Céc thiét FASPELSS
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 118 truong hop tan cong
vao trang/cong thong tin dién tir cua

PP Viét Nam: 69 truong hop tan cong lira
Thong ke tan cong vao
trang/cbng théng tin dién tir dao (Phlshlng) 49 trudng hop tan cong
cua Viét Nam cai cdm ma doc.
caimi age [N
Lira dio (Phishing) 69 |
Cutwail
Other

Stealrat
lotbotnet

Gamut

Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan Avalanche
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Pia chi dworc sir dung trong cac mang botnet

nhom db6i twong diéu khién thiét bi thugc differentia.ru xjpakmdcfuge.ru

c4c mang botnet dé thuc hién cac hanh disorderstatus.ru omfghellobrosjda38.org

vi trai phép nhu trién khai tin cong atomict.rivi_a.ru andall.servicesgl.info

DDoS, phét tin ma dgc, guri thu rac, truy SIS EPG L r(_estless.su .

cap va danh cip dit ligu trén thiét bi. restlesz.su_ cicqdaqtrws.info

Trong tUAn ghi nhan 20 dia chi h_zmksre|u01y.ru_ 762_3605m1.ru

A L i . xjpakmdcfuge.biz facialwaxmaxfaxlax3.com

IP/domain thugc botnet c6 anh huong toi xjpakmdcfuge.com griefcube.cc

nguoi dung Viet Nam. ivz7x63ymy.ru bbuildersget.com
xjpakmdcfuge.in menufantimemean.com
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Tan cong lira dao nguoi ding Viét Nam

Trong tuan da c6 274 phan anh truong hop hra déo do ngudi dung Internet Viét Nam phan
anh vé Trung tam Giam sat an toan khong gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong hop lira dao
gia mao cac to chtc, doanh nghiép, nha cung cap, dich vu I6n nhu: Cac mang xa hoi, ngan
hang, thu di¢n tu,...

Duéi day 1a mot s6 trudng hop nguoi ding can nang cao canh giéc.

STT Website lira ddao Ghi chu

1 https://miaoniter[.]Jcom/ Website gia mao san TMDT Amazon
2 https://amazonl3[.Jcom/ Website gia mao san TMDT Amazon
3 https://www][.]amatvip36sc[.]cc/ Website gia mao san TMDT Amazon
4 https:/ivssid[ Jcc/ Website gia mao Ei&hlém Xa hoi Viét
5 https://da6555[.Jcom/ Website gia mao san TMDT Lazada
6 https://mbfn-fic[.]Jcom/ Website gia mao Mbbank
7 https://mbcanhan-cskh[.Jcom/ Website gia mao Mbbank
8 https://mwww[.]Jmbdkb[.]Jcom/ Website gia mao Mbbank
9 https://phattai247[.Jcom/ Website gia mao Mbbank

s Website gida mao Ngan hang TMCP Phat
10 https://tinchaphd[.Jcom/ trién Thanh phé Hé Chi Minh
1 https://ocb[.Jchamsocthekhachhang-uudai- Website gia mao Ngan hang TMCP

tructuyen[.Jcom/ Phuong Pong
. o Website gia mao Ngan hang TMCP

12 https://khvib-canhan[.]Jcom/ Quéc té Vit Nam
13 https://tpb-vayuudai[.Jcom/ Website gid mao Q'fj:ghang TMCP Tien
14 https://tpbankvn[.]Jworkplace[.]Jcom Website gid mao 'P\:?::ghang TMCP Tien
15 https://soppe68].]shop/ Website gia mao san TMDT Shopee
16 https://sp15569p[.Jcom/ Website gia mao san TMDT Shopee
17 https://www/[.]shopee123[.]vip Website gia mao san TMDT Shopee
18 https:/tdkt0O1[.Jcom/ Website gia mao san TMDT Tiki
19 https://vntikill[.]Jcom/ Website gia mao san TMDT Tiki
20 https://ca-nhan-vpb[.]Jcom/ Website gia mao Vpbank
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y cac thiét bi trong toan bd hé thong mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.
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