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- Chién dijch tan cong APT: Nhém APT Turla tin cdng Bo Ngoai giao Chau
Au bang ma doc backdoor LunarWeb va LunarMail.

- Canh b&o: VMware phat hanh ban vé cho cac 16 hong an toan thong tin
nghiém trong trén phan mém Workstation va Fusion.
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- TOP 10 16 héng dang chu ¥ trong tuan.

3. So liéu, théng ké

- T4n cong DRDoS

- Tan cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- T4n cdng lira ddo nguoi dung Viét Nam: 271 trudng hop lira dao do ngudi
dung Internet Viét Nam thdng béo.
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Tin tiec An toan thong tin

*Chién dich tAn cong APT: Nhém APT Turla tdn cong B
Ngoai giao Chau Au biang ma doc backdoor LunarWeb va

LunarMaiI"

Phan tich cho thiy LunarWeb duogc trién
khai trén may chua, sir dung HTTP/HTTPS lam
giao thuc lién lac vai may chu C&C va gia mao
cac goi tin yéu cau hop phap. Trong khi do,
LunarMail duoc trién khai trén cac may tram
ctia nhan vién va duy tri két néi dudi dang tién
ich mo rong trén Outlook, sir dung email lam
phuong thic lién lac véi may chu C&C. Céac
bang ching cling cho thiy hai ma doc Lunar
nay da duoc sir dung trong céc chién dich tir
nam 2020, hoac tham chi sém hon.

Bo Ngoai giao tai Chau Au cung ba co quan
dai dién ciia ho tai Trung Pong da bi tAn cong béi Vector xam nhap B Ngoal giao hién chua
hai m doc backdoor LunarWeb va LunarMail. duge xdc dinh nhung cdc chuyén gia cho rang
c6 lién quan den tan cdng spear-phishing va
khai thac phan mém Zabbix cau hinh khéng bao
mat. Nhém Turla bat d¢au chudi tin cong bang
trang ASP.NET doc hai dé giai ma hai khéi dir
liu nhdng, bao gém trinh tai LunarLoader va
ma doc backdoor LunarWeb. Khi trang web
dugc yéu cau, cho mat khau trong cookie
SMSKey; sau khi nhap sé& thu vé khéa ma hoa
dé giai ma payload. Nhom Turla da sir dung
thdng tin xac thuc danh cap dé di chuyén trong
hé thong.

T chirc bao mat ESET d phat hién ra chién
dich nay c6 lién quan dén nhém APT Turla. Pay
1a mot nhdm tan céng dugc hau thuin bai Nga va
con c6 cac tén goi khac nhu: Iron Hunter, Pensive
Ursa, Secret Blizzard, Snake, Uroburos, va
Venomous Bear.

Ngudn: https:/thehackernews.com/2024/05/turla-group-deploys-lunarweb-and.html
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M3a doc LunarMail duoc phét tan qua file M3 doc LunarMail ¢6 mot sé diém chung
Microsoft Word doc hai gui qua email spear- véi ma doc LightNeuron, ciing 1a mot backdoor
phishing, bao gom ca LunarLoader va mi doc duoc Turla st dung, dung email lam phuong

nay. Vé chic nang, LunarWeb c6 kha ning thu thirc két ndi téi may chu C&C.
thap thong tin hé théng may cha va duyét cau
l&nh an trong cac file .JPG, .GIF dugc gui tir may
chu C&C, sau d6 trich xuat dir liéu giri vé cho 45.33.24[.]145 45.79.93[.]87
may chu dudi dang nén va mf?l hoa. Ngoai ra, mé 65.109.179[.167 74.50.80[.]35
doc con gia mao luu lugng dé tranh phat hién. 82.165.158[]86 82.223.55[ 1220

May cha C&C trong chién dich chi thi ma doc 139.162.23[]113 | 158.220.102[.]80
LunarWeb thuec thi cac 1énh shell va PowerShell,

thuc hién ma Lua, doc/ghi file, va luu trlr cac 161.97.74].]1237 176.57.150[.]1252
duong dan duoc chi dinh. Ddi voi LunarMail, 212.57.35[.]174 | 212.57.35[.]176
chitc ning giita hai ma doc nay twong dong,

nhung diém khac biét 16n nhat 1a LunarMail tan

dung Outlook va str dung email lam phuong thirc

lién lac t&i may chi C&C bang céach tim kiém céc

email nhit dinh chua file PNG. Mét s cau lénh

chi c6 trén ma doc LunarMail cho phép no tao

profile Outlook dé sir dung lam C&C, tao tién

trinh ngau nhién va chyp anh man hinh. Két qua

cua cac lénh dugc luu va nhung vao file .PNG

hodc .PDF, sau d6 gt toi email caa nhém tan

cong.

Mot s6 ToC dwoc ghi nhén:

Ngudn: https:/thehackernews.com/2024/05/turla-group-deploys-lunarweb-and.html
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Canh bao: VMware phat hanh ban va cho cac 15 héng an
toan thoéng tin nghiém treng trén phan meém Workstation va

.99
Fusion

Thong tin vé bdn 16 hong cu thé 1a nhu sau:

« CVE-2024-22267 (Piém CVSS: 9.3) — La 15
hong use-after-free ton tai trén thiét bj
Bluetooth c6 thé b khai thac boi cac ddi twong
tan cong cd quyén truy cap cuc bd trén may o
dé thyc thi ma tuy y dudi tién trinh VMX cua
may 4o.

« CVE-2024-22268 (Piém CVSS: 7.1) — L
héng tran bo dém Heap ton tai trén chirc ning
Shader c6 thé bi khai thac bdi cac ddi tuong tin
cong c6 quyén truy cap toi mdy ao voi chic
nang dd hoa 3D dugc bat dé thuc hién tin cong

IO, ©10 PAEP GOL Y ) _ tir chéi dich vu.

thac thanh cong co the truy Ca?lp va thuc hién « CVE-2024-22269 (Piém CVSS: 7.1) — L3

cac hanh vi trai phép, thyc hién tan cong tu

chdi dich vu va thuc thi ma tir xa.

BN 16 héng an toan thong tin nay gay anh
huong toi Workstation phién ban 17.x va
Fusion phién ban 13.x s€ dugc va trong phién
ban 17.5.2 va 13.5.2.

Nhiéu 16 hong an toan thong tin da duoc
cong bd chi tiét trén Vmware Workstation va
Fusion, cho phép d6i twong tan cong khi khai

hong gay 10 lot thong tin trén thiét bi Bluetooth
c6 thé bi khai thac boi cac dbi tuong tan cong
c6 quyén truy cip cuc bo trén may ao dé doc
thong tin luu trén bd nhd hypervisor cua may
ao0.

« CVE-2024-22270 (Piém CVSS: 7.1) — Ld
hong gy 16 lot thong tin ton tai trén chirc ning
Host Guest File Sharing (HGFS) ¢6 thé bi khai
thac boi cac ddi tugng tin cong cd quyén truy
cap cuc bd trén may ao dé doc thong tin luu
trén by nhd hypervisor cia may ao.

Ngudn: https:/thehackernews.com/2024/05/vmware-patches-severe-security-flaws-in.html
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Canh bao: VMware phat hanh ban va cho cac 16 hang an
toan théng tin nghiém treng trén phan meém Workstation va
Fusion”

Trong trudng hop khong thé cip nhat ban va, ngudi dung dugce khuyén nghi tit chirc ning
Bluetooth va 3D acceleration trén may ao. Déi voi 16 héng CVE-2024-22270, hién chua c6 bién
phap khic phuc nao khac ngoai viéc cip nhat 1én phién ban va méi nhat. Pang chu v, cac 16 hong
CVE-2024-22267, CVE-2024-22269, va CVE-2024-22270 da dugc chirng minh badi hai co quan
bdao mat STAR Labs SG va Theori trong cudc thi Pwn20wn dién ra tai Vancouver vao thang
03/2024.

Thong tin vé bbn 16 hong nay duoc cong bo trong bdi canh hai thang sau khi VMware phat
hanh ban va cho bén 16 hong an toan thong tin khac anh huong dén ESXi, Workstation, va Fusion.
Dic biét, CVE-2024-22252 (Piém CVSS: 9.3) va CVE-2024-22253 (Piém CVSS: 8.4) 12 hai
16 hong cho phép ddi tugng tan cong thuc thi ma tir xa.

Ngudn: https:/thehackernews.com/2024/05/vmware-patches-severe-security-flaws-in.html
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\ Nguy co' tan cdng mang tir diém yéu,
. 5
6 hong

Trong tuan, cac to chuc qubc té di cong
bd va cap nhat it nhat 446 15 hong, trong do
c6 69 15 hdng muc Cao, 134 156 héng mic L‘ih
Trung binh, 32 15 héng mirc Thap va 211 13 | 8 o

héng chua danh gia. Trong doé c6 it nhat 117 | va ntl

16 hong cho phép chén va thyc thi ma Iénh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

Trong d6, dang chi y ¢ 03 16 hong anh huong toi giao thic DHCP, cac san pham cua
Google, Ivanti, cy thé 1a nhu sau:

e CVE-2024-4761 (Piém CVSS: Chwua xac dinh): Li ghi ngoai bo nhé ton tai trén Google
Chrome céc phién ban cii hon 124.0.6367.207. L& hdng cho phép dbi tuong tan cong khai
thac 16i nay thong qua trang HTML doc hai. Hién 16 hong da c6 ma khai thac va dang bi
khai théac trong thuc té.

e CVE-2024-3661 (Piém CVSS: 7.6 — Trung binh): L& hong ton tia trén giao thuc DHCP
cho phép ddi tugng tin céng nam trong cling mang vai nguoi ding c6 thé doc, gay gian
doan, chinh stra lvu lugng mang mac cho hé thong mang duoc bao vé béi VPN. Qua trinh
khai thac dién ra thanh cong do DCHP c6 thé thém ludng diéu hudng (route) vao bang
routing table cua client thong qua lya chon classless static route (121). Cac bién phéap bao
mét VPN dura vao route dé diéu hudng luu luong mang sé bi 16 lot dit liéu théng qua interface
vat ly. Hién 15 hong nay dang bi khai thac trong thuc té.

e CVE-2023-46805 (Piém CVSS: 8.2 - Cao): L hdng ton tai trén Ivanti ICS cho phép dbi
tugng tan cdng truy cap vao tai nguyén han ché mot cach trai phép bang cach bo qua xéac
thuc kiém soét. Hién 15 hong da c6 ma khai thac va dang bi khai thac trong thyc té bai cac
nhém tan cong UTAO0178, cactus, Storm-1567, akira, RAZOR TIGER, SideWinder, va
SideCopy.
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té M6 ta ngin Ghi chd

- Piém CVSS: Chua xéc dinh

T Anh < ;huéng: ) Goﬁg'e ?h“{me https://nvd.nist.gov/v
1 CVE-2024-4761 | MO t& L6 hong cho phép doi ong tan eong | qeraiy/cv/E-

kha~| trlac Io1 ghi ngoai bg nhé. 2024-4761

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thuc té bai cac nhom tan cong.

- Biém CVSS: 7.6 (Cao)

- Anh huong: giao thirc DHCP

- E\/Ic“) ta: LS hépAg cho phép déi_ tuong tén cong MUY | s fmvd nist. goviv
2 | CVE-2024-3661 | 3P Va thue hien cac hanh Vi tral phép. gay anh | geriy o

huong toi hé thong mang von dugc bao vé boi

2024-3661

VPN.

- L& hong dang bi khai thac trong méi trudng thyuc

té boi cac nhém tan cong.

- biém CVSS: 8.2 (Cao)

i AnAh }}l_rdn%: I\fam' ICS L « .| https://nvd.nist.gov/v
3 | CVE-2023-46805 | MOt L0 hong cho phép doi twong tan cong | 1 etail/cVE-

trux cap va thuc hién cac hanh vi trai phép. 2023-46805

- Lo hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhom tan cong.

- biém CVSS: 9.6 (Nghiém trong)

- Anh huong: Google Chrome

- M6 ta: L& héng cho phép ddi tugng tan cong | https:/nvd.nist.gov/v
4 CVE-2024-4671 truy cap va thuc hién c&c hanh vi trai phép théng uln/detail/CVE-

qua viéc khai thac 15i use-after-free. 2024-4671

- L6 hong da c6 ma khai thac va dang bi khai thac

trong mdi trudng thyuc té bai cac nhom tan cong.

- Biém CVSS: 9.8 (Nghiém trong)

o .. A:]h 2 huo’ng: e CrBShFATP https://nvd.nist.gov/v
5 CVE-2024-4040 - M6 ta: Lo hong cho phép doi tugng tan cong uln/detail/CVE-

thuc thi ma tur xa.
- L6 hong da c6 ma khai thac va dang bi khai thac
trong mdi trudng thuc té bai cac nhom tan cong.

2024-4040
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TT

M3 16i quéc té

M6 ta ngan

Ghi chu

CVE-2024-30051

- biém CVSS: 7.8 (Cao)

- Anh huéng: Windows 10, Windows 11

- M@ ta: L hong cho phép dbi tuong tan cong leo
thang dic quyén trén hé thng.

- Lb hong di c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-30051

CVE-2024-21887

- Biém CVSS: 9.1 (Nghiém trong)

- Anh huong: Ivanti Connect Secure, Ivanti Policy
Secure

- M6 ta: L& hdng cho phép dbi tuong tan cong
thuc thi ma tuy y.

- L3 hong da c6 ma khai thac dang bi khai thac
trong mdi trudng thyc té boi cac nhdm tan cong
nhu UTAO0178, cactus, Storm-1567 hay akira.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-21887

CVE-2024-26026

- biém CVSS: 7.5 (Cao)

- Anh huong: BIP-IP Next Central Manager API
- M6 ta: L6 héng cho phép d6i twong tan cong
thuc hién truy van SQL trai phép, tir d6 truy cap
va thuc hién cac hanh vi trai phép.

- L6 hong dang bi khai thac trong méi truong thyuc
té bai cac nhém tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-26026

CVE-2024-21793

- biém CVSS: 7.5 (Cao)

- Anh huong: BIP-IP Next Central Manager API
- M6 ta: L6 hong cho phép ddi tugng tin cong
thuc thi ma tuy y.

- L& hong dang bi khai thac trong méi trudng thyuc
té bai cac nhém tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-21793

10

CVE-2024-30040

- biém CVSS: 8.8 (Cao)

- Anh huong: Windows 10

- M6 ta: L6 hong cho phép ddi tugng tin cong
thuc thi ma tly y trén hé thong, vuot qua bién
phap bao mat.

- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong.

https://nvd.nist.gov/v
uln/detail/CVE-
2024-30040




NCSCX

National Cyber Security Center

Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

& A Bidu @b théng ké thiét bi theo cdng dich vu
Tan cong DRDoS vt

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phét tan tan cong DRDoS. Trong tuan c6 oo .
40.030 (giam so véi tuan truéc 40.375) A
thiét bi c6 kha nang bi huy dong va tro -

thanh ngudn tan cdng DRDoS. Céc thiét E FEELE

bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dusi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 244 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Théng ké tén cong vio Viét Nam: 225 truong hop tan cong hra
trang/cong théng tin dién tF dao (Phishing), 19 truong hop tan cong
cua Viét Nam cai cdm ma doc.
Cai ma doc h— 19
Liea ddo (Phishing) 225

Darkmailer

Other

Cutwai

Stealrat

lotbotnet

Botnet Gamut

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Dia chi dwgrc str dung trong cac mang botnet

nhom db6i twong diéu khién thiét bi thugc differentia.ru xjpakmdcfuge.com
c4c mang botnet dé thuc hién cac hanh disorderstatus.ru xjpakmdcfuge.ru
vi trai phép nhu trién khai tin cong atomictrivia.ru andall.servicesgl.info
DDoS, phat tan ma doc, giri thu réc, truy amnsreiuojy.ru db2017417b23.zapto.org
cap va danh cdp dir licu trén thiét bi. restiesz.su_ restiess.su
Trong tudn, ghi nhan 20 dia chi h_zmksre|u01y.ru_ Wgcmovfcbufaweutk.org

A o i i xjpakmdcfuge.biz mildwave.com
IP/do_maln thU.(.)C botnet c6 anh huong toi xjpakmdcfuge.in jvlohdjcfgjikuhas.com
nguoi dung Viet Nam. 762360sm1.ru griefcube.cc

differentia.ru facialwaxmaxfaxlax3.com
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Tan cong hira dao nguoi ding Viét Nam

Trong tuan di c6 271 phan anh truong hop lira dao do ngudi dung Internet Viét Nam pha
anh vé Trung tdm Giam sat an toan khdng gian mang qubc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao cac to chuc, doanh nghiép, nha cung cap, dich vu 16n nhu: Cac mang xa hi, ngan

hang, thu di¢n tu,...

Duéi day 1a mot sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 https://www][.]JamazonlO[.]Jcom/ Website gia mao san TMDT Amazon
_ Website gia mao Cong ty c6 phan
2 https://bachoaxanhh[.]Jcom Thuong mai Béch Héa Xanh
) . Website gia mao Céng ty TNHH Aeon
3 https://aeeonmaili[.]shop/ Viét Nam
4 https://vn-ebay[.]quxlpuj[.]Jcn/ Website gia mao san TMDT Ebay
5 https://mwww([.]hethongdonhang[.]Jcom/ Website gia mao san TMDT Lazada
6 https://1a7890[.]cc/ Website gia mao san TMDT Lazada
https://khoi-khach-hang-ca-nhan-uu-tien- S, A s
7 vhi[.Jcom/ Website gia mao Ngan hang MBbank
8 https://ocb[.Jchamsocthekhachhang-uudai- Website gia mao Ngan hang TMCP
tructuyen[.Jcom/ Phuong Pong
. . . Website gia mao Ngan hang TMCP
9 https://mydiamon-han-muc-ca-nhan-vni[.Jcom/ Quéc té Vit Nam
10 vib[.Jchamsocuudaithekhachhang- Website gia mao Ngan hang TMCP
tructuyen[.Jcom Quoc te Viét Nam
11 vib[.Jchamsockhachhangtheuudai- Website gia mao Ngan hang TMCP
tructuyen[.Jcom[.Jvn Quoc te Viét Nam
12 kh-cn-mrd-f5-tpbank[ Jcom Website gia mao l;lr?:r:lghang TMCP Tién
13 https://tpbankvn[.]Jworkplace[.]Jcom Website gid mao glr?::ghang TMCP Tién
s Website gia mao Ngan hang TMCP Viét
14 https://miles-card-vpbank[.Jcom Nam Thinh Virong
P . Website gia mao Ngan hang TNHH
15 https://shinhanbank[.]Jvnfiba[.]Jcom MTV Shinhan Viét Nam
16 https://vnsendol[.]net/ Website gia mao san TMDT Sendo
17 https://wwwl[.]Jvnsendol[.]net/ Website gia mao san TMDT Sendo
18 https://sp5188[.]Jcom Website gia mao san TMDT Shopee
19 https://sp56788[.]Jcom/ Website gia mao san TMBDT Shopee
20 https://www[.]shopeel23[.]vip Website gia mao san TMDT Shopee
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




