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Tin tiec An toan thong tin

*Chién dich tn cong APT: Nhém APT FIN7 sir dung cac

quang cao doc hai trén Google dé phat tan ma doc

A

NetSupport RAT.”

Mot nhom APT c6 dong co tai chinh, duoc
biét dén véi ten goi FIN7, da bi phat hién st dung
cac quang cao Google gia mao cac thuong hiéu
noi tiéng dé phat tn ma doc NetSupport RAT
thong qua bo cai dat MSIX. Cac thuong hiéu bi
gia mao bao gom AnyDesk, WinSCP,
BlackRock, Asana, Concur, The Wall Street
Journal, Workable, va Google Meet.

Nhom APT FIN7, con duoc biét dén véi cac
tén goi khac nhu Carbon Spider va Sangria
Tempest, dd bat dau hoat dong tir ndm 2013. Ban
dau, nhdm nay tap trung vao viéc tan cong cac
thiét bi PoS dé danh cap di liéu thanh toan, sau
d6 mo rong hoat dong dé tin cong céc to chuc
I6n hon thong qua cac chién dich ransomware.

Trong suét thoi gian hoat dong, FIN7 da
phat trién va cung cb cac ky thuat tn cong cua
minh, bao gém sir dung cé4c loai ma doc nhu
BIRDWATCH, Carbanak, DICELOADER,
POWERPLANT, POWERTRASH, va
TERMITE,...

bang chu y, FIN7 thuong su dung hinh
thac tan cong spear-phishing dé phat tan ma
doc dén hé théng/mang luéi cia nan nhan. Gan
day, nhom nay da bat dau sir dung ki thuat
quang cao doc hai (malvertising) lam budc dau
trong chudi tan cong.

Vao thang 12/2023, Microsoft da ghi nhan
viéc FIN7 loi dung quang céo trén Google dé
lra nguoi ding tai xudng goi cai dat MSIX doc
hai, tir d6 thuc thi ma doc NetSupport RAT va
Gracewire.

Microsoft ciing di phat hién ring nhém
FIN7 da loi dung quang cio trén Google dé
danh lra nguoi ding tai xudng goi cai dat
MSIX chira ma doc. Hanh dong nay dan dén
viéc thuc thi POWERTRASH, mot dropper
PowerShell, nham phat tan ma doc NetSupport
RAT va Gracewire trén hé théng cua nan nhan.

Ngudn: https:/thehackernews.com/2024/05/fin7-hacker-group-leverages-malicious.html
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*chién dich tn cong APT: Nhém APT FIN7 sir dung cac
quéang cao doc hai trén Google dé phat tan ma dgc
NetSupport RAT.”

Viéc st dung MSIX lam phuong tién phéat tan
mi doc da khién Microsoft phai v hiéu hoa giao
thizc nay, do kha niang bo qua cac co ché bao mat
nhu Microsoft Defender SmartScreen.

Bén canh do6, cing ghi nhan théng tin nhom
FIN7 c¢6 lién quan dén cac chién dich tin cong
vao Windows va Microsoft Office dé phét tan
mi doc RAT va ma doc dao tién ao thong qua

Trong chién dich vao thang 04/2024 boi
eSentire, nguoi dung truy cap vao trang web ltra

cac phién ban tai lau caa phan mém.

M#t s6 IoC dwoc ghi nhan:

dao qua quang cao s& nhan théyv mot thong bao cdndi[Jspace cdnd6[Jspace

xuat hién trén man hinh, thuc day ho tai xuong cdnds[ Jspace cdn35 Jspace

mot tién ich mé rong trinh duyét gia mao. Thuc 5P 5P

chit cua tién ich nay 1a mot tap tin MSIX chira cdn30[.Jspace cdn34[.Jspace

script PowerShell dugc thiét ké dé thu thap thong cdn32[.]space cdn43[.]space

xuong rrjot doaq ma PowerShell mavho_a khac. cdn27[ Jspace cdn25[ Jspace

Doan ma thtr hai nay dugc st dung dé tai xuong

va thyc thi ma doc NetSupport RAT. Hon nita, cdn36[.Jspace cdn33[.Jspace

mi doc RAT con duoc dung dé tai xudng cac cdn40[.Jclick cdn31[.Jspace

phan mém doc hai b6 sung nhu DICELOADER cdn38[.]space eprst431[.]boo

thong qua script Python. cdn1124[.]net cdn1701[.Jcom
Chién dich tan cong bang quang c4o doc hai 193[.]124[.]24[.]51:44 | 38[]135[.]52[.]151:273

cua FIN7 dién ra cung luc vai lan séng tan cong 3

vao CE,IC- doi tac doanh nghlép cia nhdém 5[.]8[.163[.]140 185[.]174[.]102[.]62

SocGholish. Nhom SocGholish sir dung cac ky 109[JL07[.J170[J126 | 193[]233[J206[.]23

thuat tan cong living-off-the-land nham thu thap _

thong tin x4c thuc va so dd hoa mo hinh két néi 7-zip[.Jefd asanal.Jwf

noi bo gitra cac doanh nghiép. advancedipscannerapp | winscp-install[.Jcom

[.Jcom

Ngudn: https:/thehackernews.com/2024/05/fin7-hacker-group-leverages-malicious.html
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“canh bao: Google da va 16 hong an toan thong tin Zero-

Day thit nim trén Chrome trong nam nay.

Zero-Day Bug

Update Now

=

\%4

Google da phat hanh ban va bao mat cho
trinh duyét Chrome dé va 156 hong an toan
théng tin zero-day thir nam da bi khai thac
trong moi trudng thuc té ké tir diu nam nay.
L& hong nay c6 ma CVE-2024-4671, 1a mot
16 "Use After Free" (tam dich: "Sur dung sau
khi giai phong bo nhé"). Pay 1a mot loai 16i
lién quan dén bo nha, c6 thé khién bo nhé bi
hong hozc cho phép sira doi dit liéu trong bo
nhé, dan dén viéc nguoi dung bi tuéc bo
hoan toan cac dac quyén trén hé théng hoic
phan mém bi anh huong. L héng ton tai trén
thanh phan Visuals, chiu trach nhiém xu ly
viéc két xuat va hién thi noi dung trén trinh
duyét.

L hong nay da bi khai thac trong moi trudng
thuc té va hién da dugc khac phuc trong phién ban
124.0.6367.201/.202 cho Mac/Windows va phién
ban 124.0.6367.201 cho Linux. Ddi véi nguoi
ding thudc kénh “Extended Stable”, 16 hong s&
duoc va trong phién ban 124.0.6367.201 cho Mac
va Windows.

Chrome thuong tu dong cap nhat khi c6 ban va
bao mat mgi nhung nguoi dung cé thé kiém tra
phién ban minh dang sir dung bang cach vao Cai
dat > Giai thiéu vé Chrome (Settings > About
Chrome).

Pay 1a 16 hong thir nam duoc phat hién trén
trinh duyét Google Chrome ké tir dau nam nay,
vGi cac 16 hong khac dugc phat hién trong cudc
thi Pwn20wn dién ra vao thang 3/2024 tai
Vancouver.

Ngudn: https://www.bleepingcomputer.com/news/security/google-fixes-fifth-chrome-zero-day-vulnerability-

exploited-in-attacks-in-2024/?&web view=true



https://www.bleepingcomputer.com/news/security/google-fixes-fifth-chrome-zero-day-vulnerability-exploited-in-attacks-in-2024/?&web_view=true
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canh bao: Google da va 16 hong an toan thong tin Zero-

Day thit nam trén Chrome trong nam nay.”

Danh sach cac 16 hong zero-day da duogc phét hién cy thé 1a nhu sau:

« CVE-2024-0519: L hong truy cap b nhé ngoai gisi han trong engine V8 JavaScript cua
Chrome, cho phép dbi tuong tan cong tir xa khai thac 16i heap thong qua trang HTML doc
hai, dan dén viéc truy cap trai phép cac thong tin nhay cam.

« CVE-2024-2887: L5 hong nham 1an phan loai ton tai trén tiéu chuan WebAssembly
(Wasm), cho phép ddi tuong tan cong thuc thi ma tir xa (RCE) thong qua trang HTML
doc hai.

« CVE-2024-2886: L5 hdng Use After Free ton tai trong WebCodecs API, cho phép ma hda
Vva giai ma am thanh va video. Pdi twong tan cong co thé thuc thi ma tir xa khi khai thac
15 hong thong qua trang HTML doc hai.

« CVE-2024-3159: L hong cho phép doc ngoai pham vi, ton tai trong engine V8 JavaScript
ctia Chrome. Déi twong tan cong co thé truy cap cac di liéu nam ngoai phan ving bd nha
dém, tir 46 dan dén 151 heap cho phép ddi tuong tan cong trich xuat thong tin nhay cam tir
hé thong.

Ngudn: https://www.bleepingcomputer.com/news/security/google-fixes-fifth-chrome-zero-day-vulnerability-
exploited-in-attacks-in-2024/?&web_view=true
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\ Nguy co tan cong mang tir diém yéu,
qQ \ =
6 hong

Trong tuan, cac to chuc qubc té di cong
bd va cap nhat it nhat 446 15 hong, trong do
c6 69 16 hong muc Cao, 134 16 hong mic
Trung binh, 32 16 hong muc Thap va 211 15
hong chua danh gia. Trong d6 c6 it nhat 117
156 hong cho phép chén va thuc thi ma Iénh.

HACKING

D-Link Routers

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

Trong d6, dang chu ¥ ¢6 03 16 hong anh huong téi cac san pham cua D-Link, GitLab va giao
thicc DHCP, cu thé nhu sau:

e CVE-2015-2041 (Piém CVSS: 10.0 — Nghiém trong): L& hong an toan théng tin ton tai
trén firmware cua thiét bi “D-Link DIR-645 Wired/Wireless Router Rev. Ax” cho phép ddi
tuong tan cong thyc thi ma tly y théng qua interface HNAP. Hién 16 hong di c6 ma khai
thac va dang bi khai thac trong thuc té boi cac nhom tan cong nhu Lazarus Group,
TeamnTNT va Kinsing; dang chu y, trong thang 04/2024, 15 hong nay di bi khai thac boi
botnet Goldoon.

e CVE-2023-7028 (Piém CVSS: 7.5 — Cao): L6 hong ton tai trén GitLab CE/EE cho phép
d6i twong tan cong dat lai mat khau nguoi ding sir dung email khong lién két véi tai
khoan, tir &6 chiém dung tai khoan cua nguoi dung. Hién 16 hong di c6 ma khai thac va
dang bi khai théc trong thuc té.

e CVE-2024-3661 (Piém CVSS: 7.6 — Trung binh): L5 hong ton tia trén giao thic DHCP
cho phép ddi tugng tin céng nam trong cling mang vai nguoi ding c6 thé doc, gay gian
doan, chinh stra lvu lwgng mang mac cho hé thong mang duoc bao vé béi VPN. Qua trinh
khai thac dién ra thanh cong do DCHP c6 thé thém ludng diéu hudng (route) vao bang
routing table cua client théng qua lua chon classless static route (121). Cac bién phap bao
méat VPN dura vao route dé diéu huéng luu lugng mang s& bi 16 lot dix liéu thong qua interface
vat ly. Hién 15 hong nay dang bi khai théac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT

M4 16i quéc té

M6 ta ngin

Ghi chu

CVE-2015-2051

- Biém CVSS: 10.0 (Nghiém trong)

- Anh  huwong: D-Link  DIR-645.
- M6 ta: L6 hong cho phép déi tuong tin cong
thuc thi m tuy y.

- L6 héng da c6 ma khai thac va dang bi khai
thac trong méi truong thyuc té boi cac nhom tan
cong.

https://nvd.nist.gov/vul
n/detail/CVE-2015-
2051

CVE-2023-7028

- biém CVSS: 7.5 (Cao)

- Anh huong: GitLab CE/EE

- M6 ta: L& hong cho phép dbi tuong tan cong
truy cap va thuc hién cac hanh vi trai phép trén
tai khoan nguoi dung.

- L6 héng da c6 ma khai thac va dang bi khai
thac trong moi truong thuc té boi cac nhém tan
cbng.

https://nvd.nist.gov/vul
n/detail/CVE-2023-
7028

CVE-2024-3661

- biém CVSS: 7.6 (Cao)

- Anh huong: giao thirc DHCP

- M6 ta: L& hong cho phép dbi twong tan cong
truy cap va thuc hién cac hanh vi trai phép, gay
anh huong toi hé thong mang vén duoc bao vé
b&i VPN.

- L& hong dang bi khai thac trong méi trudng
thuc té bai cac nhém tan cong.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
3661

CVE-2024-4040

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: CrushFTP
- M6 ta: LS hong cho phép ddi twong tan cong
thuc thi ma tur xa.

- L6 hong da c6 ma khai thac va dang bi khai
thac trong méi truong thyuc té boi cac nhom tan
cong.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
4040

CVE-2024-27322

- Piém CVSS: 8.8 (Cao)

- Anh huong: Ngdn ngit 1ap trinh R

- M6 ta: Ld hong cho phép d6i twong tan cong
thyc thi mé tuy y.

- L6 hong dang bi khai thac trong méi trudng
thuc té bai cac nhém tan cong.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
27322
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TOP 10 16 hong dang chi ¥ trong tuan

TT M3 16i quéc té

M6 ta ngin

Ghi chu

6 CVE-2024-21111

- biém CVSS: 7.8 (Cao)

- Anh huéng: Oracle VM VirtualBox

- M0 ta: L6 hong cho phép déi tuong tin cong
truy cap va thuc hién cac hanh vi trai phép.

- L& hong dang bi khai thac trong méi trudng
thuc té boi cac nhém tin coéng va chi anh
huong tsi phién ban trén hé diéu hanh
Windows.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
21111

7 CVE-2024-21887

- Biém CVSS: 9.1 (Nghiém trong)

- Anh huéng: Ivanti Connect Secure, lvanti
Policy Secure.

- M6 ta: L& hong cho phép dbi tuong tan cong
thuc thi ma tuy y.

- L4 hong di c6 ma khai thac dang bi khai thac
trong moi trudng thuc té boi cac nhom tan
cong nhu UTAO0178, cactus, Storm-1567 hay
akira.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
21887

8 CVE-2024-26026

- biém CVSS: 7.5 (Cao)

- Anh huéng: BIP-IP Next Central Manager
API.

- M6 ta: L& hong cho phép dbi twong tan cong
thuc hién truy van SQL trai phép, tir d6 truy
cap va thuc hién cac hanh vi trai phép.

- L6 hong dang bi khai thac trong méi truong
thuc té bai cac nhom tan cong.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
26026

9 CVE-2024-21793

- Piém CVSS: 7.5 (Cao)

- Anh huong: BIP-IP Next Central Manager
API.

- M0 ta: L6 hong cho phép ddi tugng tin cong
thuc thi ma tuy y.

- L6 héng dang bi khai thac trong méi truong
thuc té bai cac nhém tan cong.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
21793

10 CVE-2024-31497

- Biém CVSS: 5.9 (Trung binh)

- Anh huong: PUTTY

- M6 ta: L6 hong cho phép ddi tugng tin cong
truy cap va thuc hién cac hanh vi trai phép.

- L6 hong da c6 ma khai thac dang bi khai thac
trong moi truong thuc té bai cac nhém tin

https://nvd.nist.gov/vul
n/detail/CVE-2024-
31497
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

o ~ Biéu db thong Kké thiét bi theo cong dich vu
Tan cong DRDoS ohé bid

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDoS. Trong tuan c6 .
40.375 (ting so Vi tuan trudc 40.281) s
thiét bi c6 kha nang bi huy dong va tro e

thanh nguon tan cong DRDoS. Cac thiét
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

&&é&@’(“&“’@’(““

0

Tan cong Web

Trong tuan, c6 96 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Théng ké tin cong vao Viét Nam: 76 truong hop tan cdng la
trang/cong thong tin dién ti dao (PhIShIng) 20 truong hop tan cong
cia Viét Nam cai cim ma doc.
Caimi dge - 20

Lira dao (Phishing) 76 Darkmailer

Other

Cutwail

Stealrat

lotbotnet

Botnet Gamut

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

bia chi dwgrc str dung trong cac mang botnet

nhém doi tuong diéu khién thiét bi thuoc differentia.ru andall.servicesgl.info

c4c mang botnet dé thuc hién cac hanh disorderstatus.ru restless.su

vi trai phép nhu trién khai tan cong atomict.rivi_a.ru fa(.:ialwaxmaxfaxlax&com

DDoS, phét tin ma dgc, guri thu rac, truy AT B griefcube.cc

cap va danh ckp dit lieu trén thiét bi. hzmksreiuojy.ru db2017417b23.zapto.org

Trong tuan, ghi nhan 20 dja chi restlesz.su uyhgqungkxnx.pw
N C il - xjpakmdcfuge.biz focusdate.com

IP/domain thugc botnet c6 anh huong toi xjpakmdcfuge.in 2zbtj.Icrgk.com

nguoi dung Viet Nam. xjpakmdcfuge.ru zmtgozq.info
xjpakmdcfuge.com yjxvtkxjqvirdvbgh.org
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Tan cong lira dao nguoi ding Viét Nam

Trong tuan di c6 259 phan anh truong hop lira dao do ngudi dung Internet Viét Nam pha
anh vé Trung tdm Giam sat an toan khdng gian mang qubc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao cac to chuc, doanh nghiép, nha cung cap, dich vu 16n nhu: Cac mang xa hi, ngan
hang, thu di¢n tu,...

Duéi day 1a mot sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi chu
. - Website gia mao Cong ty Tai chinh
1 https://www[.]hdsaison-appl[.]cc TNHH HD SAISON
. Website gia maoCong ty Tai chinh
2 hdsaison-vn[.]Jcom TNHH HD SAISON
3 https://trungtam-dienmayxanh[.Jcom Website gia mao Bién may xanh
4 https://dienmayxanh542[.]Jcom Website gia mao Bién may xanh
S https://c[.Jvn-ebayn[.]vip Website gid mao san TMPT Ebay
6 https://ebayasean[.Jcom Website gia mao san TMDT Ebay
7 https://lazada[.]bbc6666[.Jcom Website gia mao san TMDT Lazada
8 Website gia mao Ngan Hang TMCP
http://vieetcombiank[.Jcom Ngoai thuong Viét Nam
9 https:/mbdkb[.Jcom Website gia maoANgaAlr_\ hang TMCP
Quan doi
10 Website gia mao Ngan hang TMCP
vib-mydiamon-khcn-uutien-vncl[.Jcom Quoc te Viét Nam
1 Website gia mao Ngan hang TMCP
khcn-my-diamon-han-muc-uu-tien[.Jcom Quoc te Viét Nam
o Website gia mao Ngan hang TMCP
12 http://vib[.]Jhanmucvn[.Jcom Quéc té Viet Nam
s Website gia mao Ngan hang TMCP
13 http://vib[.Jtanghanmuc-vn[.Jcom Quéc té Viet Nam
14 https://tpbank[.]Jchamsockhachhang- Website gia mao Ngan hang TMCP Tién
uudaitructuyen[.Jonline Phong
15 Website gia mao Ngan hang TMCP Tién
kh-cn-mrd-f5-tpbank[.Jcom Phong
16 http://mail[.]labtpb[.Jonline Website gid mao 'F}'r?;?ghang TMCP Ticn
17 Website gia mao Ngan hang TMCP Viét
https://miles-card-vpbank[.Jcom Nam Thinh Vugng
18 Website gia mao Ngan hang TMCP Viét
vpb[.]Jnanghanmucvisa-vn[.Jcom Nam Thinh Vugng
) . Website gia mao Ngan hang TMCP Viét
19 http://vpbl[.]tang-han-muc-the-visa-vn[.]Jcom Nam Thinh Vurong
https://vnsendo[.]info Website gia mao san TMDT Sendo
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




