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- Chién dich tn cong APT: Nhom tan cong ToddyCat sir dung cong cu nang
cao nham danh cip di liéu.

- Canh béo: L& hong trén plugin WP-Automatic bi khai thac dé tao tai khoan
Admin trén cac trang WordPress.
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*Chién dich tn cong APT: Nhom tAn cong ToddyCat sir
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Nhom tan cong ToddyCat da bi phét hién khi
ho sir dung mot loat céng cu dé xam nhap vao
moi trudong hé thong nguoi dung va danh cap di
liu quan trong. Cac co quan bao mat cho biét
rang nhém nay da st dung nhiéu cong cu khéc
nhau dé thu thap dix liéu quy mé 16n tir cac to
chac chinh phu va quéc phong ¢ khu vic Chau
A Thai Binh Duong.

Nhom ToddyCat duoc phat hién lan dau vao
thang 06/2022 khi ho tién hanh hang loat cudc
tan céng vao cac to chirc chinh phu va quan doi
& Chau Au va Chau A. Cudc tan cong bat dau tir
thang 12/2020 va tiép dién trong mot khoang thoi
gian dai. Trong chién dich nay, nhém ToddyCat
da st dung mét loai backdoor thu dong duoc goi
la Samurai, cho phép ho kiém soét tir xa cac hé
théng bi nhidm ma doc.

Sau khi phan tich ky vé hoat dong cua

nhom ToddyCat, da phat hién nhém nay su
dung mét s6 cdng cu nhu LoFiSe va Pcexter dé
trich xuat dir lieu va dua 1én Microsoft
OneDrive. Trong chién dich tin céng méi nhat,
ToddyCat da mé rong danh muc cong cu bang
cach thém vao phan mém thu thap di liéu théng
qua cac kénh tunnel. Thuong thi diéu nay xay
ra sau khi nhom nay d3 c6 quyén truy cip vao
cac tai khoan c6 dic quyén trén hé thdng. Cac
cong cu va ky thuat nay bao gom:

Reverse SSH tunnel st dung OpenSSH

SoftEther VPN, duogc dat lai tén file
thanh "boot.exe," "mstime.exe,"
"netscan.exe," and "kaspersky.exe"

Ngrok va Krong ding dé ma hoa va diéu
huéng luu luong cua C&C toi cong chi
dinh trén hé théng.

FRP client, mot reverse proxy toc do cao
duogc viét bang Golang

Cuthead, mot file thuc thi NET c6 muc
dich do tim van ban c6 dinh dang file
hodc tén file khop yéu cau dit ra; hoac
dwa trén thoi gian file nay duoc sira doi.

Nguon: https://thehackernews.com/2024/04/russian-hacker-group-toddycat-uses.html
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« WAExp, chuong trinh NET dung dé thu Mt s6 ToC dwoc ghi nhan:
thap dit liéu cua tng dung WhatsApp rdi 103.27.202[.185
Ivu lai thanh file nén.
, , 118.193.40[.]42
o TomBerBil dé trich xuat cookies va thong
Ha[.]Jbbmouseme[.Jcom

tin xac thyuc tu trinh duyét web Chrome,
Edge.

Nhom tan cong duy tri nhiéu két ndi dén cing
mot thiét bi bi nhiém ma doc, tat ca déu két ndi
dén ha ting C&C duoc diéu khién bai ddi twong.
Ho str dung cac c6ng cu khac nhau nhu bién phap
du phong dé ludn duy tri két ndi, trong truong
hop mot trong cdc tunnel nay bi phat hién va
ngung hoat dong.

Chuyén gia bao mat khuyén nghi rang nguoi
quan tri nén s dung tudong lira dé chan tai
nguyén va dia chi IP cua céc dich vu Cloud c6
kha nang tao tunnel luu lugng. Ngoai ra, nguoi
ding ciing nén tranh luu mat khau trén trinh
duyét web dé tang cuong an ninh cho ha tang caa
t6 chirc.

Ngudn: https:/thehackernews.com/2024/04/russian-hacker-group-toddycat-uses.html
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Canh bao: L5 hdng trén plugin WP-Automatic bi khai thac

dé tao tai khoan Admin trén céc trang WordPress.”

WORDPRESS HACKED

Mot s6 dbi tuong tin cong dang khai thac
mét 15 hong an toan thdng tin nghiém trong
nham vao plugin ValvePress Automatic trén
WordPress dé chiém quyén kiém soét céc
trang web. L& hong c6 ma CVE-2024-27956
Piém CVSS: 9.9 — Nghiém trong) gy anh
huong cho tat ca phién ban plugin cii hon
3.92.0. Hién 16 hong nay da duoc va trong
phién ban 3.92.1 cua plugin dugc phat hanh
vao 27/02/2024, tuy nhién, thong tin khong
duoc ghi lai trong noi dung ban va. Day 14 16i
SQL Injection cho phép ddi twong tan cong
chiém quyén kiém soat website bang cach tao
tai khoan c6 quyén han admin, tai Ién cac file
doc hai va c6 thé qua do6 toan quyén kiém
soat website.

L5 hong nay ton tai do co ché xéac thue ngudi
ding cua plugin c6 thé bi pha v& mot cach don
gian dé thuc thi c4c truy vin SQL 1én co so dit
liéu Iuu trir website bang cac yéu cau duoc nhap
Vao.

Trong cé&c cudc tin cong st dung 15 héng CVE-
2024-27956, d6i twong tan cong su dung 16 hong
nay dé thyuc hién cac hanh vi doc hai trén céc trang
web WordPress. Cac ddi tuong nay co thé thyuc
hién cac truy van trai phép trén co so dir liéu va
tao tai khoan admin trén céc trang WordPress. Ho
cling 6 thé cai dit cac plugin doc hai hoic chinh
stra ma ngudn dé gay hai cho trang web.

Mbt cach pho bién dé tranh bi phat hién 1a doi
tén cac tép tin bi anh hudong. Vi duy, tép tin
"/wp-content/plugins/wp-automatic/inc/csv.php"
c6 thé  dugc  d6i  tén  thanh
"/wp-content/plugins/wp-automatic/inc/csv65{82
ab408b3.php". Hanh dong nay ciing c6 thé duoc
thuc hién dé tranh sy can thiép tir cac ddi tuong
tan cong khac.

Ngudn: https://thehackernews.com/2024/04/hackers-exploiting-wp-automatic-plugin.html
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Canh bao: L3 hdng trén plugin WP-Automatic bi khai thac
dé tao tai khoan Admin trén cac trang WordPress.”

LS hong CVE-2024-27956 di duoc
WordPress cong bd chi tiét vao ngay
13/03/2024, va tir @6 da ghi nhan hon 5,5 triéu
lan thr tAn cong sir dung 15 hdng nay trong thuc
té. Viéc tiét 16 vé viec khai thac 16 hong nay dién
ra trong boi canh nhiéu 16 hong an toan thong
tin khac ciing da duoc céng bé chi tiét trén cac
plugin khac nhu Email Subcriber ctia lcegram
Express (CVE-2024-2876 — Biém CVSS: 9.8);
Forminator (CVE-2024-28890 — Piém CVSS:
9.8); va User Registration (CVE-2024-2417 —
Piém CVSS: 8.8), c6 kha ning bi loi dung dé
trich xuat dix liéu quan trong tir co sé dit liéu, tai
Ién cac file tu do, va cap quyén admin cho tai
khoan nguoi dung da dugc xac thuc.

pong thoi, 16 héng CVE-2024-32514
(Diém CVSS: 9.9) ciing duwgc cdng bd boi
WordPress. L& hong nay ton tai trén plugin
Poll Maker cho phép d6i twong tan cong véi
quyén truy cap subscriber hoic cao hon cé thé
tai I1én file tuy y vao may chu, qua do cho phép
dbi twong tan cong thuc thi ma tir xa. Hién 16
hong nay van chua duoc Va.

Nguon: https://thehackernews.com/2024/04/hackers-exploiting-wp-automatic-plugin.html
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*Canh bao: Chién dich tAn cong mang ArcaneDoor anh

hudng dén cac thiét bi mang Cisco.”

Exploiting

‘e

Chién dich tan céng mang ArcaneDoor
anh huong dén cac thiét bi mang Cisco. Khi
truy cap duoc vao cac thiét bi nay, d6i tuong
tan cong c6 thé diéu huéng lai hoic diéu
chinh luu lvgng mang, theo ddi lién lac trong
mang ludi va thuc hién hanh dong trai phép.

Trong thoi gian vira qua, dd cho thay su
gia ting cta cac chién dich tan céng nham
vao thiét bi mang trong linh vuc cung cip
dich vy vién théng va té chirc nang luong.
Vao dau nam 2024, trong mgt cudc diéu tra
phan tich da phat hién dugc mot nhom tan
cong mai hién dang duoc theo doi dudi tén
UAT4356 boi Talos va STORM-1849 bai
Microsoft Threat Intelligence Center.

Pugc biét UAT4356 d3 trién khai hai
backdoor trong chién dich 1an nay, cé tén “Line
Runner” va “Line Dance”, ca hai dugc s dung
dé thuc hién cac hanh vi doc hai 1én thiét bi bi
anh huong, bao gom: diéu chinh ciu hinh, do
tham, theo di/trich xuat luu luong mang va leo
thang dac quyen.

Thong qua qua trinh diéu tra phan tich, cac
nha phan tich thiy ring cidc nhém tin cong
thuong trién khai ma doc, thuc thi ma tir xa trén
thiét bi bi anh huong. Hai 16 hong bi khai thac
gom co:

e CVE-2024-20353 (Piém CVSS: 8.6 — Cao)
ton tai trén Cisco Adaptive Security
Appliance (ASA) Software va Cisco
Firepower Threat Defense (FTD) Software
cho phép dbi tuong tan cong thuc hién tan
cong tir chdi dich vu.

e CVE-2024-20359 (Piém CVSS: 6.0 -Trung
binh) ton tai trén Cisco Adaptive Security
Appliance (ASA) Software va Cisco
Firepower Threat Defense (FTD) Software
cho phép ddi tugng tan cdng thuc thi ma tay
y V&i dac quyén root.

Ngudn: https://blog.talosintelligence.com/arcanedoor-new-espionage-focused-campaign-found-targeting-

perimeter-network-devices/
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*Canh bao: Chién dich tAn cong mang ArcaneDoor anh

hudng dén cac thiét bi mang Cisco.”

Du6i diy 13 mét s6 IoC dwoc ghi nhan

192.36.57[]181

185.167.60[.]85

185.227.111[.]17

176.31.18[.]153
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45.86.163[.]224

172.105.94[.]93

213.156.138[.]77

89.44.198[.]189

45.77.52[]253

103.114.200[.]230

212.193.2[.]148

51.15.145[.]37

89.44.198[.]196

131.196.252[.]148

213.156.138[.]78

121.227.168[.]69

213.156.138[.]68

194.4.49[.16

185.244.210[.165

216.238.75[.]155

Ngudn: https://blog.talosintelligence.com/arcanedoor-new-espionage-focused-campaign-found-targeting-
perimeter-network-devices/
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\ Nguy co tan cong mang tir diém yéu,
qQ \ =
6 hong

Trong tuan, cac to chuc qubc té di cong
bd va cap nhat it nhat 529 16 hong, trong do
c6 160 15 hong muac Cao, 193 16 héng mic
Trung binh, 20 16 hong muc Thap va 156 15
hong chua danh gia. Trong d6 c6 it nhat 100
156 hong cho phép chén va thuc thi ma Iénh.

Ngoai ra, tuan hé thong ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

Trong d6, dang chii y ¢6 03 16 hong anh hudng téi cac san pham cua Cisco va CrushFTP, cu
thé nhu sau:

e CVE-2024-20359 (Piém CVSS: 6.0 — Trung binh): L6 hong an toan thdng tin ton tai trén
phan mém Cisco Adaptive Security Appliance (ASA) va Cisco Firepower Threat Defense
(FTD) cho phép di twong tan cong thyuc thi ma tly y véi dic quyén root. LS hong ton tai do
qué trinh xac thuec file sai cach khi file duoc doc tir b nhé flash cua hé théng. Déi tuong tan
cong c6 thé khai thac 16 hong nay bang cach copy file doc hai, duoc tao truéc vao disk0: cua
thiét bi. Qua d6 cho phép ddi twong thuc thi ma tly y ké ca sau khi thiét bi dugc khoi dong
lai. Hién 16 hong d3 c6 ma khai thac va dang bi khai thac trong thuc té.

e CVE-2024-20353 (Piém CVSS: 8.6 — Cao): Lb hong an toan thong tin ton tai trén phan
mém Cisco Adaptive Security Appliance (ASA) va Cisco Firepower Threat Defense (FTD)
cho phép ddi twong tan cong thuc hién tan cong tir chdi dich vu. LS hong ton tai do quy trinh
kiém tra 13i thiéu hoan thién khi thiét bi duyét mot HTTP header. Hién 16 hong d c6 ma
khai thac va dang bi khai thac trong thuc té.

e CVE-2024-4040 (Piém CVSS:10 — Nghiém treng): L3 hong chén template ton tai bén phia
may chu trén CrushFTP phién ban truéc 10.7.1 va 11.1.0 trén moi nén tang cho phép doi
tuong tan cong doc file tir filesystem nam ngoai VFS Sandbox, bo qua bién phép xac thuc
dé dat dugc quyén quan tri va thuc thi ma tir xa trén may cha. Hién 16 hong da c6 ma khai
thac va dang bi khai thac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT

M4 16i quéc té

M6 ta ngan

Ghi chu

CVE-2024-20359

- biém CVSS: 6.0 (Trung binh)

- Anh huong: Cisco Adaptive Security
Appliance (ASA), Cisco Firepower
Threat Defense (FTD)
- Mo ta: L& hong cho phép ddi tugng tan
cdng thuc thi ma tly y trén hé théng bi
anh hudng.

- L6 hong da c6 ma khai thac dang bi khai
thac trong méi truong thuc té boi céc
nhém tan cong.

https://nvd.nist.gov/vuln/detail/CV
E-2024-20359

CVE-2024-20353

- biém CVSS: 8.6 (Cao)

- Anh huong: Cisco Adaptive Security
Appliance (ASA), Cisco Firepower
Threat Defense (FTD)

- M0 ta: LS hong cho phép ddi tugng tan
cdng thuc hién tin cong tir chéi dich vu.

- L hong da c6 ma khai thac va dang bi
khai thac trong mdi truong thuc té boi cac
nhém tn cong.

https://nvd.nist.gov/vuln/detail/CV
E-2024-20353

CVE-2024-4040

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: CrushFTP

- M0 ta: L hong cho phép dbi twong tin
cong thuc thi ma tur xa.

- L hdng da co6 ma khai thac va dang bi
khai thac trong méi trudng thuc té bai cac
nhom tn cong.

https://nvd.nist.gov/vuln/detail/CV
E-2024-4040

CVE-2024-21345

- Piém CVSS: 8.8 (Cao)

- Anh huéng: Windows Server 2022

- M0 ta: L hong cho phép ddi tugng tan
cong leo thang dic quyeén.

- L6 hong da c6 ma khai thac va dang bi
khai thac trong méi truong thuc té boi céc
nhém tin cong.

https://nvd.nist.gov/vuln/detail/CV
E-2024-21345

CVE-2024-21111

- biém CVSS: 7.8 (Cao)

- Anh huéng: Oracle VM VirtualBox
- M@ ta: L& hong cho phép dbi tugng tan
cbng truy cap va thyc thi cic hanh vi tréi
phép.

- Ld hong dang bi khai thac trong mai
truong thuc té boi cac nhom tan cong.

https://nvd.nist.gov/vuln/detail/CV
E-2024-21111




TOP 10 lo hong dang chu y trong tuan

TT Ma 18i quéc té M6 ta ngan Ghi chu

- biém CVSS: 9.8 (Nghiém trong)
- Anh huong: Fortinet FortiOS,

FortiProxy
- M0 ta: L hong cho phép d6i tugng tan | https:/nvd.nist.gov/vuln/detail/CV
0 CVE-2024-21762 cong thyc thi ma tur xa. E-2024-21762

- L hong da c6 ma khai thac va dang bi
khai thac trong méi truong thuc té boi cac
nhém tan cong.

- biém CVSS: 7.8 (Cao)

- Anh huong: Windows

- M@ ta: LS hong cho phép dbi tugng tan
7 CVE-2024-26218 cong leo thang dac quyeén.

- L hdng da c6 ma khai thac va dang bi
khai thac trong mdi truong thuc té boi cac
nhém tan cong.

- Piém CVSS: 10.0 (Nghiém trong)
- Anh huong: Tukaani XZ

- M@ ta: LS hong cho phép dbi tugng tan | https:/nvd.nist.gov/vuln/detail/CV
codng truy cap va thuc hién cac hanh vi E-2024-3094
trai phép.

https://nvd.nist.gov/vuln/detail/CV
E-2024-26218

8 CVE-2024-3094

- L hong da c6 ma khai thac va dang bi
khai thac trong thyc té.

- Biém CVSS: 9.9 (Nghiém trong)
- Anh huong: ValvePress Automatic
plugin trén WordPress. https://nvd.nist.gov/vuln/detail/CV

- MO ta: LS hong cho phép dbi twong tan E-2024-27956
cdng thuc hién tan cong SQL Injection.

9 CVE-2024-27956

- LG hong dang bi khai théc trong moi
truong thyc té bai cdc nhdm tan cong.

- Biém CVSS: 10 (Nghiém trong)

- Anh huéng: Palo Alto Networks PAN-
oS

- M6 ta: Lb hong cho phép dbi tugng thuc | https:/nvd.nist.gov/vuln/detail/CV
thi ma tir xa. E-2024-3400

- L hdng da co ma khai thac va dang bi
khai thac trong trong thuc té boi cac
nhém tan cong.

10 CVE-2024-3400
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Thong ké nguy co, cac cudc tan cong mang vao

Viét Nam

Tan cong DRDoS

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
40.172 (giam so Véi tuan trudc 40.763)
thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Thing ké tin céng vio
trang/cong thong tin dién ti
cua Viét Nam

Cai mi ddc -40

Lita dio (Phishing) 117

Botnet

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép
nhom db6i twong diéu khién thiét bi thugc
c4c mang botnet dé thuc hién cac hanh
vi trai phép nhu trién khai tin cong
DDoS, phét tin ma dgc, guri thu rac, truy
cap va danh cap dir liéu trén thiét bi.
Trong tuin, ghi nhan 20 dia chi
IP/domain thugc botnet c6 anh huong toi
nguoi dung Viét Nam.

35000
30000
215000
20000
15000
10000
5000
[

Biéu d théng ké thiét bi theo céng dich vu
pho bien
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Tan cong Web

Trong tuan, c6 157 trudng hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 117 truong hop tin cong lra
dao (Phlshmg) 40 treong hop tan cong
cai cam ma doc.

Darkmailer

Cutwail

lotbotnet

Stealrat

Dia chi dwgrc str dung trong cac mang botnet

Other

Gamut

Avalanche

differentia.ru

restless.su

disorderstatus.ru

andall.servicesql.info

atomictrivia.ru

imageshells.com

amnsreiuojy.ru

facialwaxmaxfaxlax3.com

restlesz.su

db2017417b23.zapto.org

hzmksreiuojy.ru

uyhgqungkxnx.pw

xjpakmdcfuge.com

mildwave.com

xjpakmdcfuge.biz

focusdate.com

Xjpakmdcfuge.ru

www.csbtd.com

xjpakmdcfuge.in

wwgfyvvdtmeg.pw
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Tan cong hira ddao nguoi ding Viét Nam

Trong tuan di c6 293 phan anh truong hop lira dao do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khdng gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao céc t6 chuc, doanh nghiép, nha cung cip, dich vu 16n nhu: Cac mang xa hoi, ngan
hang, thu dién tu,...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi cha
. . Website gia mao Cong ty Tai chinh
1 https://homecreditvn[.]net TNHH MTV Home Credit Viét Nam
2 http://dichvucong[.]Jhhghv.com/ Website gia maoGII?;ch vu cong Quoc
3 https://dichvucong[.]hhlpa.com/ Website gid maoG[?;ch vu cong Quac
4 https://dienmayxanh542[.]Jcom Website gia mao Bién may xanh
5 https://dich-vu-dien-mayxanh[.Jcom Website gia mao Bién may xanh
6 https://lazd8[.Jcom Website gia mao san TMDT Lazada
7 https://finacehoisomb[.Jcom Website gia maoﬂNgaAlr_l hang TMCP
Quan doi
8 https://mbdkb[.Jcom Website gia maoANgaAlr) hang TMCP
Quan doi
9 https://khoi-khach-hang-ca-nhan-vni- Website gia mao Ngan hang TMCP
diamon[.Jcom Quoc té Viét Nam
o } Website gia mao Ngan hang TMCP
10 http://vib.tanghanmuc-vn[.Jcom Quéc té Viet Nam
e Website gia mao Ngan hang TMCP
11 http://vib.hanmucvn[.]Jcom Quéc té Viet Nam
12 http://mail.labtpb[ Jonline Website giz mao g‘r?:r:‘ghang TMCP Tién
13 https://canhantpb[.]Jcom Website gia mao PNhg:r:\ghang TMCP Tién
. - Website gia mao Ngan hang TMCP Viét
14 https://vpb.tanghanmucvisa-vn[.Jcom Nam Thinh Virong
_ bt b en Website gia mao Ngan hang TMCP Viét
15 http://vpb.tang-han-muc-the-visa-vn[.Jcom Nam Thinh Virong
16 https://shinhan.chamsocthekhachhang- Website gia mao Ngan hang TNHH
thang4][.Jonline MTYV Shinhan Viét Nam
https://vnsendo[.]shop/ Website gia mao san TMDT Sendo
https://investshopeemall[.]net/ Website gia mao san TMDT Shopee
https://sp56788[.]Jcom/ Website gia mao san TMDT Shopee
https://tdkd08][.]Jcom/ Website gia mao san TMDPT Tiki




NCSCX

National Cyber Security Center

Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Bbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguwoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




