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Tin tiec An toan thong tin

*Chién dich tan cong APT: Nhom tén cong FIN7 sir dung
mi dc backdoor Carbanak dé tan cong nganh cong nghiép 6
~ . ~ 1?

to tar My.

Nhom tan cong FIN7, ndi tiéng véi cac chién
dich spear-phishing, dd nham vao nganh cdng
nghiép 6 t6 & My dé phat tan ma doc Carbanak
(hay Anunak). DPé thyc hién diéu nay, FIN7 xac
dinh tap trung vao cac nhan vién trong don vi IT
c6 quyén han cao rdi st dung mot cong cu quét
IP mién phi nhu mét chiéu tro dé lira d4o va trién
khai ma doc Anunak.Qua d6, FIN7 co thé phat
tan ma doc vao céc thiét bi str dung céc tép thuc
thi, script va thu vién da dwoc chuan bj trudc.

Nhoém FIN7 con duoc biét dén vai cic céi tén
nhu Carbon Spider, Elbrus, Gold Niagara,
ITG14, va Sangria Tempest. Ttr nam 2012, nhom
nay di lién tuc tn cong véi dong co tai chinh vao
nhiéu linh vuc va nganh nghé khac nhau, dic biét
|2 hé thong thanh toan PoS dé phat tan ma doc va
danh cap dir liéu.

Trong nhitng nim gan day, nhém dbi twong
da chuyén sang thyc hién céc chién dich tan
cong ransomware dé lay nhiém Black Basta,
ClOp, DarkSide, va REvil. Hai thanh vién
ngudi Ukraine caa nhom hién da bi két &n tai
M.

Mot chién dich méi da duoc phat hién vao
cudi nam 2023, bat dau tr mot email spear-
phishing voi duong dan doc hai gia mao trang
web cia mot cong cu quét IP tién tién. Duong
dan nay hudng nguoi dung dén mot thu myc
Dropbox do nhém tan cong quan ly, véi muc
tiéu ltra dao ho tai xudng mot file thuc thi doc
hai c0 tén 1a WsTaskLoad.exe. File nay tiép tuc
thuc hién mot chudi cac bude dé trién khai ma
doc Carbanak. Hon nita, file ciing duoc thiét ké
dé¢ tai vé cac payload khac nhu
POWERTRASH va thiét 1ap OpenSSH dé duy
tri mot két ndi tir xa.

Ngudn: https://thehackernews.com/2024/04/fin7-cybercrime-group-targeting-us-auto.html
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Hién van chua r liéu chién dich nay da st Dué6i day 1a mét s6 10C dwoc ghi nhan
dung ma doc ransomware hay khéng, do cac hé _
théng bl tac d@l’lg da duoc phé.t hlén va IOaI bo advanced_lp_ myscannappo[_]info
sccanner[.]Jcom

kip thoi. DU chi c6 mot s6 lwong han ché trong
nganh cong nghiép 6 t6 & My bi anh hudng, cac
co quan bao mat da nhan dién mot s6 tén mién myipscanner[.Jcom | myscannappo[.Jonline
doc hai giong vai tén mién trong chién dich nay.
Pay 1a dau hiéu cho thiy c6 kha ning nhom APT
FIN7 dang chuén bi mot chién dich quy mo Ion theipscanner[.Jeom | 181[.]215.69[.]24
hon.

ipscanneronline[.Jcom| 166[.]1.160[.]118

ipscannershop[.Jcom | 185[.]39.204[.]179

myscannappo[.Jcom | 109[.]107.171].]62

38[.]180.1[.]17

Ngudn: https:/thehackernews.com/2024/04/fin7-cybercrime-group-targeting-us-auto.html
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*Canh bao: Khai thac 15 hong an toan thong tin nghiém
trong trén Atlassian dé phat tan ma dgc Ransomware

Cerber.”

ATLASSIAN

& Confluence

Céac nhom tan cong dang khai thac may chu
Atlassian khong du bao mat dé trién khai bién thé
Linux cua ma doc Ransomware Cerber
(C3RB3R). Viéc khai thac 15 héng CVE-2023-
22518 (diém CVSS: 9.1) c6 mirc d6 anh huéng
nghiém trong trén “Atlassian Confluence Data
Center and Server”. L3 hong nay cho phép ddi
tuong tan cong dit lai ciu hinh Confluence va
tao tai khoan quan tri. Két qua 13, ddi twong tan
cong chiém quyén kiém soat hé thdng bi lay
nhiém, gay anh huong téi tinh bi mat, toan ven
va san co cua dich vu.

Di c6 thong tin cho biét rang cac nhom tan
cong c6 dong co tai chinh da khai thac 16 hong
nay dé cai dat plugin webshell Effulence. Plugin
nay cho phép thuc thi cau lénh tly y va tai xudng
payload Cerber. Do ung dung Confluence mac
dinh thyuc thi dudi tai khoan “confluence” (co6
quyén han thip) nén ddi tugng chi c6 thé mé hoa
cac file s¢ hiru bai tai khoan nay.

Viéc khai théc 16 hong CVE-2023-22518 dé phét tan
ma doc Cerber da dugc canh bao tir thang 11/2023.
Payload chinh cua ma doc sur dung ngbn ngir C++ lam
loader cho cac ma doc C++ bd tro, sau do tu x6a khoi
thiét bi. Payload ciing bao gdm “agttydck.bat”, duoc
thue thi dé tai xudng bo ma héa ciing tén. Ham agttydck
c6 chirc nang kiém tra quyén han cho ma doc trugc khi
ghi vao file /tmp/ck.log.

Mai doc nay sir dung payload viét bang C++ dé ra
soat thu muc géc va ma hda dit lidu thanh dinh
dang .LOCK3D. Pong thoi, né tao mot note trén mai
thu muc bj md héa. Bidu dic biét Ia trong chién dich
nay, phan 16n ma doc da chuyén sang sir dung ngon
ngit lap trinh da nén tang nhu Golang va Rust, nhung
ma doc nay van duy tri viéc sir dung C++.

Trong bi canh nay, cac ching ma doc ransomware
nhu Evil Ant, HelloFire, LOOKUPRU, Muliaka,
Napoli, Red CryptoApp, Risen, va SEXi da dugc phéat
hién trén may cha Windows va VMware ESXi.

Ngoai ra, cac nhom tan cong Ransomware ciing sir
dung ma ngudn cua ransomware LockBit dé tao bién
thé nhu Lambda (hodc Synapse), Mordor, va Zgut.
Phan tich cho thiy, file builder cua LockBit 3.0 bi 16
lot, tiét 16 ddc diém “don gian téi mic bao dong”, cho
phép tao bién thé mai va bd sung chire nang phic tap
cho ma doc.

Ngudn: https://thehackernews.com/2024/04/critical-atlassian-flaw-exploited-to.html
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\ Nguy co tan cong mang tir diém yéu,
qQ =
6 hong

Trong tuan, cac to chuc qubc té di cong
b va cap nhat it nhat 1.013 16 hong, trong d
c6 220 15 hong muac Cao, 370 16 hdng mic
Trung binh, 32 16 hong muc Thap va 391 15
hong chua danh gia. Trong d6 c6 it nhat 165
16 hong cho phép chén va thyc thi ma Iénh.

Ngoai ra, tuan hé théng ky thuat cua
NCSC ciing da ghi nhan TOP 10 15 héng dang o AN ‘_Kn :
cha y, 1a nhitng 16 hong c6 mic d6 nghiém Microso ﬁécuﬁlty Patch
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

T,

Trong d6, dang cha y ¢6 03 16 hong anh huong téi cac san pham caa NorthStar C2,
Microsoft, giao thirc UDP, cu thé nhu sau:

e CVE-2024-28741 (Piém CVSS - Chwa xac dinh): La 15 hong XSS ton tai trén
EginDemirbilek NorthStar C2 v1 cho phép ddi twong tan cdng thuc thi cau Iénh tly y trén
thanh phan “login.php” cta san pham. Hién 15 hong vin dang trong giai doan phan tich va
c6 diém SVRS (SOCRadar Vulnerability Risk Score) 1a 30, cho thdy n6 ¢6 méi de doa muc
do6 trung binh. Hién 15 hong di c6 ma khai thac va dang dugc khai thac trong thuc té.

e CVE-2024-21412 (Piém CVSS: 8.1 — Cao): L6 hong ton tai trén Internet Shortcut Files cia
Microsoft cho phép ddi tuong tin cong vuot qua bién phap bao mat, qua do6 thuc thi ma tuy
y trén thiét bi nguoi dung. Hién 16 hong da co6 ma khai thac va dang bi khai thac trong thyc
té boi cac nhom APT nhu Evilnum, TA428, lockbit,...

e CVE-2024-2169 (Piém CVSS - Chuwa xac dinh): L3 hong gy anh hudng téi giao thuc
UDP trén cac dich vu tang tng dung, khién cho san pham bi chiju anh huéng cua tan cong
Network Loops. Di twgng tin cdng c6 thé khai thac 16 hong dé thuc hién tan cong tir chdi
dich vy hoic gy anh huong toi tai nguyén may chi. Hién 16 hong da c6 ma khai thac va
dang bi khai tac trong thyc té.




TOP 10 lo hong dang chu y trong tuan

TT M3 16i quéc té M6 ta ngan Ghi chu

- Diém CVSS: Chua xéc dinh
- Anh huéng: EginDemirbilek NorthStar

C2
i ) - Mb ta: L3 héng cho phép dbi tuong tin | https://nvd.nist.gov/vuln/detail/C
1 CVE-2024-28741 codng thuc thi ma tur xa. VE-2024-28741

- L& hong da c6 ma khai thac va dang bi
khai thac trong méi truong thuc té boi cac
nhém tan cong.

- biém CVSS: 8.1 (Cao)

- Anh huéng: Microsoft Windows 10,
Windows 11, Windows Server 2022
2 CVE-2024-21412 - M6 ta: L& hong cho phép dbi tuong vuot
gua bién phéap bao mat

- L& hong dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

- Piém CVSS: Chua xac dinh

- Anh huong: Giao thac UDP
- M6 ta: L6 hong cho phép d6i tuong thyc | https://nvd.nist.gov/vuln/detail/C
hién tan cong tir chéi dich vu. VE-2024-2169

- L& hong dang bi khai thac trong moi
truong thuc té boi cac nhém tan cong.

- biém CVSS: 6.0 (Trung binh)

- Anh huong: Cisco Adaptive Security
Appliance (ASA), Cisco Firepower

https://nvd.nist.gov/vuln/detail/C
VE-2024-21412

3 CVE-2024-2169

Threat Defense (FTD)
i ) - Mé ta: L hdng cho phép dbi tugng tan | https://nvd.nist.gov/vuln/detail/C
4 CVE-2024-20359 cong thuc thi ma tiy y trén hé théng bi VE-2024-20359
anh hudng

- L& hong da c6 ma khai thac dang bi khai
thac trong moi trudng thuc té bai cac
nhém tan cong.

- Piém CVSS: 7.8 (Cao)

- Anh huong: Oracle VM VirtualBox
- M0 ta: LS hdng cho phép dbi tugng tan
5 CVE-2024-21111 cbng truy cap va thyc thi cac hanh vi tréi
phép.

- L& héng dang bi khai thac trong moi
truong thuc té bai cac nhom tan cong.

https://nvd.nist.gov/vuln/detail/C
VE-2024-21111
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TT

M3 16i quéc té

M6 ta ngan

Ghi chu

CVE-2024-3400

- biém CVSS: 10 (Nghiém trong)

- Anh huong: Palo Alto Networks PAN-
oS

- M@ ta: L6 hong cho phép dbi tuong thuc
thi ma tir xa.

- Lb héng da c6 ma khai thac va dang bi
khai théc trong trong thuc té bai céc
nhém tan cong.

https://nvd.nist.gov/vuln/detail/C
VE-2024-3400

CVE-2024-4040

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: CrushFTP

- M@ ta: L6 hong cho phép dbi turgng tan
codng thuc thi ma tir xa.

- L4 hong da c6 ma khai thac va dang bi
khai thac trong méi truong thuc té boi
cac nhom tan cong.

https://nvd.nist.gov/vuln/detail/C
VE-2024-4040

CVE-2024-21338

- Biém CVSS: 7.8 (Cao)

- Anh huong: Windows 10, Windows
Server 2022

- M@ ta: L6 hong cho phép dbi turgng tan
cong leo thang dac quyén

- L4 hong da c6 ma khai thac va dang bi
khai thac trong méi truong thuc té boi
cac nhom tan cong.

https://nvd.nist.gov/vuln/detail/C
VE-2024-21338

CVE-2024-3094

- Piém CVSS: 10.0 (Nghiém trong)
- Anh huong: Tukaani XZ

- M@ ta: L6 hdng cho phép ddi tugng tan
cong truy cap va thuc hién cac hanh vi
trai phép.

- L6 hong da c6 ma khai thac va dang bi
khai thac trong thuc té.

https://nvd.nist.gov/vuln/detail/CV
E-2024-3094

10

CVE-2024-27198

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: JetBrains TeamCity

- M@ ta: LS hdng cho phép dbi tugng tan
cbng bo qua xac thuc va thuc hién cac
tac vu quan tri tréi phép.

- L4 hong dd c6 ma khai thac va
dang bi khai thac trong thyc té boi
nhém tin cdng Kimsuky.

https://nvd.nist.gov/vuln/detail/C
VE-2024-27198




Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Tan cong DRDoS
Biéu d6 thong ké thiét bi theo céng dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu pRopIE:
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6

40.763 (giam so V4i tuan trudc 44.886) o
thiét bi c6 kha ning bi huy dong va tro <
thanh nguon tan cdng DRDoS. Céc thiét oo

5000 123

bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

0
R s
\'P& \"@) \GQ’ \'\9& \";& \*‘5 ‘@&} ~,\W>\

Tan cong Web

Trong tuan, c6 83 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Théne Kt thn cine v Viét Nam: 50 truong hop tan cong hra
ong ke tin cong vio , L . P
trang/cong thong tin dién tir dao (!:’hIShIng), 33 truong hop tan cong
ciia Viét Nam cai cam ma doc.
Cii mi dge _

Lira dao (Phishing) a0 Darkmailer

Cutwail

Other

lotbotnet

Stealrat

Botnet Gamut

Trén thé gioi c6 nhiéu dia chi IP/domain
doc hai dugc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Dia chi dwgrc str dung trong cac mang botnet

nhom ddi twong diéu khién thiét bi thuoc 184.105.192.2 differentia.ru
c4c mang botnet dé thuc hién cac hanh 216.218.185.162 disorderstatus.ru
vi trai phép nhu trién khai tin cong 216.218.135.114 atomictrivia.ru
DDoS, phat tan mé doc, giri thu réc, truy %fiigfgéfgo ?gtr;zg';giy-fu
ap va danh cip dir ligu trén thiét bi. 25230 o
?I'?'I(;n\g/]a ?jén cz[;)]idu;’]h;u 28 diae cbh1 64.71.166.50 h_zmksre|u01y.ru_
] o : . 45.77.249.79 xjpakmdcfuge.biz
IP/domain thU(}C botnet c6 anh huéng tol 184.105.76.250 xjpakmdcfuqe.in
nguoi dung Viet Nam. 64.71.188.178 xjpakmdcfuge.ru
restless.su xjpakmdcfuge.com
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Tan cong hira dao nguoi ding Viét Nam

Trong tuan di c6 286 phan anh truong hop lira dao do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khdng gian mang qudc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao céc t6 chuc, doanh nghiép, nha cung cip, dich vu 16n nhu: Cac mang xa hoi, ngan

hang, thu dién tu,...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
o Website gia mao Bo Thong tin va
1 https://vietgcv[.]cc Truyén thong
) . Website gia mao Cong ty Tai chinh
2 https://hdtinchap[.]Jcom TNHH HD SAISON ’
3 https://dichvucong[.]dancuso[.Jcom Website gia maoG[?;ch vu cong Quoc
4 http://dichvucong[.]hhlpa[.Jcom Website gia maoGDi;ch vu cong Quoc
5 https://lotttemart[.]store Website gia mao LOTTE
6 https://clzI[.]pro Website gia mao MoMo
_ Website gia mao Ngan hang Phat trién
7 https://vdbank[.Jcom[.]Jvn Viét Nam
, . Website gia mao Ngan Hang TMCP
8 https://sotuyenvcb[.]Jvietcombanker[.Jcom Ngoai thurong Viét Nam
_ . Website gia mao Ngan hang TMCP Phat
9 https://nganhangsaison[.]Jorg/ trién Thanh phé Ho Chi Minh
. Ao i N Website gia mao Ngan hang TMCP
10 https://nang-han-muc-vcs1-khcn-vib[.Jcom Quéc té Vit Nam
o . Website gia mao Ngan hang TMCP
11 http://vipcard-vib[.Jcom/ Quéc té Viét Nam
12 https://tpbank][.]Jchamsocthekhachang-truc- Website gia mao Ngan hang TMCP Tién
tuyen[.Jcom/ Phong
13 https://shinhan[.Jchamsoccanhankhachhangthe- Website gia mao Ngan hang TNHH
tructuyen[.Jonline MTYV Shinhan Viét Nam
) . Website gia mao Ngan hang TNHH
14 https://canhanshinhan[.]Jcom MTV Shinhan Viét Nam
15 https://wwwl[.]Jvnambzuon36sc[.]vip/ Website gia mao san TMDT Amazon
16 http://sp6788[.Jcom Website gia mao san TMBDT Shopee
17 https://vn68822s[.]Jcom/ Website gia mao san TMDT Shopee
18 https://sp77888[.]Jcom/ Website gia mao san TMDT Shopee
19 https://tdkd07[.Jcom Website gia mao san TMBDT Tiki
20 https://vn147258p[.]Jcom Website gia mao san TMDTAmazon
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. Bdi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhét cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y céac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao théng ké tai muc TAn cong lira ddo nguoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu cta t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




