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1. Tin tac An toan thoéng tin

- Chién dich tan cong APT: Nném APT MuddyWater cua Iran sir dung cong
cu C&C DarkBeatC2 trong chién dich tin cong mai nhat.

- Canh béao: Palo Alto Networks phat hanh ban véa khan cap cho 16 hong
nghiém trong dang bi khai thac trén PAN-OS.

2. Piém yéu, 16 hong .

- TOP 10 156 hong dang chu ¥ trong tuan.

3. S6 liéu, thong ké

- Tan c6ng DRDoS

- Tan céng Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira ddo nguoi dung Viét Nam: 59 truong hop hra dao do nguoi
dung Internet Viét Nam thdng bao.

4. Tai liéu luu triv
Chuyén muc Canh béo tuin tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tAn cong: Nhém APT MuddyWater cia Iran sir
dung céng cu C&C DarkBeatC2 trong chién dich tan cong

méi nhat.”

Mot nhém APT lién quan tgi chinh phu Iran
c6 tén MuddyWater, da dugc biét dén véi nhiéu
biét danh khac nhau nhu Boggy Serpens, Mango
Sandstorm va TA450. Nhém MuddyWater d3 bat
dau hoat dong ké tir nim 2017 va thuc hién nhiéu
chién dich st dung hinh thic tin céng spear-
phishing dé trién khai giai phap Gidm sat va
Quan ly tr xa (Remote Monitoring and
Management — RMM) hop phép [én cac thiét bi
muc tiéu.

Gan day, nhém MuddyWater da sir dung mot
ha ting C&C méi goi 1a DarkBeatC2, day 1a cong
cu méi nhat trong danh sach cac cong cu tan cong
trudc dé6 cua nhom nay nhu SimpleHarm,
MuddyC3, PhonyC2 va MuddyC2Go.

Nhom MuddyWater khai dong chién dich
tan cdng méi nhat bang viéc giri di cac email
lra dao spear-phishing tir tai khoan bi chiém
dung, trong d6 c6 chua duong dan hoic file
dinh kém doc hai duoc luu trir trén dich vu nhu
Egnyte dé trién khai phan mém Atera Agent.

Mot trong sé cac dau hiéu caa duong dan
doc hai la "kinneretacil.egnyte[.Jcom”, vdi
subdomain "kinneretacil" thuoc
"kinneret.ac.il”, mot vién gido duc tai Israel
ting bi tn cdng trong mét chién dich tin cong
chudi cung tng béi nhom Lord Nemesis. Lord
Nemesis bi nghi ngo 1a mét chién dich gia mao
cac nha hoat dong chinh tri nhiam vao Israel, c6
lien két véi Najee Technology, mét nhém con
cua Mint Sandstorm - mot nhém APT duoc cho
13 ¢6 lién quan dén Iran.

Mang ludi quan hé caa MuddyWater cho
thay kha nang nhom nay sir dung tai khoan
email cua Kinneret dé phat tan cac duong dan,
qua d6 tao ra vo boc dang tin cay dé lra nguoi
ding bam vao duwong dan hoic tap tin dinh
kem.

Ngudn: https:/thehackernews.com/2024/04/iranian-muddywater-hackers-adopt-new-c2.html
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Tin tiec An toan thong tin

*Chién dich tAn cong: Nhém APT MuddyWater cida Iran sir
dung céng cu C&C DarkBeatC2 trong chién dich tan cong

méi nhat.”’

Dang cha ¥, chién dich tan cong dya vao viéc
st dung cac dia chi IP/domain dugc két hop véi
tén goi ctia DarkBeatC2 dé quan ly cé4c thiét bi bi
anh huong. Théng qua lénh PowerShell, ké tan
cong c6 thé thiét lap két ndi véi may chiu C&C
sau khi xam nhap vao thiét bi. Theo diéu tra phan
tich, nhom nay da si dung chuc nang
AutodialDLL trong Windows Registry dé side-
load DLL doc hai va két ndi véi may cha C&C.
Dé duy tri két ndi, nhém tan cong da 1én lich cac
tac vu dé thuc thi ma PowerShell. Ma nay duogc
st dung dé khai thac khoa registry AutodialDLL,
tr d6 tai va trién khai DLL doc hai cho
framework C&C.

MuddyWater st dung mot sb ki thuat khéc
nhau dé thiét 1ap két néi voi may chu C&C. Pau
tién 1a viéc str dung payload giai doan dau duogc
phat tan qua email lira d4o. Tiép theo 1 khai thac
DLL side-loading dé thwc thi cac thu vién doc
hai. Khi tan c6ng thanh cdng, cac thiét bi bi anh
huong sé nhan dugc mot 1énh PowerShell, cé
chtrc nang tai thém hai script PowerShell tir cung
mot may chu.

Mot trong hai script duoc tao ra dé doc noi
dung tur file "C:\ProgramData\SyslInt.log"
va gri thong tin d6 dén may chi C&C thong
qua phuong thitc HTTP POST. Script con
lai dugc st dung dé kiém tra dinh ky cac
may chi C&C dé tai vé payload va ghi lai
két qua vao "SysInt.log". Tuy nhién, ban
chat ctia cac payload nay van chua duoc xac
dinh 10 rang.

Can luu ¥ rang framework DarkBeatC2 van
st dung PowerShell nhu 1a phuong tién
chinh dé lay nhiém, twong ty nhu céc
framework C&C  trugc do6 cua
MuddyWater.

Du6i day 1a mdt s6 IoC dugc ghi nhan:

185.236.234[.]161 | 91.225.218[.]210
185.216.13[.]242 | 95.164.38[.]68
45.66.249[.]226 | 45.140.147[.]81
137.74.131[]19 | 80.71.157[.]130
164.132.237[.]68 | 103.35.190[.]203
95.164.61[.]64 | 95.164.46[.]253
95.164.46[.]154 | 0

Ngudn: https://thehackernews.com/2024/04/iranian-muddywater-hackers-adopt-new-c2.html
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““Canh bao: Palo Alto Networks phat hanh ban va khan cap

cho 16 héng nghiém trong dang bi khai thac trén PAN-0S.”

paloalto

NETWORKS

Palo Alto Networks da phat hanh ban va
cho 16 hong nghiém trong anh hudng toi
PAN-OS hién dang bi khai thac trén moi
treong khong gian mang.

L3 héng CVE-2024-3400 (biém CVSS:
10.0) 1a 15 héng an toan théng tin nghiém
trong ton tai trén chuc ning GlobalProtect
cho phép ddi tugng tan cong thuc thi ma tiy
y tir Xa v&i quyén root trén thiét bi tuong lira
st dung PAN-OS.

Ban va da duoc phat hanh cho cac phién
ban:

PAN-OS 10.2.9-h1

PAN-OS 11.0.4-h1

PAN-OS 11.1.2-h3

L5 hong nay chi anh huong dén céc thiét
bi tuong Itra st dung PAN-OS 10.2, 11.0 va
11.1, c6 cau hinh gateway GlobalProtect
hoac cong GlobalProtect (hoic ca hai), va voi
chirc nang telemetry duoc Kich hoat

Thiét bj tuong ltra Cloud NGFW khéng gap van
dé nay. Chi céc phién ban cu thé caa PAN-OS va
cau hinh chirc nang dic thu trén tudng lra may ao
do nguoi ding trién khai va quan ly trén hé thong
Cloud maéi bi anh hudng.

Hién chua c6 thong tin rd vé ddi tuong ding sau
viéc khai théc 16 hdng nay, tuy nhién, Unit 42 cua
Palo Alto Networks dang theo ddi cac hoat dong
cia dbdi twong nay dudi tén goi Operation
MidnightEclipse.

Volexity, mot co quan bao mat khac, da gan
hoat dong cua d6i twong vao cum UTA0218 va
thong bao rang 16 hong CVE-2024-3400 di bi khai
thac ké tir ngay 26/03/2024 dé phat tan ma doc
backdoor Python c6 tén UPSTYLE tai tuong lia,
qua d6 cho phép ddi tugng thyuc thi ma tir xa.

Hién tai, mirc d6 anh huong cua viéc khai thac
15 hong van chua duoc x4c dinh rd. Tuy nhién, da
c6 dau hiéu cho thay d6i trong tan cong dang thim
dod thdng tin va mé rong chién dich dé nham vao
cac hé thong khéc

Trong bao cdo, UTA0218 di thuc hién mot sb
hoat dong sau: chay mot phan mém doc hai dé lay
diéu khién tir xa (reverse shells), thu thap thong tin
cau hinh cua hé diéu hanh PAN-OS, x6a cac file
ghi log, va trién khai cong cu tunneling GOST (GO
Simple Tunnel). Ngoai ra, chua c6 ghi nhan nao vé
viéc trién khai thém ma doc hay thuc hién k¥ thuat
duy tri két ndi trén hé thdng mang cta ngudi dung

Ngudn: https://thehackernews.com/2024/04/palo-alto-networks-releases-urgent.htm
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q \ Nguy co tan cong mang tir diém yeéu,

16 hong

Trong tuan hé théng k¥ thuat cia NCSC
da ghi nhan TOP 10 I5 hong dang cha ¥, 13
nhitng 16 hong ¢6 mic d6 nghiém trong cao
hoac dang bi khai thac trong moi truong thuc
té bai cac nhom tan cong.

Trong d6, ndi bat c6 03 16 hdng anh
huéng toi cac san pham cua Microsoft,
Adobe va Palo Alto Networks, cu thé nhu
sau:

CVE-2024-21442 (Piém CVSS: 8.1 — Cao): LJ hong ton tai trén Internet Shortcut Files cho
phép dbi twong tin cong vuot qua bién phap bao mat, qua d6 thuc thi ma tiy y trén thiét bi nguoi
ding. Hién 15 hong di c6 ma khai thac va dang bi khai thac trong thuc té boi cac nhém APT nhu
Evilnum, TA428, lockbit,...

CVE-2024-2070 (Piém CVSS: 9.1 — Nghiém trong): L3 hong ton tai trén Adobe Commerce
phién ban 2.4.6-p3, 2.4.5-p5, 2.4.4-p6 va cii hon. L5 hong cho phép ddi tuong thuc hién OS
Command Injection qua dé thyc thi ma tiy y trén thiét bi ngudi ding. Hién 16 hong dang bi khai
thac trong thyc té.

CVE-2024-3400 (Piém CVSS: 9.1 — Nghiém treng): L5 hong Command Injection ton tai trén
Palo Alto Networks PAN-OS cho phép déi tugng thuc thi ma tiy ¥ véi quyén root trén tuong lia
st dung PAN-OS. Hién 16 hong da c6 ma khai thac va dang bi khai thac trong thuc té boi mot sb
nhom APT chua duoc xac dinh.




TOP 10 lo hong dang chu y trong tuan

TT M3 16i quéc té Mb ta ngin Ghi chd

- biem CVSS: 8.1 (Cao)

- Anh huéng: Microsoft Windows 10,
Windows 11, Windows Server 2022
1 CVE-2024-21412 | - M6 ta: Lb hong cho phép ddi tugng
vuot qua bién phap bao mat

- Lb hong dang bi khai thac trong moi
truong thuc té boi cac nhdm tan cong.
- Biém CVSS: 9.1 (Nghiém trong)

- Anh huéng: Adobe Commerce
- M6 ta: Ld hong cho phép dbi tuong | https://nvd.nist.gov/vuln/detail/C
thuc thi ma ty ¥ tir xa. VE-2024-20720

- L6 hong dang bi khai thac trong
trong thuc té bai cac nhdm tan cong.
- Biém CVSS: 8.6 (Cao)

- Anh huong: 1IBM Aspera Console
- M6 ta: Ld hong cho phép dbi tuong | https://nvd.nist.gov/vuln/detail/C
thuc thi SQL Injection VE-2022-43842

- L6 héng dang bi khai théac trong
trong thuc té bai cac nhom tan cong.
- Piém CVSS: 10 (Nghiém trong)

- Anh huong: Palo Alto Networks

https://nvd.nist.gov/vuln/detail/C
VE-2024-21412

2 CVE-2024-20720

3 CVE-2022-43842

PAN-OS
- M@ ta: L6 hdng cho phép dbi twong | https://nvd.nist.gov/ivuln/detail/C
4 CVE-2024-3400 thuc thi ma tur xa. VE-2024-3400

- L6 hong d3 c6 ma khai thac va dang
bi khai thac trong trong thuc té bai cac
nhém tan cong.

- biém CVSS: 8.8 (Cao)

- Anh huoéng: Microsoft Outlook
- M6 ta: LS hong cho phép ddi tuong
5 CVE-2024-21378 thuc thi ma tur xa

- L hong da co mi khai thac va dang
bi khai thac trong trong thuc té bai cac
nhom tan cong.

https://nvd.nist.gov/vuln/detail/C
VE-2024-21378




TOP 10 lo hong dang chu y trong tuan

TT M3 16i quéc té Mb ta ngin Ghi chd

- biém CVSS: 7.8 (Cao)

- Anh huong: Linux

- M6 ta: LS hong cho phép dbi tugng
6 CVE-2024-1086 leo thang dac quyén.

- Lb hong da c6 ma khai thac va
dang bi khai théc trong trong thyc té
béi cac nhom tan cong.

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: D-Link

- M6 ta: L3 hong cho phép dbi tugng
7 CVE-2024-3273 thuc thi ma tur xa.

- L hong d c6 ma khai thac va
dang bi khai théc trong trong thyc té
boi cac nhém tan cong.

- Piém CVSS: 8.8 (Cao)

- Anh huong: Open PLC Webserver

https://nvd.nist.gov/vuln/detail/
CVE-2024-1086

https://nvd.nist.gov/vuln/detail/C
VE-2024-3273

v3
- Mb ta: L3 hdng cho phép dbi tugng | https://nvd.nist.gov/ivuln/detail/C
8 CVE-2021-31630 thuc thi ma tir xa. VE-2021-31630

- L6 hong d3 c6 ma khai thac va
dang bi khai théc trong trong thyc té
boi cac nhdm tan cong.

- Piém CVSS: 8.8 (Cao)

- Anh huong: Microsoft Exchange

Server
- Mb ta: L3 hdng cho phép dbi tugng | https://nvd.nist.gov/vuln/detail/C
9 CVE-2024-26198 thuc thi ma tur xa. VE-2024-26198

- Lb hdng da c6 ma khai thac va
dang bi khai théc trong trong thyc té
bai cac nhdm tan cong.

- biém CVSS: 8.8 (Cao)

- Anh huéng: SmartScreen

- M0 ta: L6 hong cho phép dbi tugng | https:/nvd.nist.gov/vuln/detail/C
vuot qua bién phap bao mat. VE-2024-29988

- L hong dang bi khai thac trong
trong thuc té bai cac nhdm tan cong.

10 CVE-2024-29988
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Tan cong DRDoS
Biéu @b thong ké thiét bi theo cdng dich vu

Tuan vira qua tai Viét Nam, c6 rat nhiéu phé bién
may chu, thiét bi c6 thé tré thanh nguon
phét tan tan cdng DRD0S. Trong tuan cé
44.886 (giam so V&i tuan trudc 46.844)

thiét bi c6 kha ning bi huy dong va tré e
20000

thanh ngudn tan cdng DRDoS. C4c thiét 150

10000

19

5000 123

bi nay dang m¢ str dung cac dich vu NTP , 4
(123), DNS (53), Chargen (19). Duéi &SNS
day 1a biéu d6 théng keé thiét bi theo cong
dich vu phd bién trong tuan.

Tén cong Web

Trong tuan, c6 132 truong hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 106 truong hop tan cong lira

Thong keé tin céng vio dao (Phishing), 26 truong hop tan cong
trang/cong thong tin dién ti SA L = A
iy cal cam ma doc.
ciia Viét Nam

Cii mi die _— 26

Lira ddo (Phishing) 106 Darkmailer
Cutwail

Other

lotbotnet

Stealrat

BOtnet Gamut

Trén thé gigi c6 nhiéu dia chi IP/domain
doc hai duoc cac nhom dbi twong tin
cbng su dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dworc str dung trong cac mang botnet

nhom ddi twong diéu khién thiét bi thuoc 184.105.192.2 differentia.ru

c4c mang botnet dé thuc hién cac hanh 216.218.185.162 disorderstatus.ru

vi trai phép nhu trién khai tan cong 216.218.135.114 atomictrivia.ru

DDoS, phat tan ma doc, giri thu rac, truy %iﬁfgéfgo ?(;Ts]tr:z;iilsjgjy.ru

cap va danh cap dir liéu trén thiét bi. 9= 0. S

T.rI())ng tuan grf)ﬂ nhéh 20 dia Ch'i 64.71.166.50 h_zmksre|u01y.ru_
L o : B 45.77.249.79 xjpakmdcfuge.biz

IP/domain thugc botnet ¢ anh hudng toi 184.105.76.250 xjpakmdcfuge.in

ngudi dung Viét Nam. 64.71.188.178 xjpakmdcfuge.ru

restless.su xjpakmdcfuge.com
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Tan cong hira ddo nguoi ding Viét Nam

Trong tuan da c6 59 phan anh truong hop lra dao do nguoi dung Internet Viét Nam phan
anh ve Trung tam Giam sat an toan khong gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua klem tra, phan tich c6 nhiéu truong hop hra dao
gia mao cac to chtc, doanh nghiép, nha cung cap, dich vu I6n nhu: Cac mang x& hdi, ngan
hang, thu di¢n tu,...

Duéi day 1a mot s6 truong hop ngudi diing can nang cao canh giac.

STT Website lira dao Ghi chu
1 https://www[.]Jvnambzuon36sc[.]vip/ Website gia mao san TMDT Amazon
_ . . Website gia mao Cong ty C6 phan
2 https://quaysomediamart2024[.]vip/ MediaMart Viét Nam
3 https://mayxanhsupport[.]Jcom/ Website gia mao Bién may xanh
. . Website gia mao Ngan hang TMCP
4 https://nganhangsaison[. Jorg/ Phat trién Thanh phé Ha Chi Minh
) - Website gia mao Ngan hang TMCP
5 https://mbfic-plus[.]Jcom Quan doi
i 0 Website gia mao Ngan hang TMCP
6 https://khachhangvib-canhan[.]Jcom/ Quédc té Viet Nam
L ] Website gia mao Ngan hang TMCP
7 https://vibbca-nhan[.]Jcom/ Quéc té Vit Nam
_ e Website gia mao Ngan hang TMCP
8 https://khach-hang-ca-nhan-vip5[.]Jcom Quéc té Viet Nam
i Website gia mao Ngan hang TMCP
9 stcard-vib[.]Jcom Quéc té Viet Nam
10 https://tpbank[.Jchamsocthekhachang-truc- | Website gia mao Ngan hang TMCP
tuyen[.Jcom/ Tién Phong
11 https://vn68822s[.]Jcom/ Website gia mao san TMDT Shopee
12 https://sp77888[.]Jcom/ Website gia mao san TMDT Shopee
13 https://vn63251s[.]Jcom Website gia mao san TMDT Shopee
14 https://www[.]dailyssshopee[.]Jcom Website gia mao san TMDT Shopee
15 Http://tdkd03[.Jcom Website gia mao san TMDT TikKi
16 https://www[.]Jtuyendungtiki2024[.]Jvn/ Website gia mao san TMDT TikKi
17 https://tdkd00[.]Jcom/ Website gia mao san TMDT TikKi
18 https://fdsd11[.]Jcom/ Website gia mao san TMDT TikKi
19 https://nhanvientiki[.]info/ Website gia mao san TMDT TikKi
20 https://skhf66[.]Jcom/ Website gia mao san TMDT Tiki
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH”

1. D6i véi cac nguy co, canh bao di dugce dé cap trong phan Tin tire an toan théng tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tan cong cia cac nhém APT,
thong tin IoC kém theo ting chién dich, diém yéu 16 hong dang bi loi dung dé khai théc,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xtr Iy kip thoi,
**k*

2. Béi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san phdm dang str dung. Ngoai ra, cac don
vi chu dong cap nhat cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

**k*
3. Dbi v6i cac nguy co vé tan cong tir chdi dich vy, tin cong web trong phan Théng ké nguy
c0, cac cude tin cdng tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mo cac cong
dich vu c6 thé bj loi dung dé thuc hién tan cong tir chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xtr 1y nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xir 1y cac thiét bi trong toan by hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Bdi voi cac website gia mao thong ké tai muc Tan cong lira dio ngudi dung Viét Nam,
bé nghi cac don vi, td chirc, doanh nghiép can chu dong ra quét, phat hi¢én sém cac website
lira ddo gia mao t6 chirc cia minh, canh bao sém dén nguoi ding ctia nham ngin chin cac
hoat dong lira ddo dén nguoi ding, dam bao an toan thong tin cho nguoi ding, bao vé chinh
thuwong hi¢u cua to chirc.

https://khonggianmang.vn/

_ N CSC s.gov.vn Q@ Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 quan Cau Giay. Tp. Ha Noi

https://www.facebook.com/govSOC
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