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1. Tin tiec An toan thong tin

- Chién dich tin céng APT: Nhom tan cong mang ngudi Viét tin cong vao to
chtre tai chinh dé thu thap dir liéu tai Chau A.

- Canh bao: Tan cong tir chdi dich vu trén giao thuc HTTP/2: Mot ludng két
ndi du dé danh sap may cha web.

2. Piém yéu, 16 hong
- 781 15 hong duoc cong bd va cap nhat.

- 07 15 hong, nhém 16 hong trén cac san pham/dich vy phé bién tai Viét Nam.

3. So liéu, thong ké
- Tan cdong DRDoS
- T4n cong Web

- T4n codng lira ddao nguoi dung Viét Nam: 280 trudng hop lira dao do ngudi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin
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Chiéen dich tan cong: Nhom tan cong mang nguoti Viét tan
A Y R ” e r R A ~ I*A - A n ,,
cong vao to chire tai chinh dé thu thap dir liéu tai Chau A.
Sau d6, cac dbi twong tin cdng chiém

quyén kiém soét va loi dung cac tai khoan da
danh cap nham thuc hién céc hanh vi vi pham

Mot nhém tan cong duoc cho la co ngudn
goc tir Viet Nam di bi phat hién trong qué trinh
tién hanh cac cudc tan cong nham vao quéc gia & am t
Pong Nam A ké tir thang 05/2023. Nhom nay ~ Phap luat d¢ kiem loi trong mot khoang thoi

duoc goi 1a CoralRaider va 1a mot nhém APT c6 gian dai.

dong co vé tai chinh, thuong sir dung ma doc dé Trong chién dich tin cong, nhém
thu thap théng tin. Hién tai, nhém nay nham muc CoralRaider str dung Telegram dé thu thap dit
tiéu vao cac qudc gia nhu: An Do, Trung Qudc, lidu tir cac ddi twong muc tiéu, sau do trao doi
Han Quéc, Bangladesh, Pakistan, Indonesia va thong tin nay trén cac web den dé kiém loi
Viét Nam. nhuan. Théng qua céc tin nhin trén kénh bot

C&C Telegram, tén bot, chudi PDB va ngon
ngit tiéng Viét trong file payload, co quan bao
mat da xac dinh duoc nhom tan céng nay cé
ngudn gac tir Viét Nam.

Nhom CoralRaider thuong trién khai céc
chién dich tan cong nham lay cip thong tin ding
nhap, dir liéu tai chinh va tai khoan mang xa hoi
cua nan nhan, bao gém ca tai khoan kinh doanh

va quang c&o. Nhém nay st dung nhiéu loai ma Chién dich bat dau bang mot file Windows
doc nhu RotBot (mot bién thé cia Quasar RAT) shortcut (LNK), dugc phat tan cho nguoi dung
va ma doc danh cap dir lisu XClient stealer 1am (tuy nhién chua 13 cach thuc phét tan). Khi mo
payload. Ngoai ra, nhdm APT nay ciling st dung file LNK, mot file tng dung HTML (HTA)
cac loai ma doc trojan truy cap tir xa va ma doc duoc tai va thuc thi tir xa tor mot may chu caa
danh cap dir liéu nhu: AsyncRAT, NetSupport d6i twong tan cong, sau d6 thuc hién mot script
RAT va Rhadamanthys. Visual Basic dugc nhing trong file HTA.

Script nay giai ma va thuc thi mot script

Cac nhém tan céng mang hoat dong tai nuéc ) Sl ) g
PowerShell dé vuot qua cac bién phap chong

ngoai thuong tin céng cac tai khoan mang xa hoi

kinh doanh hogc quang céo bang mot sé loai ma moi trugng may ao va phan tich, vo hiéu hoa

doc danh cip dir liéu ndi bat nhu Ducktail, Windows User Access Control (UAC), tat

NodeStealer va VietCredCare. théng bao caa Windows va tng dung, va tai va
thuc thi RotBot.

Ngudn: https:/thehackernews.com/2024/04/vietnam-based-hackers-steal-financial.html
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*Chién dich tAn cong: Nhém tAn cong mang nguoi Viét tAn

cong vao td chire tai chinh dé thu thap dit li¢u tai Chau A."

Mi doc RotBot dugc thiét lap dé giao tiép
véi bot trén Telegram va tai ma doc XClient
nham thyc thi ma doc trong b nhé may tinh va
danh cap thong tin nhu cookies, thong tin ding
nhap va thong tin tai chinh tu cac trinh duyét web
nhu Brave, Céc Coc, Google Chrome, Microsoft
Edge, Mozilla Firefox va Opera; cling nhu di
liéu tir cac ung dung nhu Discord va Telegram
va anh duoc luu trix trén thiét bi. Bén canh d6, ma
doc XClient dugc thiét 1ap dé danh cip thong tin
tur cac tai khoan Facebook, Instagram, TikTok va
YouTube cua nan nhan, ké ca théng tin vé cach
thanh toan va quyén han trén cac tai khoan quang
cao/kinh doanh cua Facebook.

Théng tin vé nhom tan cong di duoc tiét 16
sau khi Bitdefender cong bé chi tiét vé mot chién
dich quang cao doc hai trén Facebook. Chién
dich nay loi dung su pho bién cua cac céng cu Al
dé lan truyén cic mi doc nhu Rilide, Vidar,
IceRAT va Nova Stealer. Chién dich nay bat dau
bang viéc st dung c4c tai khoan Facebook bj
chiém doat dé tao ra céc trang ho so gia mao cua
cac cong cu Al tr Google, OpenAl va
Midjourney, sau d6 chay quang cao dé phat tan
ma doc.

Mot trong sé C4c trang gia mao nay da thu
hat dugc 1.2 triéu nguoi theo doi trude khi bi
Facebook x6a. Cac ddi twong diéu hanh céc
trang nay cha yéu dén tir Viét Nam, My,
Indonesia, Anh va Uc.

Duo6i diy 1a mot s6 IoC dwogc ghi nhan:
51[.]79[.]208][.]192
199[.]34[.]127[.]196
139[.199[.123].]19
14[.]225[.]210[.]98
14[.]225[.]210[.]197
14[.]225[.]210[.]209
14[.]225[.]210[.]222

doc-0s-44-
docstext[.]Jgoogleusercontent[.]Jcom
doc-10-44-
docstext[.]Jgoogleusercontent[.Jcom

Ngudn: https:/thehackernews.com/2024/04/vietnam-based-hackers-steal-financial.html
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“Canh bao: TAn cong tir chéi dich vu trén giao thic
HTTP/2: Mét ludng két néi di dé danh sap may chi web.”

Mot loat 15 hdng maéi vira dugc phat hién
trong giao thac HTTP/2, duoc goi la
"CONTINUATION Flood". Céc 15 héng nay
cho phép ddi tugng tan cong thuc hién tin
cong tir chdi dich vy bang cach danh sap may
cha web chi véi mat ludng két ndi TCP.

Giao thiic HTTP/2 la phién ban cai tién
cua giao thite HTTP duoc chuan hoéa vao
nam 2015, nham cai thién hiéu suat web. N6
duoc thiét ké dé dem lai kha nang truyén dix
liu hiéu qua hon bang cach su dung binary
framing, cho phép trao d6i dit liéu mot cach
hiéu qua, ghép kénh dé c6 thé guri va nhan
nhiéu yéu cau va phan hoi trén cing mot két
ndi, va nén header dé giam phi ton.

L6i CONTINUATION Flood lién quan
dén frame CONTINUATION trong giao
thic HTTP/2, hién khong dugc han ché hoic
kiém tra can than trong nhiéu @ng dung st
dung giao thac nay. Trong giao thuc
HTTP/2, cac thong diép sir dung phan header
va trailer dugc xép thanh cac khdi co thé
phan manh thanh nhiéu frame trong qué trinh
trao doi, va frame CONTINUATION dugc
sir dung dé ghép ching lai.

Sy thiéu sot trong kiém tra frame trong
nhiéu ¢ng dung web cho phép déi tuong tan
cdng giri mot chudi frame rat dai ma khong dat
flag END_HEADERS, gay ra may chu bi sap
do hét bo nhé hoic tai nguy@n CPU bi can kiét
khi xir ly frame nay. Cac 16i nay da duoc danh
gia va gan ma dinh danh CVE tuong tng véi
nhiéu cap d6 tan cong tir chdi dich vu khac
nhau nhu ro ri b nhd, tiéu hao bo nhg, lam can
CPU,... cu thé nhu sau:

e CVE-2024-27983: Anh huéng may chi
Node.js HTTP/2, c6 thé dan t6i ro ri by nhé
do tin cong race condition, gay ra tir chdi
dich vu.

e CVE-2024-27919: Anh hudng dén ma code
oghttp cua Envoy, dan t6i tiéu hao bo nhs
do khéng 1am méi yéu cau khi cham téi gigi
han header map.

e CVE-2024-2758: Ton tai trén Tempesta
FW, gidi han rate khong dii ngan chan tan
cong CONTINUATION Flood, gay ra tir
chdi dich vu.

e CVE-2024-31309: Anh hudng Apache
Traffic Server, gay hao ton tai nguyén CPU.

Nguon: https://www.bleepingcomputer.com/news/security/new-http-2-dos-attack-can-crash-web-servers-

with-a-single-connection/?&web view=true#google vignette
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“Canh bao: TAn cong tir chéi dich vu trén giao thic
HTTP/2: Mét ludng két néi di dé danh sap may chi web.”

e CVE-2023-45288: Anh huong cac goi GO Hién tai, mot s6 nha cung cip nhu Red
net/http va net/http2=. Cho phép dbi twuong Hat, SUSE Linux, Arista Networks, Apache
tn cong guri nhiéu header t6i may chu, gdy HTTP Server Project,... d3 x4ac nhan bj anh
ra hao ton CPU. huong boi mot trong s6 cac CVE trén. Cac nha

o CVE-2024-28182: Anh huéng thu vién nghién cau bao mat canh bao rang cac 16 hong
nghttp2 va cho phép dbi twong tin céng trong giao thirc HTTP/2 nghiém trong hon so
thuc hién tan cong tir chdi dich vu khi Vi cudc tan cong “HTTP/2 Rapid Reset”
khong cd 1oi goi reset chudi phul hop. trude do.

e CVE-2024-27316: Anh huong Apache
Httpd. Hang loat frame CONTINUATION
khong c6 gan cd END_HEADERS c6 thé
duoc giri téi may chu, dan tgi viéc gian
doan qua trinh xir Iy yéu cau.

e CVE-2024-30255: Anh huéng Envoy
1.29.2 va cii cac phién ban hon. Cho phép
dbi twong tan cdng lam can tai nguyén CPU
cua may chu.

e CVE-2024-2653: Anh huong amphp/http.

Frame CONTINUATION duoc thu thap
trong mét buffer khong gidi han, gay ra tran
bo nhé néu gisi han kich thudc header bi
vuot qua.

Ngudn: https://www.bleepingcomputer.com/news/security/new-http-2-dos-attack-can-crash-web-servers-
with-a-single-connection/?&web_view=true#google_vignette




Nguy co tan cong
' mang tw diém yeu,
" lo hong

Trong tuan, c4c t6 chic québc té da cong bd
va cap nhat it nhat 781 15 hdng, trong d6 c6 113
15 hdng miic Cao, 182 16 hdng muc Trung binh,
45 156 hong mic Thap va 441 15 hong chua danh
gia. Trong d6 c6 it nhat 201 16 hong cho phép
chen va thuc thi ma Iénh.

Hé thdng ky thuat cia Cuc ATTT chu
dong ra quét trén khéng gian mang Viét Nam,
danh gia, thong ké cho thay c6 07 16 hong/nhém
16 hong trén cac san pham, dich vu CNTT phd
bién, c6 thé gay anh huéng 16n dén nguai ding ¢
Viét Nam: Nhom 173 16 hong trong Linux, Nhém
29 16 hong trong Google, Nhém 47 15 hong trong
Foxit, Nhém 14 15 hng trong Qualcomm, Nhom
05 16 hong trong Nvidia, Nhém 13 18 hong trong
Cisco, Nhém 12 16 hong trong IBM. Thong tin
chi tiét vé mot sb 16 hdng trén céc san pham/dich
vu pho bién tai Viét Nam cy thé nhu sau

Mgt sé 16 hang trén cac san pham/dich vu
phé bién tai Viéet Nam:
- Linux: CVE-2023-52630, CVE-2023-52631,...

- Google: CVE-2023-48426, CVE-2024-22004,...
- Foxit: CVE-2024-30322, CVE-2024-30323,...

- Qualcomm: CVE-2024-21473, CVE-2024-
21468

- Nvidia: CVE-2024-0072, CVE-2024-0076,...

- Cisco: CVE-2024-20281, CVE-2024-20348,...
- IBM: CVE-2024-22328, CVE-2024-25029,...
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Thong tin diém yéu, 16 hong

San

TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2023-52630
CVE-2023-52631 | Nhom 173 15 hdng trong Linux cho phép | Chua cé thong
1 Linux CVE-2023-52632 tuong tan cdng truy cap va thuc hién cac | tin xac nhanva
hanh dong trai phép. ban va
CVE-2023-48426 o
CVE-2024-22004 | Nfom 29 16 hong trong Google cho phep |- o6 thong
2 Google doi tuqng}an cong leo thap g dac dUYEN: | tin x4c nhan va
CVE-2024-27231 | thuc thi ma tir xa truy cap va thuc hién cac ban Va
\ N o an va
hanh dong trai phép.
CVE-2024-30322 ] o ) . o
Nh6m 47 16 hong trong Foxit cho phép doi | Chua c6 thong
3 Foxit CVE-2024-30323 | tyyong tAn cong thuc thi ma tir xa, truy cap | tin xac nhan va
CVE-2024-30324 | vathuc hién cac hanh dong trai phép. ban va
CVE-2024-21473 o
CVE-2024-21468 | Nnom 14 10 hong trong Qualcomm cho | -y, 1) o4 thang
4 Qualcomm phép doi tuong tan cong thuc hién tan tin xac nhan Va
CVE-2024-21470 | cOng tur choi dich vy, truy cap va thuc hién ban Va
L T A o an va
cac hanh dong trai phép.
CVE-2024-0072 o
CVE-2024-0076 | oM 05 10 hang "‘;}”9 'r\]'.‘f'd'ei cho PhEp |~ o v c6 thong
5 Nvidia doi wong tan cong thuc en tan cong 'gu tin xac nhan va
CVE-2023-31028 | choi dich vy, truy cap va thuc hién cac ban Vi
. A A an va
hanh dong tréai phép.
CVE-2024-20281
i i Nhém 13 16 hong trong Cisco cho phép L a
5 Cisco CVE-2024-20348 | 44 tugng tan cong khai thac 15i CSRF, gfigccgﬁgﬁr\],%
CVE-2024-20347 | khai thac 15i XSS, khai thac 16i SSRF, leo ban V3
< X PPV an va
thang dac quyen, thuc thi ma tur xa.
CVE-2024-22328 o )
CVE-2024-25029 | oM 12 0 hong trong IBM phep 0011 ey o6 thong
7 IBM tqqnqtan cong’t_ uLCt I ma trxa, t UCNIEN |4 xac nhan va
CVE-2024-28787 | tan cong tur choi dich vy, truy cap va thuc ban Va

hién cac hanh dong trai phép.
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

a A Biéu dé thong ké thiét bi theo cong dich vu
Tan cong DRDoS e b

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phat tan tan cong DRDoS. Trong tuan c6 oo
46.844 (giam so v6i tuan trude 47.913) s >
thiét bi c6 kha nang bi huy dong va tro . ‘

5000 123

thanh ngudn tan cdng DRDOS. CAc thiét L e s o s o o
bi nay dang mé sir dung cac dich vu NTP SESSS S
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 175 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Théng ke tin cong vao Viét Nam: 161 trudng hop tan cong lira
trang/cong théng tin dién tir dao (Phishing), 14 truong hop tan cong
cua Viét Nam cai cam ma doc.
Cai ma ddc h— 14
Lira dio (Phishing) 161
other (9)

AT&T Inc.
Telegram
Webmail Providers

United States Postal Service

Netflix Inc.
pvs o " " Crypto/Wallet Gazprom
Tan cong Phishing Facebook Inc
Office365
Trén thé gidi co nhiéu cac trang web gia Generic/Spear Phishing
mao c4c t6 chac, doanh nghiép, nha ) A . .
cung cép, dich vu 16n nhu: Céc mang xa Danh sach IP/tén mien dgc hai co nhieu két noi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viét Nam
Nam c6 nhicu nguoi dung cac dich vy, differentia.ru: 2113 IP hzmksreiuojy.ru: 52 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 954 IP | xjpakmdcfuge.biz: 23 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 511 IP xjpakmdcfuge.com: 19 IP
Apple, Paypal,v.v... vi viy ngudi diing amnsreiuojy.ru: 115 1P xjpakmdcfuge.ru: 15 IP
restlesz.su: 90 IP xjpakmdcfuge.in: 09 IP

can phai hét sic canh giac véi nhing
trang web gia mao dé danh cap tai
khoan.
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Tén cong lira ddao nguoi ding Viét Nam

Trong tun da c6 280 phan anh truong hop hira ddo do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao website cua ngan hang, cac trang thuwong mai dién tur...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
https://skhf11[.]Jcom o . -
1 https-/fdsd22[ Jcom Website gia mao san TMDT Tiki
_ - Website gia mao Ngan hang TMCP
2 https://mbfic-plus[.Jcom Quin doi
cskh-vib[.Jnang-han-muc-the-visa[.]Jcom
3 khcn-uu-tien-3fv-vib[.Jcom Website gia mao Ngan hang TMCP
kh-cn-uutien-3fv-vib[.Jcom Quac te Viét Nam
stcard-vib[.Jcom
_ . . Website gia mao Cong ty Cd phan
4 https://quaysomediamart2024[.Jvip MediaMart \Viét Nam
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. D6i véi cac diém yéu, 16 hong trong phan L hong biao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhimng
don vi da co6 tai khoan trén “Hé théng Canh bao diém yéu va ra soat 16 héng bdo mat tu dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém cac san pham dang sir
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tAn cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mé cac céng
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y cac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao thong ké tai muc Téan cong lira dio ngwoi dung Viét Nam,
Quy don vi can chi y quan tim khong truy cap vao cac trang web duoc néu dé tranh nguy co
bi tan cong lira ddo, ning cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc tro thanh nan nhan ciia nhimg cudc tin cong lira déo nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




