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1. Tin tiec An toan thong tin

- Chién dich tdn cdng APT: Nhém APT sir dung thu gia mao cua Khong quén
dé tan cdng céc td chirc qudc phong va ning luong tai An Do,

- Canh bao: Mot 15 hong trén Linux c6 thé gay 16 mat khau va chiém quyén
truy cap Clipboard.

2. Piém yéu, 16 hong
- 944 15 hong duoc cong bd va cap nhat.

- 07 15 hong, nhdm 16 hong trén cac san pham/dich vy pho bién tai Viét Nam.

3. Sb ligu, thong ké
- T4n cong DRDoS
- Tan cong Web

- T4n cdng lira ddao ngwoi dung Viét Nam: 279 trudng hop lira dao do ngudi
dung Internet Viét Nam thdng bao.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tAn cong:Nhom APT sir dung thu gia mao ciia
Khong quan dé tan cong cac té chirc quoc phong va ning

lwong tai An D@.”

M6t nhdm tén cong APT chua duogc xac dinh di tan
cdng vao céc to chirc chinh phu va cong ty ning luong &
An Po. Nhém nay st dung mot loai ma doc goi la
HackBrowserData dé danh cip thong tin. Pang chu ,
nhom nay con st dung kénh Slack 1am may cha diéu khién
C&C va luu trir thdng tin bi danh cap.

Cu thé, cac dbi tugng tan cong da gia mao to chuc
“Khéng quan An Do” dé phat tan email lira dao chira ma
doc HackBrowserData. Sau khi mé email nay, thiét bi cua
nan nhan sé& bi nhiém ma doc va dir liéu caa ho s& bi danh
cip. Déi tuong tin cong da sir dung kénh Slack lam may
chu C&C dé luu trir cac thong tin mat, email va dit liéu
cache tir trinh duyét web, tao ra mot co so dé thuc hién
cac hanh dong xam nhap va danh cap thong tin.

Chién dich tan cong nay da dugc theo ddi tir ngay
07/03/2024 va dugc dat tén la Operation NightFlight.
Pham vi cua chién dich nay bao gém nhiéu t6 chirc chinh
pht tai An Do, bao gém céac co quan truyén thong dién t,
quan tri cdng nghé thong tin va qudc phong. Trong qué
trinh theo ddi, co quan bao mat da phat hién rang nhém
tan cong da trich xuét tong cong 8.81 GB dit liéu, trong
d6 bao gdm tai liéu tai chinh, théng tin c& nhan cua nhan
vién, va nhiéu thong tin khac.

Chién dich bit dau bang viéc gui email lira dao
chira file ISO c6 tén 1a "invite.iso", trong d6 chtra mot
file .LNK (Windows shortcut) cé kha nang thuc thi mot
tap tin nhi phan an c6 tén 1a "scholar.exe". Pong thoi,
mét file PDF gia mao thanh thu moi s& duoc hién thi
cho nguoi dung, trong khi ma doc chay an va thu thap
dir liéu, sau d6 chuyén chiing téi kénh Slack véi tén 1a
FlightNight.

Theo phén tich, ma doc nay la mot bién thé cua
HackBrowserData dugc trang bi thém kha nang thu thap
cac tép van ban nhu Microsoft Office, PDF va cac tép
co so dir lieu SQL, ¢ kha ning giao tiép théng qua
Slack va c6 thé tranh bi phét hién bang céac ky thuat che
gidu. C6 kha nang tap tin PDF mdi da bi ddi tuong tin
cong danh cap tir 1an xam nhép trude do, va chién dich
nay ciing ¢ mot s6 diém twong ddng voi céch thie hoat
dong cua chién dich GoStealer trudc do.

Theo chuyén gia bao mat, hai chién dich Operation
NightFlight va GoStealer la minh ching cho mét cach
tan cong don gian nhung hiéu qua, khi ké tin cong st
dung cac cdng cu ma ngudn mé trong cac chién dich
gian diép trén khoéng gian mang. Didu nay thé hién su
nguy hiém ngay cang gia ting ciia Cac cudc tan cong
trén mang, khi ké tan cong sir dung cac cong cu va nén
tang ma ngudn mé dé tién hanh céc cudc tin cong, véi
rai ro bi phat hién va dau tu & mc téi thiéu.

Ngudn: https://thehackernews.com/2024/03/hackers-target-indian-defense-and.html
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Tin tiec An toan thong tin

Canh bao: Mt 16 hong trén Linux co thé gay 1§ mat khau

va chiém quy@n truy cap Clipboard.”

Céc chuyén gia bao mat da tiét 16 vé mot 15
hong trong g6i util-linux anh huéng dén lénh
"wall". Khi 15 héng nay bi khai thac, d6i twong
tan cong co thé tiét 16 mat khau cua ngudi ding
va thay ddi noi dung trong bo nhd tam cua
clipboard trén mot sb phién ban Linux.

L hdng an toan théng tin c6 ma CVE-2024-
28085, duoc goi la WallEscape, xuat phat tir viéc
khong xir 1y dung cach cac chudi thoat. Khi sir
dung lénh "wall", néu khong loc cac chudi nay
tir cac tham s6 dong lénh, d6i twong tan cong c6
thé dua cac van ban tly y 1én terminal cua nguoi
dung khac néu gié tri mesg dugc dit 1a “y” va
cua "wall" 1a “setgid”.

Cau lénh "wall" thudng duge dung dé guri tin
nhian dén terminal cua tat ca nguoi dung dang
dang nhap vao may chu, giap nguoi dung co
quyén tao théng béo cho tat ca moi nguoi (vi du,
thdng béo vé viéc tat hé thdng). LS hong CVE-
2024-28085 lgi dung viéc khong loc cac chudi
thoét tir ¢6i s6 dong lénh, khién nguoi ding bi
danh lira dé nhap mat khau vao mét théng bao
sudo gia trén terminal cua ho.

L5 hong CVE-2024-28085 c6 thé bi khai
thac khi cac diéu kién sau dugc dap ung: tién ich
mesg (quan ly kha nang hién thi tin nhan tur
nguoi dung khéc) phai dugc dat ¢ gia tri “y”
(bat), va cau lénh “wall” can phai c6 quyén
setgid.L& héng CVE-2024-28085 anh hudng dén
Ubuntu 22.04 va Debian Bookworm khi cac diéu
kién nay duogc dap ung.

Tuy nhién, CentOS khong bi anh huong do
cau lénh trén hé diéu hanh nay khong c6 quyén
setgid.

Ngoai ra, trén cac hé théng cho phép thong
bao duoc gui t6i ngudi ding, ké tan cong ciing €6
thé chinh sira noi dung trong clipboard thong qua
chudi thoat trén cac terminal nhu Windows
Terminal. Pang cht y, GNOME Terminal khong
bi anh huong bai 16 héng nay.

Ngudi ding dugc khuyén nghi nhanh chéng
cap nhat 18n phién ban 2.40 cua util-linux dé tranh
bi anh hugng béi 16 hong nay.

Théng tin vé 15 hong duoc tiét 16 sau khi mot
chuyén gia bao mat da phat hién mét 16 hong use-
after-free trong hé thong con netfilter trén Linux
Kernel, c6 kha ning bi khai thac dé thuc hién tan
cong leo thang dic quyén. L hong nay c6 ma
CVE-2024-1086 (Piém CVSS: 7.8) va ton tai do
su thiéu sot trong qua trinh loc va xir Iy dit liéu dau
vao cua netfilter, cho phép ké tan cong thyuc hién
C4C cudc tan cong tir chdi dich vu hoac thyc thi ma
tur xa.

Nguon: https://thehackernews.com/2024/03/new-linux-bug-could-lead-to-user.html


https://thehackernews.com/2024/03/new-linux-bug-could-lead-to-user.html

NCSCX

Nguy co' tan cong
' mang tu diém yeu,
* e hong

Trong tuan, céc t6 chic qubc té di cong bd
va cap nhat it nhat 944 15 hong, trong d6 c6 284
156 hong muc Cao, 346 15 hong mac Trung binh,
20 16 hong mirc Thap va 294 15 hong chua danh
gia. Trong do6 c6 it nhat 102 16 hong cho phép
chen va thuc thi ma Iénh.

Hé théng ky thuat cua Cuc ATTT cha
dong ra quét trén khéng gian mang Viét Nam,
danh gia, thong ké cho thay c6 07 16 hong/nhom
16 hong trén cac san pham, dich vu CNTT pho
bién, cd thé gay anh huéng 16n dén ngudi ding ¢
Viét Nam: Nhém 59 15 hong trong Linux, Nhém
04 16 hong trong Google, Nhém 13 15 hong trong
Apple, Nhém 17 15 hong trong Dell, Nhém 02 15
hong trong Splunk, Nhém 17 15 hong trong Cisco,
Nhom 06 16 hong trong IBM. Théng tin chi tiét
vé mot sb 15 hong trén cac san pham/dich vu pho
bién tai Viét Nam cu thé nhu sau:

M4t sé 16 hong trén cac san pham/dich vu
phé bién tai Viét Nam:
- Linux: CVE-2021-47136, CVE-2021-47137,...

- Google: CVE-2024-2883, CVE-2024-2885,...
- Apple: CVE-2023-42893, CVE-2023-42896,..
- Dell: CVE-2024-25962, CVE-2024-25959,...
- Splunk: CVE-2024-29946, CVE-2024-29945
- Cisco: CVE-2024-20271, CVE-2024-20259,...
- IBM: CVE-2023-47150, CVE-2024-22356,...
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Théng tin diém yéu, 16 hong

San x 1X: K . A P 2 . .
TT pham/ dich vu Ma 16i quoc te M6 ta ngan Ghi cha
CVE-2021-47136
CVE-2021-47137 | Nhém 59 15 hong trong Linux cho phép Chua c06 théng
1 Linux CVE-2021-47138 tlfqng tAan cong trgy cap va thuc hién cac | tin xac nha;in va
hanh dong trai phép. ban va
CVE-2024-2883
CVE-2024-2885 Nhom 04 I?) hong trong Google cho phép | Chua c6 thong
2 Google CVE-2024-2886 d91 tugng tan_gonq, thl_‘IC thlAma tu, xa truy tin xa? nhaim va
cap va thuc hién cac hanh dong trai phép. ban va
CVE-2023-42893
Nhom 13 15 héng trong Apple cho phép a
CVE-2023-42896 | 441 twong tAn cong thuc hién tan cong tir | AU ©0 thong
3 Apple tin xac nhan va
CVE-2023-42936 | chébi d;ch vy, thuc thi ma tir Xa, leo thang ban Vi
dac quyen.
CVE-2024-25962 o ,
CVE-2024-25959 | Nhom 1716 hong trong Dell cho phép doi | - - ¢4 thang
4 Dell tuong tan cong leo thang dac quyen, thuc tin xac nhan va
CVE-2024-25960 | thi ma tur xa, thuc hién tan céng tur choi ban Va
) an va
dich vu.
CVE-2024-29946 | Nhém 02 I§ hdng trong Splunk cho phép | Chua c6 théng
5 Splunk CVE-2024-29945 691 tl{qng Ean cong tryy cap va thuc hién | tin xaE: nhz;m va
cac hanh dong trai phép. ban va
CVE-2024-20271
CVE-2024-20259 Nhom 17 16 hong trrc])ng hClsco cho phép Chua c6 thong
5 Cisco d6i tuong tin cong thuc hién tan cong tir tin Xac nhan va
CVE-2024-20314 | chdi dich vu, thuc thi ma tir xa, truy cap va ban vV
s . A an va
thuc hién cac hanh dong trai phép.
CVE-2023-47150 o )
CVE-2024-22356 | Nhom 06 10 hong trong TBM phép doi |y o 06 thong
7 IBM tuong tan cong th,uc Q!en tan cong tu cho‘| tin x4c nhan va
CVE-2024-28784 | dich vy, khai thac 1oi XSS, truy cap va ban VA
thuc hién cac hanh dong trai phép.
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Tan cong DRDoS

—~ Biéu @b thong ké thizé't bi theo cbng djch vy
Tuan vira qua tai Viét Nam, ¢ rat nhiéu pho bien
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6

47.913 (giam so véi tuan truéc 50.788) oo

thiét bi c6 kha ning bi huy dong va tro <
thanh ngudn tin cdng DRDoS. Céc thiét e P

bi nay dang m¢ str dung cac dich vu NTP o

' > ' ' > ' '3 >
T G
DA R B -

(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phé bién trong tuan.

Tan cong Web

Trong tuan, c6 125 truong hop tan cong
vao trang/cong thong tin dién tir cua

PP Viét Nam: 111 treong hop tin cong hia
Thong ke tin cong viao , L . PN
trang/cong thong tin dién ti dao (Ph|3h|n9)1 14 truong hop tan cong
cia Viét Nam cai cam ma daoc.
Cai mi die h— 14

Lira ddo (Phishing) 11 a

other (9)

AT&T Inc.

Telegram
Webmail Providers

United States Postal Service

Netflix Inc.
- - " % Crypto/Wallet Gazprom
Tan cong Phishing Facebook Inc
| ’ . Office365
Trén thé glé" Cé nhléu CélC tl’ang Web glé Generic/Spear Phishing
mao cac to chac, doanh nghiép, nha ) A . .
cung cép, dich vu 16n nhu: Céc mang xa Danh sach IP/tén mién dgc hai co nhiéu ket noi
hoi, ngan hang, thu dién to,v.v...Viét tir Viet Nam
Nam c6 nhicu nguc‘yl\_dtlng Cé_‘z diCh,V‘-{’ differentia.ru: 2011 IP hzmksreiuojy.ru: 49 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 954 IP | xjpakmdcfuge.biz: 26 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 534 IP xjpakmdcfuge.com: 21 IP
Apple, Paypal,v.v... vi vAy ngudi din amnsreiuojy.ru: 112 IP xjpakmdcfuge.ru: 13 IP
. " 4y Sy g restlesz.su: 87 IP xjpakmdcfuge.in: 11 IP

can phai hét sic canh giac véi nhing
trang web gia mao dé danh cap tai
khoan.
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Tan cong lira dao nguoi ding Viét Nam

Trong tuan di c6 279 phan anh truong hop lira dao do nguoi dung Internet Viét Nam phan
anh ve Trung tam Giam sat an toan khong gian mang qudc gia (NCSC) qua hé thong tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong hop lira dao
gia mao website cua ngan hang, cac trang thuong mai dién tur..

Duéi day 1a mot sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi chu

1 vn63251s.com Website gid mao san TMDT Shopee
dailyssshopee.com

5 khach-hang-ca-nhan-vip5.com Website gia mao Ngan hang TMCP Qudc té
nang-hang-ca-nhan-vib-mrk1.com Viét Nam

3 dichvucong.govnx.com Website gia mao cng Dich vu cong Quéc
dichvucong.vsgov.com Gia
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH"

1. Béi véi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu céc chién dich tin cong ctia cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir 1y kip thoi.

*k*k
2. Déi véi cac diém yéu, 16 hong trong phan L hong biao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhimng
don vi da co6 tai khoan trén “Hé théng Canh bao diém yéu va ra soat 16 héng bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém cac san pham dang str
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

*k*k
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tn cong web trong phan Théong ké nguy
¢o, cic cudce tan cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mo cac cong
dich vu ¢6 thé bj loi dung dé thyuc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y cac thiét bi trong toan bo hé thong mang néu c6 du
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Dbi voi cac website gia mao thong ké tai muc Téan cong lira dio ngwoi dung Viét Nam,
Quy don vi can chi y quan tim khong truy cap vao cac trang web duoc néu dé tranh nguy co
bi tan cong lira ddo, nng cao nhén thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc tr thanh nan nhan ciia nhimg cudc tin cong lira déo nay.

) N csC s.gov.vn 9 Tﬁng 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

s:/fwww.facebook.com/govSOC




