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1. Tin tiec An toan thong tin

- Chién dich tAn cong APT: Chién dich tan céng ciia nhém tin cong APT Earth
Krahang gay anh huéng toi 70 té chuc tai 23 quéc gia.

- Canh béo: Hinh thic tan cong LoopDoS de doa dén hang ngan thiét bi.

2. Piém yéu, 16 hong
- 782 15 hong duoc cong bd va cap nhat.

- 07 15 hong, nhdm 16 hong trén cac san pham/dich vy pho bién tai Viét Nam.

3. S6 liéu, théng ké
- T4n cong DRDoS
- Tan cong Web

- Tan cong lira ddao ngwdi dung Viét Nam: 320 truong hop hra dao do nguoi
dung Internet Viét Nam théng bao.

4. Tai liéu luu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tAn cong: Chién dich tAn cong ciia nhém tén
cong APT Earth Krahang gay anh hwéng téi 70 t6 chic tai

23 quéc gia.”"

Mot chién dich tin cong mang duoc thuc hién boi
nhom APT Trung Qudc, c6 tén 1a “Earth Krahang”, da
xam nhap vao 70 té chirc va nham tgi it nhat 116 to chac
trén 45 quéc gia, trong dé c6 ca Viét Nam. Chién dich tan
cdng nay bat dau tir ddu ndm 2022 va chu yéu nham vao
cac t6 chirc chinh phu, dic biét 12 tai khu vue Dong Nam
A. Cu thé, nhém nay da tan cong 48 t6 chic chinh phi,
trong do ¢6 10 B Ngoai Giao.

Nhom APT Earth Krahang str dung cac cong cu ma
ngudn ma dé tim kiém cac may chu cng cong c6 16 hong
bao mat nhu CVE-2023-32315 (c6 trén Openfire) hoac
CVE-2022-21587 (c6 trén Oracle Web Apps). Sau do,
nhom nay tan dung hai 16 hong trén dé trién khai webshell,
gitp ho xam nhap vao hé thdng mot cach trai phép va duy
tri két ndi trong hé thong di bi tan cong.

Ngoai ra, nhom tin coéng ciing st dung spear-
phishing 1am phuong tién dé tiép can hé thng, vai noi
dung cua email lién quan dén céc van dé chinh tri toan cau
nhim danh lira ngudi ding mé tép dinh kém hoac nhap
vao lién két doc hai. Khi da xam nhap thanh cong, nhom
Earth Krahang sé str dung ha tang cua t6 chirc bi tan cong
dé Iuu trit cac phan mém doc hai, 1am trung gian cho lwu
luogng tin cdng va st dung cac tai khoan email chinh phu
dé tiép tuc tn cong cac co quan chinh phi khac théng qua
spear-phishing.

Céc tép dinh kém doc hai trong email dwoc su dung
dé cai dat backdoor trén thiét bi cua nguoi dung. Co
quan bao mat da phat hién ra rang nhém Earth Krahang
con sir dung cac tai khoan email Outlook dé thir mat
khau trén Exchange, ciing nhu sir dung script Python dé
trich xuat email tir cAc méy chu thu Zimbra.

Nhom Earth Krahang d thiét 1ap may chi VPN
trén cac may chu bi xam nhap bang phian mém
SoftEtherVPN dé két ndi vai cac hé thong bi anh huong
khac, diéu nay gitp ho d& dang chuyén doi gitra cac thiét
bi. Sau d6, nhom nay s& trién khai cac md doc va cong
cu nhu Cobalt Strike, RESHELL va XDealer dé thuc thi
ma tir Xa va thu thap dir liéu. Ma doc backdoor XDealer
phuc tap hon so védi hai ma doc con lai vi nd anh hudng
dén ca hé diéu hanh Linux va Windows, ¢ kha ning ghi
lai cac thao tac g phim, chup anh man hinh va chin bit
cac dir liéu sao chép tur clipboard.

Phia co quan bao mat ciing phat hién ra mot diém
chung gita Earth Krahang va mét nhém APT Trung
Quéc khac 1a Earth Lusca, dya vao viéc str dung chung
cac may cha C&C. Hién ca hai nhom déu b tinh nghi la
mot phan cua mot luc lugng gian diép khéng gian mang
chuyén nghiép dugc thanh Iap boi chinh phi. Trudc do,
ma doc RESHELL di dugc nhém APT Gallium st
dung, trong khi XDealer da dugc st dung boi nhom
APT Luoyu.

Ngudn: https://www.bleepingcomputer.com/news/security/chinese-earth-krahang-hackers-breach-70-

orgs-in-23-countries/
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Canh bao: Hinh thirc tAn cong LoopDoS de doa dén hang

ngan thiét bi.”

Mot loai tan cong tir chéi dich vu méi duoc
phat hién, dang giy anh huéng dén hang ngan
thiét bi théng qua giao thac UDP, goi 1a Loop
DoS. Céch hoat dong cua hinh thirc tin cong nay
1a ghép doi cac may chu cua giao thic UDP dé
ching lién tuc trao di dir liéu véi nhau.

Ban chat cua giao thic UDP 1a "khong-két
ndi" vi nd khdng c6 kha nang xac thyc dia chi IP
ngudn, dan dén viéc dé bi tac dong bai hinh thirc
tan cong gia mao IP (IP Spoofing). Pbi tugng tan
cong thuong sir dung ki thuat nay dé gui cac goi
tin UDP chtra dia chi IP cua nan nhéan t&i cac may
chu dich, khién chdng phan héi lai nan nhan va
tao ra cudc tan cong tir chéi dich vy anh xa
(Reflected DoS).

Trong nghién ctu méi nhat vé giao thuc
UDP, c4c chuyén gia phat hién ra raing mot sé
dich vu nhu DNS, NTP, TFTP, Active Users,
Daytime, Echo, Chargen, QOTD va Time déu cé
thé bi loi dung dé tao ra mot vong lap tan cong
DoS tyu ton tai. Cu thé, hinh thac tan cong nay
xay ra khi hai may chu cung chay trén phién ban
cta giao thirc ma cac déi twong tan cong dang
khai thac.

Dbi twong tan cdng gia mao dia chi IP cia mot
may chu (SV1) va két ndi toi may cha con lai
(SV2), khién may chu SV2 phan hdi théng bao 15i
vé cho SV1. Sau dé, SV1 giii lai théng béo 15i téi
SV2, tao ra mot vong lap gui thong béo 15i gitra
hai may chu, lam can tai nguyén cua ching va gay
gian doan dich vu.

Theo diéu tra, khoang 300.000 hé théng va
mang luGi c6 thé bi khai thac dé thuc hién tan cong
Loop DoS. Hién khong cé bang chung nao cho
thdy tan cong nay da duoc st dung trong thuc té,
nhung cac chuyén gia van canh bao vé nguy co cua
nd. Nhiéu san pham tir cac nha san xuat nhu
Broadcom, Cisco, Honeywell, Microsoft,
MikroTik va Zyxel c6 thé bi anh huéng. Déi tuong
tan cong chi can mot hé thdng c6 kha nang gia mao
dé thuc hién tan cong, vi vay cac quan tri vién can
cha dong loc cac ludng dit liéu gia mao dé bao vé
hé thong.

Ngudn: https://thehackernews.com/2024/03/new-loop-dos-attack-impacts-hundreds-of.html
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Nguy co' tan cong
' mang tu diém yeu,
* e hong

Trong tuan, céc t6 chic qubc té di cong bd
va cap nhat it nhat 782 15 hong, trong d6 c6 224
156 hdng mic Cao, 273 16 hdng muac Trung binh,
29 16 hong mirc Thap va 256 15 hong chua danh
gia. Trong d6 c6 it nhat 122 16 hong cho phép
chen va thuc thi ma Iénh.

Hé théng ky thuat cua Cuc ATTT cha
dong ra quét trén khéng gian mang Viét Nam,
danh gia, thong ké cho thay c6 07 16 hong/nhom
16 hong trén cac san pham, dich vu CNTT pho
bién, cd thé gay anh huéng 16n dén ngudi ding ¢
Viét Nam: Nhém 25 15 hong trong Linux, Nhém
07 16 hong trong Google, Nhém 56 15 hong trong
Adobe, Nhém 05 15 hong trong Microsoft, Nnom
13 156 hong trong Mozilla, Nhém 03 15 hong trong
Github, Nhém 10 15 héng trong IBM. Théng tin
chi tiét vé mot s6 16 hong trén cac san pham/dich
vu phé bién tai Viét Nam cu thé nhu sau:

Mgt sé 16 hong trén c&c san pham/dich vu
phé bién tai Viét Nam:
- Linux: CVE-2023-52609, CVE-2023-52610,...

- Google: CVE-2024-2625, CVE-2024-2626,...
- Adobe: CVE-2024-20761,...

- Microsoft: CVE-2024-29059,...

- Mozilla: CVE-2023-5388, CVE-2024-2605,...
- Github: CVE-2024-2443, CVE-2024-2469,...
- IBM: CVE-2024-22352, CVE-2023-45177,...
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Théng tin diém yéu, 16 hong

San S T Lo
TT pham/ dich vu Ma 16i quoc te M6 ta ngan Ghi cha
CVE-2023-52609
CVE-2023-52610 | Nhom 25 15 hong trong Linux cho phép Chua c06 théng
1 Linux CVE-2023-52611 tlfqng tAan cong trgy cap va thuc hién cac | tin xac nha;in va
hanh dong trai phép. ban va
CVE-2024-2625
CVE-2024-2626 Nhom 07 I6 hong trong Google cho phép | Chua c6 thong
2 Google CVE-2024-2627 d91 ttfqng Ean cong trl,Jy cap va thyuc hién | tin xaE: nhaim va
cac hanh dong trai phép. ban va
CVE-2024-20761
Nhom 56 15 héng trong Adobe cho phép a
3 Adobe CVE-2024-20752 | 45 tuong tan cong, khai thac 15i XSS, Eﬁggccﬁggr?r\]/%
CVE-2024-20755 | thuc thi ma tir xa, truy cap va thuc hién cac ban Va
. N A an va
hanh ddng trai phép.
CVE-2024-29059 o
CVE-2024-28916 | Nnom 95 10 hong trong Microsoft cho |y, ¢ 50 i
. phép doi tugng tan cong leo thang dac | PR
4 Microsoft ) N : AN xac nhan va ban
CVE-2024-26247 | quyen, truy cap va thuc hién cac hanh Vi
dong trai phép.
CVE-2023-5388
CVE-2024-2605 Nhom 13 Ic’), hong trong Mozilla cho phép | Chua c6 théng
5 Mozilla CVE-2024-2606 691 tl{qng Ean cong tryy cap va thuc hién | tin xaE: nhz;m va
cac hanh dong trai phép. ban va
CVE-2024-2443 - )
Nhom 03 16 hong trong Github cho phép | Chua c6 thong
6 Github CVE-2024-2469 | 44i twong tan cong thuc thi ma tur Xa, truy | tin Xac nhan va
CVE-2024-1908 | ¢ap va thyuc hién cac hanh dong trai phép. ban va
CVE-2024-22352
i i Nhém 10 15 hong trong IBM phép ddi AR
; IBM CVE-2023-45177 tugng tan cdng thuc hién tan cong tir choi E;lggccgﬁgﬁr:/%
CVE-2022-32751 | dich vy, thuc thi ma tir xa, truy cap va thuc ban vV
SO n o an va
hién cac hanh dong trai phép.
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Tan cong DRDoS . , _
Biéu do thong ké thiét bi theo cong dich vu

|

. . . . & -2 h: bié
Tuan vira qua tai Viét Nam, co rat nhiéu pRo e
may chu, thiet bi co thé tré thanh nguon
phat tan tan cong DRDoS. Trong tuan co
50.788 (giam so véi tuan trudc 52.933) oo
thiét bi cé kha nang bi huy dong va tro soom ®
thanh nguon tan cong DRDoS. Cac thiet 1200
bi nay dang m¢& str dung céc dich vu NTP B i e ®
(123), DNS (53), Chargen (19). Dudi SIS S
day la bicu do thong keé thiét bi theo cong
dich vu phd bién trong tuan. Tan cong Web
Trong tuan, c6 151 truong hop tan cong
vao trang/cong thong tin dién tir cua
U Viét Nam: 120 trueong hop tan cong lira
Thong ké tin cong vao 2 s 5 A A
(ran gxcéflg hong e o dao (Phishing), 31 truong hop tén cng
cﬁa ‘flét Nam ) Cai Cém ma d(:jC.
Cii ma déc _ 31
Lira dao (Phishing) 120
other (9)
AT&T Inc.
Telegram
Webmail Providers
United States Postal Service
Netflix Inc.
- - " % Crypto/Wallet Gazprom
Tan cong Phishing Facebook Inc
| i . Office365
Trén thé glé" Cé nhléu CélC tl’ang Web glé Generic/Spear Phishing
mao cac to chirc, doanh nghiép, nha ) o .
cung cép, dich vu 16n nhu: Céc mang xa Danh sach IP/tén mien dgc hai c6 nhieu ket noi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viet Nam
Nam c6 nhieu nguoi dung cac dich vy, differentia.ru: 1923 IP hzmksreiuojy.ru: 42 IP
ng dyng nuéc ngoai (ca mien phi va disorderstatus.ru: 988 IP | xjpakmdcfuge.biz: 22 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 518 IP xjpakmdcfuge.com: 23 IP
Apple, Paypal,v.v... vi vAy ngudi din amnsreiuojy.ru: 124 IP xjpakmdcfuge.ru: 16 IP
. " Ay ned g restlesz.su: 89 IP xjpakmdcfuge.in: 13 IP

can phai hét sic canh giac véi nhing
trang web gia mao dé danh cap tai
khoan.
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan da c6 320 phan anh truong hop lira dao do nguoi dung Internet Viét Nam phan
anh ve Trung tam Giam sat an toan khong gian mang qudc gia (NCSC) qua hé thong tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong hop lira dao
gia mao website cua ngan hang, cac trang thuong mai dién tur..

Duéi day 1a mot sé trudng hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi cha
vib[.]truc-tuyen-cham-
socthekhachhang[.]Jcom L AR £
1 cskh-vib[ Jho-tro-tin-dung-ca- | \VePSIte gid mao Ngan hang TMCP Quoc
té Viét Nam
nhan[.Jcom
dich-vu-xvip-vib[.Jcom
9 www[.]taikhoanvps[.]Jcom[.Jvn Website gia mao Céng ty ching khoan
motaikhoanchungkhoanvps[.Jcom VPS
3 shinhan[.]ho-tro-tin-dung-ca- Website gia mao Ngan hang TNHH MTV
nhan[.]Jcom Shinhan Viét Nam
4 eufkS5[.Jcom Website gia mao san TMDT Tiki
tikimall[.Jorg
vn78223p[.]Jcom
vn86414s[.Jcom L \
5 533788 Jcom/ Website gia mao san TMDT Shopee
vn667755s[.]Jcom/login
apple[.Jsupport-find-my- S
6 iphone[.Jcom/s113h Website gia mao Apple
4 tpbank][.]Jchamsocthekhachang-truc- Website gia mao Ngan hang TMCP Tién
tuyen[.Jcom/ Phong
. Website gia mao Ngan hang TMCP Phat
8 nganhangsaison.Jorg/ trién Thanh phé H& Chi Minh
. . Website gia mao Trung tdm Giam sat an
9 policeonline[.Jelub/ toan khong gian mang qudc gia (NCSC)
10 dichvucongl.]Jcvgov[.]Jcom Website gia mao Dich vy cong Quéc Gia




NCSCX

National Cyber Security Center

Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH"

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir 1y kip thoi.

*k*k
2. Déi véi cac diém yéu, 16 hong trong phan L hong biao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhimng
don vi da co6 tai khoan trén “Hé théng Canh bao diém yéu va ra soat 16 héng bdo mat tu dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang str
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

*k*k
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢o, cic cudce tan cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mo cac cong
dich vu ¢6 thé bj loi dung dé thyuc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong muc Danh sach IP/tén mién ddc hai cé6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y cac thiét bi trong toan bo hé thong mang néu c6 du
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Dbi voi cac website gia mao thong ké tai muc Téan cong lira dio ngwoi dung Viét Nam,
Quy don vi can chi y quan tim khong truy cap vao cac trang web duoc néu dé tranh nguy co
bi tan cong lira ddo, ning cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng nguoi xung quanh tranh viéc tro thanh nan nhan ciia nhimg cudc tin cong lira déo nay.

) N csC s.gov.vn 9 Tﬁng 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

s:/fwww.facebook.com/govSOC




