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1. Tin tiec An toan thong tin

- Chién dich tAn cong APT: Nhém APT Mustang Panda st dung mi doc
backdoor DOPLUGS dé tin cong vao chau A.

- Canh béo: Mi doc VietCredCare danh cip tai khoan Facebook thong qua
cac nha cung cap dich vu quang céo tai Viét Nam.

2. Piém yéu, 16 hong
- 593 15 hong duoc cong bd va cap nhat.

- 07 15 hong, nhdm 16 hong trén cac san pham/dich vy pho bién tai Viét Nam.

3. Sb ligu, thong ké
- T4n cong DRDoS
- Tan cong Web

- T4n cdng lira ddao nguoi dung Viét Nam: 254 trudng hop lira dao do ngudi
dung Internet Viét Nam thdng bao.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Nhom APT Mustang Panda st dung ma doc backdoor

DOPLUGS & tAn cong vao chau A"

Nhom APT Mustang Panda c6 ngudn géc tir
Trung Qudc dang tién hanh mét chién dich tin cong
mang nham vao nhiéu quéc gia tai chau A nhu Viét
Nam, Pai Loan va Malaysia. Trong chién dich nay,
Mustang Panda sir dung mét phién ban bién thé cua
ma doc backdoor PlugX, dugc goi la DOPLUGS.

Nhom APT Mustang Panda da hoat dong tir nam
2012, chu yéu nham vao cac t6 chic chinh phu, vién
nghién cuau, t6 chic phi chinh pha ¢ Chau Au va
Chau My, va tham chi ca céc t6 chic ton gido tai
Vatican. Tuy nhién, trong cac chién dich gan day,
nhém nay da chuyén muc tiéu sang cac qudc gia
Chéu A nhu Pai Loan, Hong Koéng, Méng C6, Tibet
va Myanmar. Vao nam 2022, Mustang Panda da su
dung cac bao c&o vé tinh hinh chién sy tai Ukraine va
bao céo tir chinh pha Ukraine 1am madi nhir dé dan du
nguoi dung mo cac tép nay, tr do, qua trinh lay
nhim ma doc s& bat dau trién khai trén thiét bi.

Trong chién dich méi nhat, nhém APT Mustang
Panda d st dung mét bién thé cua ma doc PlugX cé
tén la DOPLUGS, di kém vai mot module backdoor
hoan chinh. Phéan tich ma doc di phat hién ra sy ton
tai cia module KillSomeOne hd trg kha ning 13y lan
qua USB, module nay da duoc phat hién lan dau vao
théng 11/2020.

Trong cac chién dich tan cdng, Mustang Panda
thuc hién tin cdng spear-phishing bang cach gui
cac tap tin van ban vai ndi dung mang tinh thoi su
nhu cudc bau cir tong thong Pai Loan dién ra vao
thang 01/2024 dé Iam mdi nhir. Cac email spear-
phishing chira duong dan Google Drive dén cac tép
dugc bao vé bang mat khau, muyc dich 1a dé tai
xudng ma doc DOPLUGS.

Ma doc DOPLUGS c6 chirec nang nhu mot bo
tai va hd trg thuc thi bdn cau Iénh backdoor khac
nhau. Mot trong sé dé 1a dé tai xuéng ma doc
PlugX. Trong mau phan tich DOPLUGS, c6 chta
module KillSomeOne va sir dung thanh phan thuc
thi file thyc thi hop phap dé thyc hién DLL-
sideloading. Thanh phan nay ciing tai thém ma doc
giai doan ké tiép tir mot méy chu tir xa.

Nguon: https:/securityaffairs.com/159464/apt/mustang-panda-doplugs-backdoor.html
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Tin tiec An toan thong tin

“Mai dgc VietCredCare d4nh cip tai khoan Facebook théng

qua cac nha cung cap dich vu quang co tai Viét Nam.”

Mai doc VietCredCare 1a mot loai ma doc cha yéu
nham vao c4c nha cung cap dich vu quang céo trén
Facebook tai Viét Nam. M3 doc VietCredCare bi
phat hién tur thang 8 nam 2022, c6 kha nang loc ty
dong cac cookie va thong tin dang nhap Facebook tir
c4c thiét bi bi nhidm ma doc. Pong thoi, ma doc nay
cling kiém tra dwoc cac tai khoan nay c6 quan ly hd
so cac doanh nghiép va duy tri s du tich cuc trong
tai khoan quang cao cua Meta hay khong.

Muc tiéu chinh cua chién dich sir dung ma doc
VietCredCare | chiém doat cac tai khoan Facebook
ctia doanh nghiép bang cach nham vao ngudi quan ly
trang Facebook cua cac doanh nghiép va t chirc co
tiéng tai Viét Nam. Di twong tin cong sé& sir dung tai
khoan Facebook bi chiém doat dé dang cac bai viét
¢6 ndi dung chinh tri hoic thuc hién lira do tiép thi
nham truc loi tai chinh.

VietCredCare dugcC quang cao va rao ban dudi
dang dich vu “stealer-as-a-service” trén cac nén tang
nhu Facebook, Youtube va Telegram. Hi¢n tai, da
xéc dinh rang ma doc nay dang duoc sir dung bai cac
ca nh&n hoac nhom nguoi Viét Nam. Céc khach hang
mua ma doc ndy c6 thé lra chon giao dich quyén truy
cap vao mot botnet do nha phat trién ma doc quan ly
hodc mua quyén truy cap vao ma ngudn dé ban lai
hodc sir dung ma doc cho muc dich ca nhan. Ngoai
ra, cac ddi twong mua md doc nay ciing duoc cung
cAp mot bot Telegram riéng dé quan ly viéc trich xuét
va chuyén tiép thong tin xéac thuc tir cac thiét bi bi
nhiém ma doc.

VietCredCare 12 mot loai ma doc dugc viét bang
NET, duoc phét tn thong qua cac lién két lira dao trén
mang x& hoi va cac tng dung nhan tin, thuong duoc gia
mao dudi hinh thirc cac phan mém chinh thdng nhu
Microsoft Office hodc Acrobat Reader dé danh lira
ngudi dung cai dit ma doc. Diém ndi bat cia ma doc
nay |a kha nang trich xuat théng tin xac thuc, cookies
va ID phién tir cac trinh duyét web phd bién tai Viét
Nam nhu Google Chrome, Microsoft Edge va Céc Céc.

Ngoai ra, ma doc VietCredCare con thu thap dia
chi IP cta nguoi ding va kiém tra xem tai khoan
Facebook cua ho c6 phai la tai khoan doanh nghiép
khong, dong thoi danh gid xem tai khoan d6 co dang
chay quang céo hay khong. Bé tranh bi phét hién, ma
doc tat Windows Antimalware Scan Interface (AMSI)
va ty thém vao danh sach bo qua cua Windows
Defender Antivirus.

Hién nay, cac thdng tin xac thuc thudc so hitu cua
chinh phu, cac truong dai hoc, cac nén ting thuong mai
dién tr, ngan hang va céac cong ty tai Viét Nam da bi
trich xuat bang ma doc nay. VietCredCare 1a ma doc
méi nhat duge thém vao danh sach cac mi doc danh
cip thdng tin tai khoan Facebook, cd ngudn géc tir Viét
Nam, tuong ty nhu Ducktail va NodeStealer. Tuy
nhién, hién vin chua c6 bang ching cu thé nao cho thay
mébi lién két truc tiép giira VietCredCare va cac ma doc
cung dong nay.

Ngudn: https://thehackernews.com/2024/02/new-vietcredcare-stealer-targeting.html?&web_view=true
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Nguy co' tan cong
' mang tu diém yeu,
* e hong

Trong tuan, céc t6 chic qubc té di cong bd
va cap nhat it nhat 593 15 hong, trong d6 c6 107
156 hdng miic Cao, 152 16 hdng muac Trung binh,
22 16 hong mirc Thap va 312 15 hong chua danh
gia. Trong d6 c6 it nhat 97 156 hong cho phép
chen va thuc thi ma Iénh.

Hé théng ky thuat cua Cuc ATTT cha
dong ra quét trén khéng gian mang Viét Nam,
danh gia, thong ké cho thay c6 07 16 hong/nhom
16 hong trén cac san pham, dich vu CNTT pho
bién, cd thé gay anh huéng 16n dén ngudi ding ¢
Viét Nam: Nhém 51 15 hong trong Linux, Nhém
33 16 hong trong Google, Nhém 03 156 hong trong
Microsoft, Nhém 26 15 hong trong Apple, Nhém
26 16 hong trong Oracle, Nhdm 07 15 hong trong
Gitlab, Nhém 10 16 hong trong IBM. Thang tin
chi tiét vé mot s6 16 hong trén cac san pham/dich
vu pho bién tai Viét Nam cu thé nhu sau:

Mgt sé 16 hang trén cac san pham/dich vu
phé bién tai Viét Nam:
- Linux: CVE-2024-1784, CVE-2023-52446, ...

- Google: CVE-2023-21165, CVE-2023-40085, ...
- Microsoft: CVE-2024-26192, CVE-2024-
21423, ...

- Apple: CVE-2023-42823, CVE-2023-42843, ...
- Oracle: CVE-2024-20980, CVE-2024-20913, ...
- Gitlab: CVE-2024-1451, CVE-2024-0410, ...

- IBM: CVE-2024-25021, CVE-2022-43842, ...
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Théng tin diém yéu, 16 hong

San

TT pham/ dich vu Ma 16i quoc te M6 ta ngan Ghi cha
CVE-2024-1784
CVE-2023-52446 | Nhom 51 I<§ hong trong Linux cho phép | Chua co thong
1 Linux CVE-2023-52433 d91 tl{’(jng 'Ean cong tryy cap va thuc hién | tin xac nha;in va
cac hanh dong trai phép. ban va
CVE-2023-21165
CVE-2023-40085 | Nhém 33 Io hdng trong Google cho phép | Chua co thong
2 Google CVE-2023-40093 d6i tuong tin cong leo thang dac quyén, | tin XaE: nhailn va
thue hién tan cong tir chdi dich vu. ban va
CVE-2024-26192 | Nhém 03 15 héng trong Microsoft cho Cn
. phép d6i tuwong tan cong thuc hién tan Chua c6 thong
3 Microsoft CVE-2024-21423 N A2 S ETUREN tin Xac nhan va
cong truy cap va thyuc hién cac hanh dong ban Vi
CVE-2024-26188 | tr4j phép.
CVE-2023-42823
CVE-2023-42843 | Nhém 26 I§ hong trong Apple cho phép | Chua co thong
4 Apple CVE-2023-42848 691 tugng tan_gonq thu‘c thi ma tr xa, truy | tin xac nha;n va
cap va thuc hién cac hanh dong trai phép. ban va
CVE-2024-20980
Nhém 26 16 hdng trong Oracle cho phép A
5 Oracle CVE-2024-20913 déi tuong tan cdng thyc hién tan cong tir t(i:;l;tgccﬁﬁlgsr\%
CVE-2024-20947 | choi dich vy, truy cap va thuc hién céac ban V3
\ A s an va
hanh dong trai phép.
CVE-2024-1451
CVE-2024-0410 | Nhém 07 15 hong trong Gitlab cho phép | Chua c6 thong
6 Gitlab CVE-2023-4895 doi tugng t%n cong khai thac 16 hong XSS, | tin xac nhz;m va
leo thang dac quyeén. ban va
CVE-2024-25021
) i Nhom 10 16 hong trong IBM phép ddi o
- IBM CVE-2022-43842 tugng tan cong khai thac 15 hong SQL Eﬁgg;ﬁ;gﬁl\l’g&
CVE-2023-50306 | Injection, thuc thi ma tir xa, khai thac 16 ban VA

hong XSS.
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

Tan cong DRDoS

|

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
53.886 (tang so V4i tuan trudc 52.826)
thiét bi c6 kha ning bi huy dong va tro
thanh nguon tin cdng DRDoS. Céc thiét
bi nay dang m¢ str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 thong ké thiét bi theo cong
dich vu phé bién trong tuan.

Thong ké tan cong vao
trang/cong thong tin dién ti
cia Viét Nam

Cii ma déc -22

Lira dio (Phishing) 66

Tan cong Phishing

|

Trén thé giGi c6 nhiéu céac trang web gia
mao céc t6 chic, doanh nghiép, nha
cung cép, dich vy 16n nhu: Cac mang x4
hoi, ngan hang, thu dién tu,v.v...Viét
Nam c6 nhiéu nguoi ding céc dich vu,
tng dung nudc ngoai (ca mién phi va
tinh phi) nhu cac mang xa hoi, Payment,
Apple Paypal,v.v... vi vay nguoi dung
can phai hét sic canh glac Vi nhu:ng
trang web gia mao dé danh cip tai
khoan.

Biéu dé théng ke thiét bi theo céng dich vy
pho bién
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Tan cong Web

Trong tuan, c6 88 trudng hop tan cong

vao trang/cong

thong tin dién tir cua

Viét Nam: 66 truong hop tan cong hra

dao (Phishing),

22 treong hop tan cong

cai cam ma doc.

Telegram

Facebook, Inc.

Gazprom

Qutlook Generic/Spear Phishing
ATET Inc .
Bet365 b
Netflix Inc. 4
Crypto/Wallet
Webmail Providers
WhatsApp
Office365

Danh sach IP/tén mién dgc hai c6 nhiéu két ndi

tir Viét Nam

differentia.ru: 9269 IP

hzmksreiuojy.ru: 102 IP

disorderstatus.ru: 4222 IP

Xjpakmdcfuqe.biz: 182 IP

atomictrivia.ru: 1947 IP

xjpakmdcfuge.com: 105 IP

amnsreiuojy.ru: 566 IP

xjpakmdcfuge.ru: 101 IP

restlesz.su: 245 IP

xjpakmdcfuge.in: 84 IP
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan da c6 254 phan anh truong hop Itra dao do nguorl dung Internet Viét Nam phan
anh veé Trung tam Giam sat an toan khdng gian mang quoc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong hop lira dao
gia mao website cua ngan hang, cac trang thuong mai dién tur..

Duéi day 1a mét s6 trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghi chu
1 amadbfk.shop Website gia mao san TMDT Amazon
2 hgffll.com Website gia mao san TMDPT Tiki
sch.chamsockhachhang-truc- . A s N
3 tuyen-the.online Website gia mao Ngan hang TMCP Sai Gon
soppe68.com
4 vn88631p.com Website gia mao san TMDT Shopee
spmail86.com
5 cskh-vib-canhan.com Website gia mao Ngan hang TMCP Quoc te
Viét Nam
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH"

1. Béi véi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir 1y kip thoi.

*k*k
2. Déi véi cac diém yéu, 16 hong trong phan L hong biao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhimng
don vi da co6 tai khoan trén “Hé théng Canh bao diém yéu va ra soat 16 héng bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang str
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

*k*k
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tn cong web trong phan Théong ké nguy
¢o, cic cudce tan cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mo cac cong
dich vu ¢6 thé bj loi dung dé thyuc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y cac thiét bi trong toan bo hé thong mang néu c6 du
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Dbi voi cac website gia mao thong ké tai muc Téan cong lira dio ngwoi dung Viét Nam,
Quy don vi can chi y quan tim khong truy cap vao cac trang web duoc néu dé tranh nguy co
bi tan cong lira ddo, nng cao nhén thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng nguoi xung quanh tranh viéc tro thanh nan nhan ciia nhitng cudc tin cong lira déo nay.

) N csC s.gov.vn 9 Tﬁng 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

s:/fwww.facebook.com/govSOC




