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1. Tin tirc An toan thong tin

- Chién dich tin cong APT: Nhom APT Kimsuky sir dung ma doc Golang
“Troll Stealer” va backdoor “GoBear” trong chién dich tdn cong nhiam vao Han
Qubc.

- Canh bao: L5 hong an toan thong tin Nghiém trong trén Exchange Server
(CVE-2024-21410) dang bi khai thac.

2. Piém yéu, 16 hong
- 770 16 hong duoc cong bd va cap nhat.

- 07 16 hong, nhom 16 hong trén cac san pham/dich vy phd bién tai Viét Nam.

3. S0 liéu, thong ké
- T4n cong DRDoS
- T4n cong Web

- TAn cong lira dao ngudi dung Viét Nam: 161 trudong hop lira dao do nguoi
dung Internet Viét Nam thong bao.

4. Tai liéu luu trir
Chuyén muc Canh bao tuln tai dja chi:

https://khonggianmang.vn
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Tin tirc An toan thong tin

“Nhém APT Kimsuky str dung ma doc Golang “Troll

Stealer” va backdoor “GoBear” trong chién dich tan cong
nham vao Han Quoc.

Nhém APT Kimsuky, dugc cho 1a ¢6 lién quan Mot tinh nang quan trong cua Troll Stealer la
Triéu Tién, dang str dung mot ma doc moi viét bang kha ning 14y cdp chimg thuc GPKI duge cép boi
Golang c6 tén 1a Troll Stealer. Ma doc nay dugc thiét chinh phi Han Quéc tir céc hé théng da bi ma doc
ké dé danh cép SSH, FileZilla, cac t¢p/thu muc trong xam nhép. Diéu nay cho théy c6 kha nang ma doc
6 C, thong tin trinh duyét, hé théng, va ca anh chup da dugc str dung dé tén’céng vao céc t chirc hanh
man hinh tir cac hé thong bi 1ay nhiém. chinh cong cia Han Qudc. Vi khong co bang chimg

nao ve viéc nhom Kimsuky da danh cap thu muc

M3 doc Troll Steal hat hién co 11é .. 2 .
4 doc Troll Stealer dugc phat hién c6 lién quan GPKI, nén hanh vi vi pham nay c6 thé 1a két qua

dén nhom Kimsuky do ¢6 cac dic diém gidng véi cac
ma doc khac cua nhom nhu AppleSeed va
AlphaSeed. Ngoai ra, nhom Kimsuky con duogc biét
dén dudi nhidu tén goi khac nhau nhu APT43,

cia mot sy thay doi trong chién lugc hodc 1a san
pham ctia mét nhom khac, c6 moi lién hé mat thiét
véi Kimsuky va cé truy cdp vao ma nguodn cua

ARCHIPELAGO, Black Banshee, Emerald Sleet AppleSeed va AlphaSeed

(trudc day 1a Thallium), Nickel Kimball, va Velvet Ciing ¢6 cac dau hiéu cho thdy nhém APT
Chollima. Nhom nay thudng thyc hién cac chién dich Kimsuky c6 thé lién quan dén ma doc backdoor
tAn cong nham vao viéc danh cip thong tin mat, nhu GoBear, ma doc nay cting duoc ky ching thuc cia
trong cac vu tan cong Spear-phishing nham vao Han D2Innovation Co., LTD va thyc thi cac huéng dan
Qudc gan ddy, trong d6 sir dung cac loai ma doc tr may chu C&C. Ma doc nay ciing dugce ky chimg
backdoor nhu AppleSeed va AlphaSeed. thyc ctia D2Innovation Co., LTD va thyc thi céac

huéng dan tir may chu C&C. Chudi ky tu trong tén
clia cac ham ma mi doc thuc thi co diém tuong
déng véi cau Iénh sur dung boi BetaSeed, mdt ma
ddc backdoor C++ dugce sur dung boi Kimsuky.

Theo phén tich méi nhat, da phat hién rang nhém
tn cong da s dung mdt bo tai gid. B tai nay duoc
chay dong thoi véi mot bo cai dat hop phap cua
chuong trinh bao mat va dugc ky bang ching thyc
cua “D2Innovation Co., LTD”, cho théy chung thyc
ctia cong ty ndy da bi nhom tin cong danh cip. Tén
ciia mi doc dugc cai dit s& duoc ldy tir duong dan
"D:/~/repo/golang/src/root.go/s/troll/agent”  duogc
nhiing trong file.

Nguén: https://thehackernews.com/2024/02/kimsukys-new-golang-stealer-troll-and.html
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Tin tirc An toan thong tin

“L5 hong an toan thong tin Nghiém trong trén Exchange

Server (CVE-2024-21410) dang bi khai thac.”

Trong tuan vira qua, Microsoft di tiép tuc d6i
mit vi mot 16 hong an toan thong tin Nghiém
trong trén Exchange Server, dugc cong bd ngay
sau khi ban va Patch Tuesday dugc phat hanh.

LS hong CVE-2024-21410 (Piém CVSS:
9.8) 1a mot 16 hong nghiém trong trong hé thdng,
cho phép d6i twong tan cong leo thang dic quyén
trén Exchange Server. Qua d6, ddi twong tin
cong c6 thé nhim muc tiéu tin cong vao cic
client NTLM nhu Outlook, sir dung 15 hong nay
dé xam nhap va thu thap thong tin ding nhap.
Diéu nay cho phép ké tan cong gia mao quyén
han cta ngudi dung muc tiéu va thuc hién cac
hoat dong doc hai trén may chu Exchange
Server.

Viéc khai thac thanh cong 16 hong nay cho
phép dbi tuong tan cong tai tao ham bam Net-
NTLMv2 duoc lay tir ngudi ding va chuyén tiép
nd téi cac may chu Exchange Server bi anh
hudng boi 16 hong CVE-2024-21410. Piéu nay
gitip d6i tuong tan cong c6 kha ning xac minh
dugc minh 14 ngudi d6. Mic du chi tiét vé cach
thirc khai thac va danh tinh ctia cac ké tin cong
van chua dugc 1am rd, nhung trude do, nhom tn
cong APT28 da sir dung 16 hong tuong tu trén
Microsoft Outlook dé thuc hién tin cong tai tao
NTLM (NTLM relay attack).

Dong thoi, vao thang 02/2024, Trend Micro da
ghi nhan nhom APT28 tiép tuc tién hanh cic cudc
tAn cong nay dbi véi cac muc tidu quan trong tir
thang 04/2022.

Ngoai ra, 16 hong CVE-2024-21410 khong chi
gy anh hudng ma con c¢6 lién két v6i hai 16 hong
khac trén hé diéu hanh Windows 1a CVE-2024-
21351 (Piém CVSS: 7.6) va CVE-2024-21412
(Piém CVSS: 8.1). Ca hai 15 hong nay da duoc va
trude ¢ nhung van bi khai théc trong nhiéu chién
dich tin coéng. Mot trong s6 d6, 16 hong CVE-
2024-21412 cho phép bd qua bién phép bdo mat
cua Window SmartScreen va da duoc str dung boi
nhom APT Water Hydra (hay DarkCasino). Trudc
d6, nhom nay di sir dung mot 16 hong zero-day
trén WinRAR d¢é trién khai trojan DarkMe.

Trong ban va Patch Tuesday, Microsoft cling
da xir 1y 16 hong CVE-2024-21413 gay anh huong
t6i phin mém email Outlook. L& hong ndy cho
phép dbi tuong tin cong thuc thi ma tir xa bing
cach vd hi¢u hoa cac bién phdp bao mat nhu
Protected View.

Nguén: https://thehackernews.com/2024/02/critical-exchange-server-flaw-cve-2024.html
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Nguy co tan cong
4 mang tir diém yéu,
' 16 hong

Trong tuan, céac t6 chirc qubc té di cong bd
va cap nhat it nhat 770 15 hong, trong d6 c6 271
16 hong mirc Cao, 326 16 héng mirc Trung binh,
25 16 hong murc Thap va 148 16 hong chua danh
gia. Trong d6 c6 it nhat 171 16 hong cho phép
chén va thyuc thi ma 1énh.

Hé thong ky thuat cia Cuc ATTT chu
dong ra quét trén khong gian mang Viét Nam,
danh gia, thong ké cho thay c6 07 16 héng/nhom
16 hong trén cac san pham, dich vu CNTT phd
bién, ¢ thé gdy anh hudng 16n dén nguoi dung &
Viét Nam: Nhom 14 16 hong trong Linux, Nhom
14 15 hong trong Google, Nhém 13 16 hong trong
Dell, Nhom 112 16 hong trong Wordpress, Nhém
05 156 hong trong VMware, Nhom 04 16 hong
trong Gitlab, Nhém 53 16 hong trong IBM. Thong
tin chi tiét vé mot s6 16 hdng trén cac san
pham/dich vy pho bién tai Viét Nam cu thé nhu
sau:

M@t 56 16 héng trén cdc san pham/dich vu
phé bién tai Viét Nam:
- Linux: CVE-2023-6240, CVE-2023-6356, ...

- Google: CVE-2024-20011, CVE-2024-
20009, ...

- Dell: CVE-2020-29504, CVE-2021-21575, ...

- Wordpress: CVE-2021-4436, CVE-2023-
6933, ...

- VMware: CVE-2024-22237, CVE-2024-
22239, ...

- Gitlab: CVE-2023-6564, CVE-2023-6736, ...

-IBM: CVE-2023-38273, CVE-2023-45191, ...
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Thoéng tin diém yéu, 16 hong

Ma 16i quoc té

Mo tid ngan

Ghi chu

CVE-2023-6240
CVE-2023-6356
CVE-2023-6535

Nhoém 14 10 héng trong Linux cho phép
d6i trong tin cong thuc hién tin cong tir
chdi dich vy, truy cdp va thuc hién céac
hanh dong trai phép.

Chua c6 thong
tin xac nhan va
ban va

CVE-2024-20011
CVE-2024-20009
CVE-2024-20007

Nhom 14 16 héng trong Google cho phép
d6i twong tan cong thyuc thi ma tir xa, leo
thang ddc quyén, thuc hién tin cong tir
chéi dich vu.

Chua c6 thong
tin xac nhan va
ban va

San
b pham/ dich vu
1 Linux
2 Google
3 Dell

CVE-2020-29504
CVE-2021-21575
CVE-2022-34381

Nhom 13 16 héng trong Dell cho phép dbi
tuong tan cong thyuc thi ma tir xa, leo thang
dac quyén, thye hién tan cong tir chdi dich
vu.

Chua c6 thong
tin xac nhan va
ban va

4 Wordpress

CVE-2021-4436
CVE-2023-6933
CVE-2023-6989

Nhom 112 16 hong trong Wordpress cho
phép dbi tugng tan cong khai thac 16 hong
SQL Injection, khai thac 16 hong XSS,
thue thi ma tir xa.

Da co6 thong tin
xac nhan va ban
va

CVE-2024-22237
CVE-2024-22239

Nhom 05 16 hong trong VMware cho phép
doi tuong tan cong leo thang dic quyeén,

Chua c6 thong

CVE-2023-32333

tan cong tur chdi dich vu, truy cap va thuc
hién cac hanh dong trai phép.

S VMware CVE-2024-22238 | truy cap va thuc hién cac hanh dong trai | O X]‘;‘gnnlvlzn va
phép.
CVE-2023-6564
CVE-2023-6736 Nhoém 04 10 héng trong Gitlab cho phep Chua c6 thong
6 Gitlab d6i tuong tin cong thuc hién tin cong tir tin x4c nhan va
CVE-2023-6840 chdi dich vy, truy cdp va thuc hién céac ba ;
. A SO an va
hanh dong trai phép.
CVE-2023-38273 o ,
CVE-2023-45191 | \oom 53 16 hong trong IBM phép doi | o 610 in
tugng tan cong thuc thi ma tir xa, thyc hién | NN
7 IBM : xac nhan va ban

va
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Tan céng DRDoS

|

Tuén vira qua tai Viét Nam, co rat nhiéu
méy ch, thiét bi ¢6 thé trd thanh ngudn
phat tan tin cong DRDoS. Trong tuan co
52.826 (giam so v6i tuln trudc 56.765)
thiét bi c6 kha ning bi huy dong va trd
thanh ngudn tan cong DRDoS. Cac thiét
bi nay dang m¢ sur dung cac dich vu NTP
(123), DNS (53), Chargen (19). Du¢i

Biéu db théng keé thiét bi theo cong dich vu
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day 1a biéu d6 théng ké thiét bi theo cong

dich vu phé bién trong tuan. Tan cdng Web

Trong tuan, c¢6 92 trudng hop tn cong
vao trang/cong thong tin dién tir cua
Viét Nam: 86 truong hop tin cong lira
dao (Phishing), 06 trudng hop tin cong
cai cdm ma doc.

Thong ké tin céng vao
trang/cong thong tin dién ti
cua Viét Nam

Cai mi dgc i 6

Lira dio (Phishing) 36

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc.

\\\‘

AT&T Inc.
Crypto/Wallet

Tan cong Phishing s
Office365

Trén thé gidi c6 nhidu cac trang web gia
mao cac t6 chtrc, doanh nghiép, nha
cung cép, dich vu 16n nhu: Cac mang xa
hoi, ngan hang, thu dién ta,v.v...Viét
Nam c6 nhiéu nguoi dung cac dich vy,
tmg dung nudc ngoai (ca mién phi va
tinh phi) nhu cdc mang xa hoi, Payment,
Apple, Paypal,v.v... vi vy nguoi dung
can phai hét sirc canh gidc vé6i nhiing
trang web gia mao dé danh cip tai
khoan.

Facebook, Inc.

Danh sach IP/tén mién doc hai cé6 nhiéu két ndi
tir Viét Nam

differentia.ru: 9097 IP
disorderstatus.ru: 2260 IP
atomictrivia.ru: 966 IP
amnsreiuojy.ru: 640 IP
restlesz.su: 445 1P

hzmksreiuojy.ru: 130 IP
xjpakmdcfuge.biz: 208 IP
xjpakmdcfuge.com: 85 IP
xjpakmdcfuge.ru: 67 IP
xjpakmdcfuge.in: 55 IP
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Tén cong lira ddo nguoi dung Viét Nam

Trong tuin d3 c6 161 phan anh truong hop lira ddo do ngudi dung Internet Viét Nam phan
anh vé Trung tAm Giam sat an toan khong gian mang qudc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong hop lira dao
gid mao website cua ngan hang, cac trang thuong mai dién tu...

Dud¢i day 1a mot so truong hop nguoi dung can nang cao canh giac.

STT Website lira dao Ghi chu
. . Website gia mao Ngan hang TMCP
1 tindungcanhan.online Viét Nam Thinh Vuong
2 ghnn22.com Website gia mao san TMDT Tiki
ghnnll.com
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH”

1. Béi v6i cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan théng tin, Quy
don vi can thuong xuyén cip nhat thong tin (nhu cac chién dich tin cong ctia cic nhom APT,
thong tin ToC kém theo ting chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

seokok
2. B6i voi cac diém yéu, 16 hong trong phan L& hong bioe mat, Quy don vi can luu y theo ddi
va cdp nhat ban va cho cic 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhimng
don vi da co6 tai khoan trén “Hé théng Canh béao diém yéu va ra soat 16 héng bdo mat ty dong”
tai dia chi https://service.khonggianmang.vn, quan tri vién c6 thé thém cac san pham dang str
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

sk
3. P6i v6i cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Thong ké nguy
¢o, cAc cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mo cac cong
dich vu c6 thé bi loi dung dé thuc hién tin cong tir chdi dich vu; thudong xuyén kiém tra, ra
so4t may chu web dé kip thoi phat hién va xir Iy nguy co tdn cong. Bén canh dé, dbi voi cac
IP/tén mién dugc dé cap trong muc Danh sach IP/tén mién ddc hai cé nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xtr 1y cac thiét b trong toan bd hé thdng mang néu c6 dau
hi¢u két ndi dén cac tén mién doc hai ma Cuc ATTT di chia sé.

seokok
4. Ddi v6i cac website gia mao thong ké tai muc Tén cong lira ddo ngudi ding Viét Nam,
Quy don vi can cht ¥ quan tdm khong truy cép vao cac trang web duoc néu dé tranh nguy co
bi tn cong lira dao, ndng cao nhan thirc ban than va tuyén truyén cho ban bé, ngudi than va
nhitng nguoi xung quanh tranh viéc trd thanh nan nhan ciia nhimg cudc tin cong lira déo nay.

B ncsc@ais.gov.vn @ Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 X quéan Cau Giay, Tp. Ha Noi
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https://khonggianmang.vn/

f https://www.facebook.com/govSOC




