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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Microsoft dua ra canh béo vé viéc ma rong pham
vi tan cong ltra dao I1én céac to chuc toan cau cia nhom APT29.

- Canh bao: L3 héng nghiém trong khién may chu Jenkins d6i mat véi nguy
co bi tin cong thuc thi ma tir xa.

2. Piém yéu, 16 hong
- 616 156 hong duoc cong bd va cap nhat.

- 07 15 hong, nhdm 16 hong trén cac san pham/dich vy pho bién tai Viét Nam.

3. Sb ligu, thong ké
- T4n cong DRDoS
- Tan cong Web

- T4n cdng lira ddao nguoi dung Viét Nam: 281 trudng hop lira dao do ngudi
dung Internet Viét Nam thdng bao.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin
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Chien dich tan cong APT: Microsoft dwa ra canh bao ve
viéc mé réng pham vi tan céng lira dio 1én cac to chirc toan
A ” o 144
cau cia nhom APT29

Trong tuan qua, Microsoft di thong bao rang nhom
tAn cong APT29, duoc cho la dugc hau thuan boi chinh
phit Nga, sau chién dich tan cong vao hé thong cua
Microsoft vao thang 11/2023, hién dang mé rdng hoat
dong ciia minh dé nhim t&i nhidu t6 chirc trén khip thé
gidi. Microsoft dang trién khai théng béo chinh thirc dén
céc td chire bi anh huong, diéu nay duoc thuc hién ngay
sau khi Hewlett Packard Enterprise (HPE) cong b rang
ho d3 14 nan nhan ctia mot cudc tin cong thuc hién boi
nhém APT29, con duoc biét dén véi cac tén goi khac nhu
BlueBravo, Cloaked Ursa, Cozy Bear, Midnight Blizzard
va The Dukes.

Nhom APT29 cha yéu tip trung vao cac to chic
chinh phil, ngoai giao, t6 chirc phi chinh phi va nha cung
cép dich vu IT, dac biét tai My va Chau u. Muc ti€u hang
dau ciia nhém trong cac chién dich 1a thu thap thong tin
chién luoc quan trong véi loi ich cho Nga thong qua viéc
duy tri két ndi trong thoi gian dai ma khong gy su chu y.

Theo thdng tin méi nhat dugc cdng bd, quy md cua
chién dich 1an nay I6n hon so véi uéc tinh ban dau, tuy
nhién Microsoft khong tiét 16 danh sach cac té chuc bi anh
huong. Nhdm APT29 thuc hién hoat dong ciia minh bang
cach sir dung céc tai khoan chinh thie trude d6 bi chiém
dung dé truy cap va mé rong quyén kiém soat trong moi
truong to chie, nham tranh bi phét hién. Ngoai ra, nhém
tan cong con xac dinh va khai thac tng dung OAuth dé di
chuyén trong ha tang cloud va thuc hién cac hanh vi hau
khai thac nhu thu thap email.

Diém manh trong chién thuit tin cong cua nhom
APT29 1a str dung tai khoan nguoi ding da bi xam nhép
dé tao, chinh stra, va cip quyén cao hon cho tng dung
OAuth. Diéu nay gitip nhom APT29 duy tri két ndi voi
g dung ngay ca khi mat quyén truy cap vao tai khoan
ban dau. Cubi cung, ung dung OAuth doc hai dugc su
dung dé xéac thuc vao Microsoft Exchange Online va tin
cong tai khoan email doanh nghiép ctia Microsoft dé thu
thap thong tin.

Trong cudc tin cong vao Microsoft thang 11/2023,
nhom APT29 da dung k§y thuat password spray (ky thuat
chi st dung mot mat khéu phé bién dé do doan cho tat
ca tai khoan ton tai trong hé thong) dé xam nhap vao
mot tai khoan kiém thtr khong co xéac thuc hai yéu to.
Sau d6, chiing sir dung tai khoan nay dé xac dinh va xam
nhap vao mot img dung Oauth thir nghiém c6 dic quyén
cao trong méi trudng doanh nghiép Microsoft va cip
cho n6 quyén full access as app trong Office 365
Exchange Online dé truy cap hop thu.

Cudc tin cong dugc thuc hién tr mot ha tﬁng proxy
dan cu phan tan nhdm 4n danh, cho phép ké tan cong
thuc hién cédc thao tic vdi tai khoan va ung dung
Exchange Online thong qua dai dia IP dugc sir dung bdi
nhiéu ngudi dung hop phap khac.

Nguon: https://thehackernews.com/2024/01/microsoft-warns-of-widening-apt29.html



https://thehackernews.com/2024/01/microsoft-warns-of-widening-apt29.html

NCSCX

National Cyber Security Center
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‘Canh bao: SpectralBlur: L héng nghiém treng khién
may chi Jenkins d6i mat véi nguy co bi tan cong thuec thi
ma tir xa.”"

Jenkins 1a mot phan mém méa nguon mé duoc st Trong trudng hop ndi dung mat tir cac tép nhi phan
dung dé ty dong hoa qua trinh lién tuc tich hop (CI), bi trich xuat, Jenkins canh b&o vé nguy co tin cong
lién tuc trién khai (CD) va trién khai ma ngudn bang nhiéu hinh thirc khac nhau, bao gom:
(deployment). Nhém phat trién Jenkins vira cong bd e  Thuyc thi ma tir xa qua Resource Root URL.
ban va cho 9 15 héng bao mat, trong d6 c6 mot 15 e Thyc thi mid tr xa thong qua cookie
héng nghiém trong (CVE-2024-23897) cho phép ddi "Remember me".
tuong tin cong thuc thi ma tir xa néu bi khai thac. e Thyc thi ma tir xa bang céch tin cong XSS qua

L5 héng CVE-2024-23897 cho phép dbi tugng nhat ky xay dung.
tan cong doc bat ky file nao thong qua giao di¢n dong e Thuyc thi ma tir xa théng qua viéc bypass bao
Iénh tich hop (CLI). Nguyén nhén cua van dé nay la mat CSRF.
do Jenkins st dung mot thu vién goi la args4j dé xu «  Giai ma cac noi dung mat luu trong Jenkins.

1y cac déi‘sé va tdly chon khi thyc hién céc 1énh CLI e X6a bét ky muc nao trong Jenkins,
trén b dieu khién Jenkins. Trong qu,é trinh nay, trinh e Téi xuéng ban chup heap Java.
phan tich Iénh 6 chic nang thay thé ky tu "@" diing Hién nay, 15 héng CVE-2024-23897 da duoc khic
truée dudng dan file trong doi 0 F)ang ot dL{ng €U phuc trong Jenkins 2.442 va LTS 2.426.3 bing cach vo
file (expandAtFiles). Bay Ia-m()t tinh ning méc dinh hiéu hda chic nang phan tich cau 1énh. Trugc khi cap
va chi ap dung cho cac phién ban cii hon Jenkins o pan vs nowoi dung nén tit truy cap toi CLI Thong
2.411 Xa LTS 2'?26'? e Yé tru:c’rc.: . . ) tin nay dugc cong bd gin mot ndm sau khi Jenkins
_ Doi tuong tan cong sir dung 16 hong dé doc cac 50146 va hai 13 héng bao mat nghiém trong co tén
file trong h¢ thong Jgnkms bér]g cach stir dung ma hoa la CorePlague (CVE-2023-27898 va CVE-2023-
ky tu mac dinh. Néu c6 quyén "Overall/Read", cac
dbi twong nay c6 thé doc toan bo tép, trong khi khdng
¢ quyén nay thi chi doc dugc ba dong dau tién tiy
thuoc vao lénh CLI. Ngoai ra, 16 hdng CVE-2024-
23897 ciing co thé bi khai thac dé doc tép nhi phan
chira khoa ma héa, nhung véi nhitng han ché do chirc
ning bi anh hudng doc tép nhu chudi sir dung ma hoa
ky tu méc dinh cia tién trinh diéu khién. Ngudn: https://thehackernews.com/2024/01/critical-
jenkins-vulnerability-exposes.html

27905), cho phép ké tan cong thuc hién ma tir xa trén
cac hé théng bi anh huong.
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Nguy co' tan cong
' mang tu diém yeu,
* e hong

Trong tuan, céc t6 chic qubc té di cong bd
va cap nhat it nhat 616 15 hong, trong d6 c6 170
16 hdng mic Cao, 211 16 héng muac Trung binh,
16 15 hong mic Thap va 219 16 hong chwa déanh
gia. Trong d6 c6 it nhat 145 16 hong cho phép
chen va thuc thi ma Iénh.

Hé théng ky thuat cua Cuc ATTT cha
dong ra quét trén khéng gian mang Viét Nam,
danh gia, thong ké cho thay c6 07 16 hong/nhom
16 hong trén cac san pham, dich vu CNTT pho
bién, cd thé gay anh huéng 16n dén ngudi ding ¢
Viét Nam: Nhém 13 15 hong trong Linux, Nhém
11 15 hong trong Google, Nhém 25 16 hong trong
Apple, Nhém 17 15 hong trong Wordpress, Nhdm
05 16 hong trong Gitlab, Nhém 06 156 hong trong
Microsoft, Nném 14 15 hong trong IBM. Thang
tin chi tiét vé mot s6 16 hong trén céac san
pham/dich vu phé bién tai Viét Nam cu thé nhu
sau:

Mgt sé 16 hong trén cac san pham/dich vu
pho bién tai Vigt Nam:
- Linux: CVE-2023-6531, CVE-2024-0775, ...

- Google: CVE-2024-0804, CVE-2024-0805, ...
- Apple: CVE-2024-23203, CVE-2024-
23204, ...

- Wordpress: CVE-2022-40700, CVE-2023-
7063, ...

- Gitlab: CVE-2024-0402, CVE-2023-5933, ...
- Microsoft: CVE-2024-21326, CVE-2024-
21385, ...

- IBM: CVE-2023-45193, CVE-2023-47152, ...
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Théng tin diém yéu, 16 hong

San

TT pham/ dich vu Ma 16i quoc te M6 ta ngan Ghi cha
CVE-2023-6531
CVE-2024-0775 Nhom 13 I<§ hong trong Linux cho phép | D cd thong tin
1 Linux CVE-2024-22099 d91 tl{’(jng 'Ean cong trgy cap va thuc hién | xac nhan, va ban
cac hanh dong trai phép. va
CVE-2024-0804
CVE-2024-0805 Nhom 11 I§ hong trong Google cho phép | Chua c6 thong
2 Google CVE-2024-0806 d91 u{qng Ean cong trl,Jy cap va thyuc hién | tin xa? nhaim va
cac hanh dong trai phép. ban va
CVE-2024-23203
CVE-2024-23204 | Nhoém 25 16 hong trong Apple cho phép | Chua c6 thong
3 Apple Py d6i twong tan cong thuc thi ma tir xa, truy | tin xac nhan va
CVE-2024-23209 cap va thuc hién cac hanh dong trai phép. ban va
CVE-2022-40700 | Npom 17 18 hong trong Wordpress cho
CVE-2023-7063 phép doi twong tan cong khai thac 16 hong | Chua 6 thong
4 Wordpress CVE-2023-6290 S:SRF, khai Ehac‘lo hongj(SS’, thl_‘l’C thlﬂma tin xaE: nhaim va
tur Xa, truy cap va thuc hién cac hanh dong ban va
trai phép.
CVE-2024-0402
CVE-2023-5933 Nhom 05 |6 hong trong Gitlab cho phép | Chua c6 théng
5 Gitlab CVE-2023-6159 691 ‘a{qng Ean cong trgy cap va thuc hién | tin xa? nhz;m va
cac hanh dong trai phép. ban va
CVE-2024-21326 o
CVE-2024-21385 | Nnom 06 10 hong trong Microsoft ¢ho |- o ) o6 thang
6 Microsoft phep o1 tuong tap cong leo thfmg fiac tin xac nhan va
CVE-2024-21387 | quyén, truy cap va thuc hién cac hanh ban vV
o o an va
dong trai phep.
CVE-2023-45193 | Nhem 14 15 hong trong IBM phép doi
CVE-2023-47152 | tugng tan cong thuc hién tan cong tir choi | Da 6 thong tin
7 IBM dich vu, khai thac 16 hong CSRF, khai thac

CVE-2023-47718

156 hong SSRF, thuc hién tan cong tir chdi
dich vu.

xac nhan va ban
va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

- = Bi¢u d6 thong ké thiét bi theo céng dich vu
Tan cong DRDoS phé bién

‘ S\ 7 1\
Tuan vira qua tai Viét Nam, co rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
53.422, (tang S0 Voi tuan trudc 52.500)
thiét bi c6 kha ning bi huy dong va tro
thanh nguon tin cdng DRDoS. Céc thiét
bi nay dang m¢ str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 thong ké thiét bi theo cong
dich vu phé bién trong tuan.

Tan cong Web

Trong tuan, c6 50 trudng hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 42 truong hop tan cong hra
dao (Phishing), 08 truong hop tin cong
cai cam ma doc.

Thd"iqg ké tan cong vao
trang/cong thong tin dién tw
cia Viet Nam

Cai mi doc h 8

Lira dio (Phishing) 42

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc. Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. '/ B
AT&T Inc.
Crypto/Wallet

Tan céng Phishing - F
‘ ) - ) ) " , - e acebook, Inc.
Trén the gidi co nhieu cac trang web gia

mao céc t6 chic, doanh nghiép, nha

cung c4p, dich vu l6n nhu: Cac mang X4 Danh sach IP/tén mién ddc hai c6 nhiéu két ndi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viet Nam
Nam ¢4 nhicu nguc‘yl\_dtlng Cé_‘z diCh,V‘-{’ differentia.ru: 20246 IP | hzmksreiuojy.ru: 285 IP
ng dyng nuéc ngoai (ca mien phi va disorderstatus.ru: 9840 IP | xjpakmdcfuge.biz: 478 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 4724 IP xjpakmdcfuge.com: 349 IP
Apple, Paypal,v.v... vi vAy ngudi din amnsreiuojy.ru: 1451 IP xjpakmdcfuge.ru: 304 IP

. " Ay ned g restlesz.su: 278 IP xjpakmdcfuge.in: 266 IP

can phai hét sic canh giac véi nhing
trang web gia mao dé danh cap tai
khoan.
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Tan cong lira dao nguoi ding Viét Nam

Trong tudn da c6 281 phan anh truong hop Itra dao do nguorl dung Internet Viét Nam phan
anh veé Trung tam Giam sat an toan khdng gian mang quoc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong hop lira dao
gia mao website cua ngan hang, cac trang thuong mai dién tur..

Duéi day 1a mét s6 trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghi cha
1 aeshopvn.com Website gia mao Cong ty TNHH
Aeon Viét Nam
2 ssvnshop.com Website gia mao san TMDT Shopee
3 tiki98.com Website gia mao san TMDT Tiki
4 vingroup.fit Website gia mao Tap doan Vingroup
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH"

1. Béi véi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir 1y kip thoi.

*k*k
2. Déi véi cac diém yéu, 16 hong trong phan L hong biao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhimng
don vi da co6 tai khoan trén “Hé théng Canh bao diém yéu va ra soat 16 héng bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang str
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

*k*k
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tn cong web trong phan Théong ké nguy
¢o, cic cudce tan cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mo cac cong
dich vu ¢6 thé bj loi dung dé thyuc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i vai cac
IP/tén mién duoc dé cip trong muc Danh sach IP/tén mién ddc hai cé6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y cac thiét bi trong toan bo hé thong mang néu c6 du
hiéu két ndi dén cc tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Dbi voi cac website gia mao thong ké tai muc Téan cong lira dio ngwoi dung Viét Nam,
Quy don vi can chi y quan tim khong truy cap vao cac trang web duoc néu dé tranh nguy co
bi tan cong lira ddo, ning cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng nguoi xung quanh tranh viéc tro thanh nan nhan ciia nhimg cudc tin cong lira déo nay.

) N csC s.gov.vn 9 Tﬁng 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

s:/fwww.facebook.com/govSOC




