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1. Tin tiec An toan thong tin

- Chién dich tn cong APT: Nhém APT UNC3886 cua Trung Qudc &m tham
khai théac 16 hong Zero-Day cua VMware trong sudt 2 nam.

- Canh béo: Phét hién 15 hong trén Apache ActiveMQ trong chién dich tan
cong Godillza Web Shell.

2. Piém yéu, 16 hong
- 762 15 hong duoc céng bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vu phé bién tai Viét Nam.

3. So liéu, thong ké
- Tan cong DRDoS
- Tén cong Web

- Tan cdng lira ddao nguoi dung Viét Nam: 351 trudong hop lira dao do ngudi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Chién dich tan cong APT: Nhém APT UNC3886 ciia Trung
Quadc am tham khai thac 16 hong Zero-Day cia VMware

A v 1
trong suot 2 nam

Nhom APT UNC3886 duoc cho la ¢ lién quan
dén Trung Qudc, dang khai thac mot 16 hong zero-
day trong VMware vCenter Server tir cui nam 2021.
Nbi bat véi kha niang khai thac cac 16 hong bao mat
ma khong bi phat hién trong nhiéu chién dich tin
cong mang, nhoém UNC3886 da khai thac thanh cong
nhiéu 16 hong bao mat trong thiét bi VMware va
Fortinet.

L4 hong CVE-2023-34048 ¢ muc nghiém trong
khi c6 diém CVSS: 9.8, day 1a mot 16 hong viét nam
ngoai pham vi, cho phép dbi tuong tin cong thyc thi
mé héa tir xa khi c6 quyén truy cip mang vCenter
Server. Mic du 16 hong nay da duoc va vao ngay 24
thang 10 nam 2023 nhung VMware da cap nhat thong
bao m&i nhit dé xac nhan rang 16 hong CVE-2023-
34048 di bi khai thac trong mdi truong thuc té.

UNC3886 1an dau bi phat hién vao thang 9 nam
2022 khi dang khai thic cac 16 hong bao mat trong
VMware dé thuc hién backdoor vao hé théng
Windows va Linux nhim trién khai nhiéu ho ma doc
nhu VIRTUALPITA va VIRTUALPIE. Sau khi khai
théc thanh cong 16 hong CVE-2023-34048, d6i tugng
tAn cong c6 thé dat duoc quyén truy cép dic quyén
vao hé thdng vCenter, liét ké cac may chu ESXi va
may ao.

Cudc tn cong tiép theo bao gdm viée thu thap
thong tin ddng nhap "vpxuser" va cai dat malware
VIRTUALPITA va VIRTUALPIE dé két ndi truc
tiép voi may chil. Qua d6, mé duong cho viée khai
thac mot 16 héng VMware khac (CVE-2023-
20867) dé thuc hién 1énh tiy ¥ va truyén tai tép tin.

UNC3886 khong chi tan cong VMware ma con
khai thac 16 hong trong Fortinet FortiOS dé trién
khai phin mém doc hai THINCRUST va
CASTLETAP. Nhém nay dic biét chi y dén cong
nghé tuong ltra va 4o hoa, hudng dén viéc thuc hién
cac Iénh tuy y va thu thdp dir liéu nhay cam.
Nguyén nhan 14 do cac cong nghé nay khong co hd
trg cho cac giai phdp phat hién va phan Gng trén
diém cudi (EDR), giup nhém APT duy tri sy ton tai
trong moi truong muc tiéu trong thoi gian dai.

Pé giam thiéu nguy co tin cong mang, cic
chuyén gia bao mat khuyén nghi nguoi ding
VMware vCenter Server can thuc hién nang cap
phan mém 1én phién ban moi nhat.

Ngudn: https://thehackernews.com/2024/01/chinese-hackers-silently-weaponized.html
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*Canh bao: SpectralBlur: Phat hién 15 héng trén Apache
ActiveMQ trong chién dich tin cong Godillza Web Shell™"

Céc chuyén gia bao mat dang canh béo vé
mot lan séng gia ting dang ké trong hoat dong
cia cac nhom tin cong mang, dac biét 1a khi
ching tich cuc khai thac mét 16 héng trén
Apache ActiveMQ dé trién khai web shell mang
tén 1a Godzilla. Web shell nay dugc an giau dudi
dinh dang nhi phan khong rd ngudn goc nham
qua mat cac céng cu quét va bién phap bao mat
dya trén chir ky.

bang chu y, mac du dinh dang file nhi phan
nay chua dugc xdc dinh, dong co JSP cua
ActiveMQ van tiép tuc bién dich va thyc thi web
shell, tao diéu kién cho cac dbi tuong tin cong
xam nhap ma khong bi phat hién bai cac cong cu
bao mat.

Ld hong dang bi khai thac c6 ma CVE-2023-
46604 (Piém CVSS: 10.0) la mot 16 hong
nghiém trong trén Apache ActiveMQ cho phép
dbi twong tan cdng thuc thi ma tir xa. Trong
chudi tin cdng mai nhat dugc phét hién, cac thiét
bi d4 bi tan cong théng qua viéc cai dat cac web
shell st dung JSP, dugc dat trong thu muc
"admin" khi cai dat ActiveMQ. Tur khi thong tin
vé 15 hong nay duoc cdng bd vao cudi thang
10/2023, d c6 nhiéu d6i tugng tan céng sir dung
16 hong nay dé trién khai cac loai ma doc nhu
ransomware, rootkit, dao tién ao va botnet
DDoS.

Ngudn:

Web shell cé tén Godzilla 1a mot backdoor vai
nhiéu tinh ning, c6 kha ning xir Iy cac yéu cau
HTTP POST, thuc thi noi dung va tra vé két qua
duéi dang phan hdi HTTP. Qua trinh tin céng cho
thiy ma web shell dugc chuyén d6i thanh méa Java
trudc khi thuc thi boi Jetty Servlet Engine, cho
phép dbi tuong tan cong két ndi va co quyén kiém
soat day du trén hé thong muc tiéu.

Trong chién dich nay, payload JSP c¢6 muc
tiéu cudi cung 1a cho phép ddi tuong tan cong két
ndi dén web shell thdng qua giao dién quan ly cua
Godzilla. Piéu nay giup cac nhém tan cong chiém
hoan toan quyén kiém soat thiét bi muc tiéu, cho
phép thuc thi cac Iénh shell tay y va xem théng tin
mang, dong thoi thuc hién cac thao tac quan Iy tap
tin.

Hién nay, 16 hong CVE-2023-46604 di dugc
cap nhat ban va dé khac phuc, tuy nhién, céc
chuyén gia bao mat khuyén nghi nguoi ding
Apache ActiveMQ nén cap nhat phién ban mai
nhat sém nhat c6 thé dé giam thiéu kha nang bi tan
codng bai cac ddi tuong khai thac 16 hong nay.

https://thehackernews.com/2024/01/apache-activemaqg-flaw-exploited-in-new.html
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Nguy co t?irj cong
' mang tur diem yeu,
© lo hong

Trong tuan, cé4c t6 chic qubc té da cong bd
va cap nhat it nhat 762 15 hong, trong d6 c6 250
15 hdng miic Cao, 297 16 héng muc Trung binh,
27 16 hong mic Thap va 188 16 hong chua danh
gia. Trong d6 c6 it nhat 138 15 hong cho phép
chen va thyc thi ma 1énh.

Hé thdng ky thuat cia Cuc ATTT chu
dong ra quét trén khéng gian mang Viét Nam,
danh gia, thong ké cho thay c6 07 16 hong/nhém
156 hong trén cac san pham, dich vu CNTT phd
bién, c6 thé gay anh huéng 16n dén nguai ding ¢
Viét Nam: Nhom 13 15 hong trong Linux, Nhém
15 15 hong trong Google, Nhém 04 16 hong trong
Adobe, Nhom 43 15 hong trong Wordpress,
Nhom 05 15 hong trong Gitlab, Nhém 12 15 hong
trong Tenda, Nh6m 08 15 hong trong IBM. Thong
tin chi tiét v& mot sé 16 hong trén céc san
pham/dich vu phd bién tai Viét Nam cu thé nhu

sau:

Mgt sé 16 héong trén cac san pham/dich vu
phé bién tai Viéet Nam:
- Linux: CVE-2024-0562, CVE-2024-0582, ...

- Google: CVE-2023-48340,...

- Adobe: CVE-2024-20709, ...

- Wordpress: CVE-2022-1617,...

- Gitlab: CVE-2023-5356, CVE-2023-7028, ...
- Tenda: CVE-2024-0531, CVE-2023-0532, ...
- IBM: CVE-2024-22317, CVE-2023-40683, ...
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Thong tin diém yéu, 16 hong

San NOIR: A oK Az oL .o
TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2024-0562
CVE-2024-0582 Nhém 13 Io hong trong Linux cho phép Chua c6 thong
1 Linux d6i twong tan cong thuc hién tan cong tur tin xac nhan va
CVE-2024-0646 chéi dich vy, leo thang dic quyén, truy cap ban vV
X SR N AR an va
va thuc hién cac hanh dong trai phép.
CVE-2023-48340
CVE-2023-48341 Nhom 15 15 hong trong Google cho phep Chua c6 thong
5 Google dbi twong tan cong thuc hién tan cong tir tin x4c nhan va
CVE-2023-48343 | chdi dich vu, truy cap va thuc hién céc ban v
\ A oy an va
hanh dong trai phép.
CVE-2024-20709
CVE-2024-20721 | Nhém 04 15 hong trong Adobe cho phép | Chua c6 thong
3 Adobe o dbi twong tin cong thuc hién tan cong tir | tin xac nhan va
CVE-2023-51463 | onéi dich vy, khai thac I5 hong XSS. ban Va
CVE-2022-1617 o
CVE-2023-2655 | N'OM 3 10 hong trong Wordpress 0 |- cyyra ¢ thang
4 Wordpress phép doi twong tan cong khai thac 16 hong | .o " par s
CVE-2022-1609 SQL Injection, khai thac 16 hong XSS, ban VA
khai théac 16 hong CSRF, thyc thi mé tir xa.
CVE-2023-5356
CVE-2023-7028 Nhom 05 Ié hong trong Gitlab cho phép | Chua c6 thdng
5 Gitlab CVE-2023-2030 d91 tl{gng Ean cong trgy cap va thuc hién | tin xag; nhaim va
cac hanh dong trai phép. ban va
CVE-2024-0531
CVE-2024-0532 | Nhém 12 15 hong trong Tenda cho phép | Chua c6 thong
6 Tenda CVE-2024-0533 d91 ttfqng Ean cong trgy cap va thyuc hién | tin xatf nhe:m va
cac hanh dong trai phép. ban va
CVE-2024-22317 | Nhém 08 16 hong trong 1BM phép ddi
CVE-2023-40683 | tuwgng tan cong thuc hién tan cong tir choi | Chura cd thong
7 IBM dich vu, khai thac 16 hong CSRF, khai thac | tin xac nhan va
CVE-2023-47718 | | hong SSRF, truy cap va thuc hién cac ban va
hanh dong tréi phép.
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

- = Bi¢u a6 thong ké thiét bi theo cong dich vu
Tan cong DRDoS phd bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chu, thiét bi cé thé tré thanh ngudn

phét tan tin cong DRDoS. Trong tuan c6 s
52.500, (giam so V&i tudn trudc 52.856) some
thiét bi c6 kha ning bi huy dong va tro 20000
thanh nguon tan céng DRDoS. Céc thiét £

bi nay dang m¢ st dung cac dich vu NTP & & T

(123), DNS (53), Chargen (19). Dudi

day 1a biéu d6 théng ké thiét bi theo cong .
dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 97 trudng hop tan cong

) ) VAo trang/cong thong tin dién tir cia

Thong ké tan cong vao Viét Nam: 88 trudng hop tan cong hra

trang/cong thong tin dién tir dao (Phishing), 09 truang hop tAn cong
cua Viét Nam SA AL R A
. cai cam ma doc.

Cai ma doc h 9

Lira dio (Phishing) 88

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. '/
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .
Office365 <E

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chac, doanh nghiép, nha

cung cAp, dich vu I6n nhu: Cac mang X& Danh sach IP/tén mién dgc hai co nhiéu két noi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viét Nam
Nam ¢4 nhieu nguoi dung cac dich vy, differentia.ru: 14889 IP__ | hzmksreiuojy.ru: 187 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 5447 IP | xjpakmdcfuge.biz: 449 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 2572 IP xjpakmdcfuge.com: 177 IP
Apple, Paypal,v.v... vi vy nguoi ding amnsreiuojy.ru: 979 IP xjpakmdcfuge.ru: 126 IP

) ’ : restlesz.su: 286 IP xjpakmdcfuge.in: 168 IP

can phai hét sic canh giac véi nhing
trang web gia mao dé danh cip tai
khoan.
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan di c6 351 phan anh truong hop lira dao do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khdng gian mang qudc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao website cua ngan hang, cac trang thwong mai dién tur...

Duéi day 1a mot sé truong hop nguoi ding can nang cao canh giac.

STT Website lira dao Ghi cha
Website gia mao Agribank - Ngan
1 agribank.dangkyungtuyen.com hang ndng nghiép va phat trién ndng
thon
5 dich-vu-update-vpbank.com Website gia mao Ngan hang TMCP
cskh-ca-nhan-vpbank.com Viét Nam Thinh Vuogng
3 nang-cap-hang-vvip-vib.com Website gié;ma(;) Ngén hang TMCP
Quoc teé Viét Nam
4 p63899vn.com Website gia mao san TMDT Shopee
5 baoviet-vn.cc Website gia mao Ng_%n hang TMCP
Bao Viét
6 lazada.gg Website gia mao san TMDT Lazada
7 amajwzon456.top Website gia mao san TMDT Amazon
8 vinpearl1.vingroupsny.com Website gia mao Tap doan Vingroup
9 etkf44.com Website gia mao Bién may xanh
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*k*k
2. D6i véi cac diém yéu, 16 hong trong phan L hong biao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi da co6 tai khoan trén “Hé théng Canh bao diém yéu va ra soat 10 héng bdo mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém cac san pham dang sir
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

***k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tAn cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mé cac céng
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu Iy cac thiét bi trong toan bd hé thong mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**%k
4. Dbi voi cac website gia mao thong ké tai muc Tan cong lira ddo ngudi diung Viét Nam,
Quy don vi can chi y quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tan cong lira ddo, ning cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng nguoi xung quanh tranh viéc tro thanh nan nhan ciia nhitng cudc tin cong lira déo nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




