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1. Tin tiec An toan thong tin

- Chién dijch tAn céng APT: Nhém UAC-0050 &p dung chién thuat lira dao
méi trong chién dich phat tan ma doc Remcos RAT.

- Canh béo: SpectralBlur: Ma Boc Backdoor mai tir Triéu Tién de doa macOS.

2. Piém yéu, 16 hong
- 585 16 hong duoc cong bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vu phé bién tai Viét Nam.

3. So liéu, théng ké
- Tan cong DRDoS
- Tan cong Web

- Tan cong lira ddao ngwdi dung Viét Nam: 304 truong hop hra dao do nguoi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tdn cong APT: Nhém UAC-0050 &p dung chién
thuat lira @do méi trong chién dich phat tan ma dc Remcos
RAT"

Nhém APT UAC-0050 d3 thyc hién cc cudc tin Budc tiép theo ctia cudc tan cong 1a st dung
cong lira dao dé phat tan ma doc Remcos RAT thong script PowerShell dé tai xubng hai tép
qua chién dich méi nham tranh bi phat hién béi phan "word update.exe" va  "ofer.docx".  Chay
mém bao mat. Bt diu hoat dong tir naim 2020, UAC- "word_update.exe" s€ tao mot ban sao cta chinh n6
0050 chu yéu tap trung nham vao Ukraina va Ba Lan va thiét lap tinh duy tri cta hé thong. Tép nhi phan
thong qua cac chién dich gia mao t6 chic hop phap nay st dung 6ng khong tén (unnamed pipes) dé
dé Ira ngudi ding mo céc file doc hai. giao tiép va cudi ciing khoi chay phan mém doc hai

Remcos RAT. Viéc trién khai ma doc Remcos RAT
(phién ban 4.9.2 Pro) c6 kha nang thu thap dir li¢u
hé thong, cookies va thong tin dang nhap tir mot sd

Remcos RAT (Remote Control RAT) 1a mdt loai
phﬁn mém doc hai duoc st dung cho muc dich giam
sat va kiém soat tir xa. Remcos RAT ndi tiéng v6i kha

nang thu thdp dir 1iéu hé théng va thong tin dang nhap trinh duy¢t web.

tur cac trinh duyét web nhu Internet Explorer, Mozilla Céac nha nghién ciru canh bao rang viéc sir
Firefox va Google Chrome. N6 da tr6 thanh mot dung 6ng trong hé diéu hanh Windows 12 mot chién
trong nhitng cong cu hang dau trong bd swu tap vil lugc tinh vi, giip nhom UAC-0050 tranh bi phat
khi ctia nhém UAC-0050. hién tir cac hé thong bao mat. Diéu nay danh déu

mot budce tién dang keé trong su phat trién cia nhom

Ngdy 21 thang 12 nam 2023, két qua phan tich APT trong viéc trién khai cac chién lugc tan cong

mot file LNK ctia ma doc Remcos RAT cho thiy d6i
tugng tan cong nham vao quan doi Ukraina thong qua
email Itra ddo, gid mao vai tro tu van voi Luc luong
Phong vé Israel (IDF). Sau do, t¢p LNK nay thu thap
thdng tin vé phan mém antivirus trén may tinh myc
tiéu va tién hanh tai va thuc thi mot ung dung HTML
tor xa co tén “6.hta” boi may chu tr xa su dung
mshata.exe, mQt binary trén Windows dugc dung cho
viéc thuc thi file HTA.

mang.

Ngudn: https://thehackernews.com/2024/01/uac-0050-
group-using-new-phishing.html?&web_view=true



https://thehackernews.com/2024/01/uac-0050-group-using-new-phishing.html?&web_view=true
https://thehackernews.com/2024/01/uac-0050-group-using-new-phishing.html?&web_view=true
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Canh bao: SpectralBlur: Ma Doc Backdoor méi tir
Tridu Tién de dga macOS""

Ma doc backdoor mai trén Apple macOS,
duogc dat tén la SpectralBlur, da dugc cac chuyén
gia bao mat phat hién. Pang chu y, SpectralBlur
¢6 nhiéu diém chung véi mot ching ma doc lién
quan dén cac cudc tin cong cua Triéu Tién. M4
doc nay c6 kha nang tai lén/tai xuéng file, thyuc
thi shell, cap nhat cdu hinh, xda file va chuyén
sang trang thai ngu dong thong qua cac 1énh tir
may chu C&C.

SpectralBlur néi bat véi dic diém gidng voi
KANDYKORN (hoac SockRacket), mét loai
trojan truy cap tir xa (RAT) c6 kha ning diéu
khién hé thong tir xa voi kha nang chiém quyén
kiém soét cac hé thong bi anh huong. Hon nia,
hoat dong cia KANDYKORN lién quan dén mét
chién dich caa nhom BlueNoroff (hay TA444),
mot phan caa nhém APT Lazarus, véi muc tiéu
trién khai backdoor RustBucket va payload cudi
cung mang tén ObjCShellz.

Gan day, cac chuyén gia bao mat da ghi nhan
viéc dbi tuong tan cong tich hop cac thanh phan
ciia KANDYKORN va RustBucket dé lan truyén
ma doc. Nhitng phat hién méi nhat chi ra rang
cac d6i twong Triéu Tién dang ting cuong chién
lugc tin cong, dac biét 1a ddi véi cac hé thdng
lién quan dén linh vuc tién a0 va blockchain trén
macOS.

Nguon:

Sy twong ddng gitta chitc ning cua
KANDYKORN va SpectralBlur cho thiy rang hai
ma doc nay cd thé dugc phat trién bai cac 1ap trinh
vién khac nhau nhung c6 cung muc tiéu chung.
Diém ndi bat cua SpectralBlur 1a kha ning gay
gian doan cho qua trinh phén tich va trdnh bi phéat
hién bang céach sir dung grantpt dé thiét lap mot
terminal gia mao va thyc thi cac 1énh shell tir may
chu C&C.

Thong tin vé ma doc nay duoc tiét 16 sau khi
phét hién 21 ching ma doc méi nhiam vao macOS
trong nam 2023, bao g(‘A)m ransomware, ma doc
danh cip thong tin, ma doc RAT va cac ma doc
duoc hau thuin bai chinh quyén. S6 liéu nay ting
50 vai 13 chung ma doc dugc phat hién trong nam
2022. Dy doan tir chuyén gia cho thay sy phat trién
va phé bién ciia macOS trong doanh nghiép c6 thé
dan dén xuat hién nhidu ma doc mai trén hé diéu
hanh nay trong nam 2024.

https://thehackernews.com/2024/01/spectralblur-new-macos-backdoor-threat.html
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Nguy co t?irj cong
' mang tur diem yeu,
© lo hong

Trong tuan, c4c t6 chic qubc té da cong bd
va cap nhat it nhat 585 15 hdng, trong d6 c6 254
15 hdng miic Cao, 182 16 héng muc Trung binh,
29 16 hong mic Thap va 120 15 hdng chua danh
gia. Trong d6 c6 it nhat 56 16 hong cho phép
chen va thyc thi ma 1énh.

Hé thdng ky thuat cia Cuc ATTT chu
dong ra quét trén khéng gian mang Viét Nam,
danh gia, thong ké cho thay c6 07 16 hong/nhém
16 hong trén cac san pham, dich vu CNTT phd
bién, c6 thé gay anh huéng 16n dén nguai ding ¢
Viét Nam: Nhom 22 16 hong trong Google, Nném
05 15 hong trong Wireshark, Nhém 04 15 hdng
trong Apache, Nhoém 135 16 hong trong
Wordpress, Nhém 04 15 hong trong Linux, Nhém
08 15 hong trong Samsung, Nhém 26 15 hong
trong Qualcomm. Théng tin chi tiét vé mot s6 15
hong trén cac san pham/dich vu phé bién tai Viét
Nam cu thé nhu sau:

Mgt sé 16 hong trén céac san pham/dich vu
phé bién tai Viéet Nam:
- Google: CVE-2023-32889,...

- Wireshark: CVE-2024-0207,...

- Apache: CVE-2023-49299, ...

- Wordpress: CVE-2022-48639, ...

- Linux: CVE-2023-6270, CVE-2023-0193, ...
- Samsung: CVE-2024-20808,...

- Qualcomm: CVE-2023-33025, ...
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Thong tin diém yéu, 16 hong

San

TT ohm dich va M4 16i quéc té Mb ta ngan Ghi cha
CVE-2023-32889
CVE-2023-48419 | Nhom 22 I§ hong trong Google cho phép | Chua c6 thong
1 Google CVE-2023-48418 déiﬂ tuong tan cong thucvhién te}n cong tr | tin xé(; nhe}n va
choi dich vu, leo thang dac quyen. ban va
CVE-2024-0207
CVE-2024-0208 Nhom 05 15 héng trong Wireshark cho | Chua cd thong
2 Wireshark CVE-2024-0209 pyép qéi tgqr}g tan cbng thuc hién tan | tin xés: nh@n va
cong tur choi dich vu. ban va

3 Apache

CVE-2023-49299
CVE-2023-51784
CVE-2023-51785

Nhom 04 I§ héng trong Apache cho phép
doi tugng tan cong thuc thi ma tur xa truy
cap va thuc hién cac hanh dong trai phép.

ba c6 thong tin
xac nhan va ban
va

4 Wordpress

CVE-2022-46839
CVE-2023-51475
CVE-2023-25054

Nhom 135 15 hong trong Wordpress cho
phép dbi twong tan cong khai thac 15 hdng
SQL Injection, khai thac 16 hong CSRF,
khai thac 16 hong XSS.

Chua c6 théng
tin xac nhan va
ban va

CVE-2023-6270
CVE-2024-0193

Nhém 04 15 hong trong Linux cho phép
doi tuong tan cong thuc hién tan cong tur

ba c6 théng tin

S Linux CVE-2023-7192 | chéi dich vu, thuc thi ma tir xa, truy cap va | <2¢ ”h?/g"a ban
thuc hién cac hanh dong trai phép.
CVE-2024-20808
CVE-2024-20809 | Nhom 08 I6,h6ng trong Samsung cho phép | Chua c6 thdng
6 Samsung CVE-2024-20803 d(j)i u{qng 'Eﬁn cﬁp_g trgy cap va thuc hién | tin xés: nhagm va
cac hanh dong trai phép. ban va
CVE-2023-33025 .
CVE-2023-33030 | Nnom 26 10 hong "f]”g ﬁ.‘ia'cﬁ’m”l PPEP | hura c6 thong
7 Qualcomm doi _tuqng tan cong thuc en tan cong Eu tin Xac nhan va
CVE-2023-33032 | choi dich vy, truy cap va thuc hién céac ban VA

hanh dong tréi phép.
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

= = Biéu dd théng ké thiét bi theo cdng dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu

may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDoS. Trong tuan c6 oo
52.017, (giam so Véi tuan truéc 55.435) o
thiét bi c6 kha ning bi huy dong va tro 2o
thanh nguon tan cdng DRDoS. Céc thiét s

bi nay dang m¢ st dung cac dich vu NTP & T
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 244 trudng hop tan cong
. ) vao trang/cong thong tin dién tir cia
Thong ké tan cong vao Viét Nam: 229 truong hop tin cong lra

- R ~ » o -
trang/cong thong tin di¢n tir déo (Phishing), 15 trudng hop tén cong
cua Viet Nam cai cim ma doc.

Cai mi déc h 15

Lira dio (Phishing) 229

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. '/
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé giGi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cAp, dich vu I6n nhu: Cac mang X& Danh sach IP/tén mién dgc hai c6 nhiéu két ndi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viét Nam
Nam c6 nhieu nguoi dung cac dich vy, differentia.ru: 11454 IP__| hzmksreiuojy.ru: 185 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 4934 IP | xjpakmdcfuge.biz: 133 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 2230 IP xjpakmdcfuge.com: 62 IP
Apple, Paypal,v.v... vi vy nguoi ding amnsreiuojy.ru: 830 IP xjpakmdcfuge.ru: 43 IP

) ’ : restlesz.su: 273 IP xjpakmdcfuge.in: 37 IP

can phai hét sic canh giac véi nhing
trang web gia mao dé danh cap tai
khoan.
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan di c6 304 phan anh truong hop lira dao do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khdng gian mang quéc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao website cua ngan hang, cac trang thuwong mai dién tur...

Duéi day 1a mét sé trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghicha
. Website gia mao Ngan hang TMCP
1 khcn-han-muc-tin-dung-ca-nhan.com Hang hai Vet Nam
dadw55.com
2 dadwll.com Website gia mao san TMDT Tiki
tikivn.live
sp8668vn.com
shop80pot.com
3 showzyeye.com Website gia mao san TMDT Shopee
tb55988.com
sp315693vn.com
4 www.vieclamlazada.com.vn Website gia mao san TMDT Lazada
5 cltxmm.us Website gia mao Vi dién tr Momo
. Website gia mao Ngan hang TMCP
6 vibcskh.com Quéc té Viet Nam
7 nang-han-muc-ido-vpbank.com Website gia mao Ngan hang TMCP
cskh-the-vpbank.com Viét Nam Thinh Vuogng
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

**k*x
2. D6i véi cac diém yéu, 16 hong trong phan L hong biao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhimng
don vi da co6 tai khoan trén “Hé théng Canh bao diém yéu va ra soat 16 héng bdo mat tu dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém cac san pham dang sir
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tAn cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mé cac céng
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y cac thiét bi trong toan bd hé thong mang néu co dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao thong ké tai muc Téan cong lira dio ngwoi dung Viét Nam,
Quy don vi can chi y quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tan cong lira ddo, ning cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng nguoi xung quanh tranh viéc tro thanh nan nhan ciia nhitng cudc tin cong lira déo nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




