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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhém tin cong Kimsuky trién khai AppleSeed,
Meterpreter va TinyNuke trong chién dich tin cong méi nhat.

- Canh b&o: Lan dau xuat hién ma doc tin cong iPhone théng qua chirc ning
an trén phan cung cua Apple.

2. Piém yéu, 16 hong
- 515 16 hong duoc céng bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vu phé bién tai Viét Nam.

3. So liéu, thong ké
- Tan cong DRDoS
- Tan cong Web

- T4n cdng lira ddao nguoi dung Viét Nam: 239 trudong hop lira dao do nguodi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

Chién dich tdn cong APT: Nhom tin cong Kimsuky trién
khai AppleSeed, Meterpreter va TinyNuke trong chién dich

A A I %, 17
tan cong maé1 nhat

Nhom APT Kimsuky c6 lién quan dén Triéu Tién, da
bi phat hién khi thuc hién mot chién dich tin cong lira dao
sir dung phuong thire spear-phishing. Muc tiéu cta chién
dich nay 1a trién khai nhiéu loai ma doc nhu AppleSeed,
Meterpreter va TinyNuke dé chiém quyén kiém soét trén
céc thiét bi cia nan nhén.

Kimsuky di hoat dong trong hon mét thap ky va ndi
tiéng voi cac chién dich tin cong c6 tim anh hudng 16n,
dic biét 1a tai Han Qudc, trude khi mé rong hoat dong
sang nhiéu qudc gia khac vao nam 2017. Mé&i ddy, nhom
nay da bi My trung phat do hanh dong khai thac thong tin
chién lugc, ung ho loi ich cua Triéu Tién.

Chién dich lira dao méi ctia nhom nay sir dung tan
cong spear-phishing thong qua cac tép van ban c6 chura
ma doc, khi mé sé trién khai nhiéu loai ma d¢c khéc nhau
xam nhap thiét bi ngudi dung. Mot trong nhiing loai ma
doc do la AppleSeed (con goi la JamBog), 12 mot
backdoor trén Windows dudi dang ma doc DLL da dugc
st dung tr thang 05/2019. Ma doc nay da dugc cap nhat
phién ban Android va phat trién thém mot bién thé méi
viét bang ngon ngir Golang, dugc goi 1a AlphaSeed.

Mai doc AppleSeed duoc thiét ké dé nhan lénh tir may
chu ma ddi twong tin cong kiém soat, sau d6 tai xuéng cac
payload va trich xuat dit liéu quan trong nhu file, noi dung
gd tir ban phim va anh thong qua giao thuc HTTP hoac
SMTP. Bién thé AlphaSeed c6 c4c chirc ning tuong tu,
nhung khac biét & chd sir dung thu vién chromedp, mot
thu vién pho bién trén Golang dé twong tac véi trinh duyét
Google Chrome trong trang thai khong dau thong qua giao
thirc DevTools Protocol, dé lién lac véi may chu C&C.

C6 bang ching cho thiy Kimsuky da sir dung ma
doc AlphaSeed trong cac chién dich tin cong tir thang
10/2022, va mét s6 chién dich sir dung ca hai bién thé
trén cung mot thiét bi, dwoc phan phdi thong qua
JavaScript dropper. Ngoai ra, trong chién dich nay,
Kimsuky ciing phat tin Meterpreter va cac loai ma ddc
VNC nhu Tight VNC va TinyNuke (hay Nuclear Bot) dé
chiém quyén kiém soat thiét bi bi anh huong.

Sau khi phat hién nhiéu tai khoan trén LinkedIn va
GitHub c6 thé thuge s6 hitu ciia nhan vién IT Triéu Tién,
thong tin vé chién dich ciia nhom tan cong Kimsuky da
duoc tiét 10. Nhirng tai khoan nay duoc sir dung dé img
tuyén vao cac vi tri lam viéc tir xa tai My, chu yéu dé
tao ngudn doanh thu cho quéc gia va hd trg cic uu tién
kinh té va an ninh ctia ho. Céc c4 nhan nay ty mé ta voi
k¥ niang phat trién tmg dung va c6 kinh nghiém trong
tién 40 va giao dich trén blockchain. Piém chung giira
cac tai khoan 1a ing tuyén vao céc vi tri cong nghé lam
viéc tir xa, thuong chi hoat ddng trong khoang thoi gian
ngan trude khi bi v hiéu hoa.

Trong nhitng nim gan dy, cic nhom tin cong
mang Triéu Tién da thuc hién hang loat cudc tn cong
bang cach loi dung diém yéu cua hé théng dé danh cip
tién ao va thong tin quan trong cta cac cong ty trong
linh vuc blockchain. Nhitng d6i tuong nay rit linh hoat
va khéo 1éo trong cac chién thuat tan cong dé tranh bi
tring phat tir phia qudc t& va tao ra thu nhap bat chinh
tir cac cudc tin cong nay.

Nguon:
https://thehackernews.com/2023/12/kimsuky-

hackers-deploying-appleseed.html
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Tin tiec An toan thong tin
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Canh bao: Lan dau xuat hién ma doc tan cong iPhone

thong qua chire ning 4n trén phan ciing ciaa Apple’’

Cac cudc tan cdng biang ma doc Operation
Triangulation nham vao cac thiét bi Apple i0OS da sir dung
cac phuong thirc khai thac chua timg duoc biét dén trudc
day, diéu nay gitip cac ddi twong tan cong cd thé vuot qua
cac bién phap bao mat phan cang quan trong cua Apple.

Chién dich Operation Triangulation duoc dit tén dua
theo ky thuat lay véan tay canvas dé vé ra mot tam giac
vang, nén hdng str dung Web Graphics Library (WebGL)
I&n bo nhé cua thiét bi. Puoc cho la bit diu hoat dong tir
nam 2019 nhung dén diu nam 2023 chién dich Operation
Triangulation méi bi phét hién khi tin cong vao mot co
quan bao mat. Bay dwoc mé ta 1a chudi tan céng phirc tap
nhat dén thoi diém do.

Quaé trinh khai thac trong chién dich nay sir dung bdn
156 hong zero-day duoc tap hop thanh mot chudi dé dat
duoc muc truy cap mai va cai dat backdoor trén cac thiét
bi sir dung iOS phién ban 16.2 tré vé trude, véi muc tidu
chinh Ia thu thap théng tin quan trong. Chudi tin céng bt
dau tir mot file doc hai trong iMessage dugc xu Iy tw dong,
khong can su tuong tac ciia ngudi dung, nhim leo thang
ddc quyén va trién khai module spyware. Cy thé hon, cac
15 hdng an toan thong tin sau da duoc st dung:

e CVE-2023-41990 — L& héng trén thanh phan
FontParser cho phép ddi tugng tan cong thuc thi ma
tir xa khi thiét bj xir ly mét file font doc hai duoc gui
trén iMessage (Pa duoc va trong iOS 15.7.8 va iOS
16.3)

e CVE-2023-32434 — L& hong tran integer trong Kernel
cho phép dbi twong tin cong thuc thi ma tir xa véi
quyén kernel khi bi khai thac boi tng dung doc hai
(Pa dugc va trong cac phién ban i0S 15.7.7,i0S 15.8,
i0S 16.5.1)

Nguon: https://thehackernews.com/2023/12/urgent-

new-chrome-zero-day.html

e CVE-2023-32435 — L§ hong trén bo nhé cia WebKit
cho phép thuc thi ma tir xa khi xur Iy ndi dung web doc
hai (ba dugc va trong i0S 15.7.7 va i0S 16.5.1)

e CVE-2023-38606 — L& hong trén kernel cho phép tng
dung doc hai diéu chinh trang thai cta kernel bi anh
huong (Pi dugc va trong iOS 16.6). Theo thong ké da
c6 26,447 156 hong an toan thong tin dugce phat hién
trong nam 2023, nhiéu hon 1500 CVE so v&i nam
ngoai, trong d6 c6 115 16 hong da bi khai thac bai cac
dbi tugng tAn cong va cac nhoém ransomware.

Dang chi ¥, Apple di phat hanh ban va cho 15 hdng
CVE-2023-41990 vao thang 01/2023. Tuy nhién, théng tin
vé cach khai thac 156 hong chi dwoc cong bd vao ngay
08/09/2023, cuing ngay Apple phat hanh ban va iOS 16.6.1
dé khic phuc hai 16 hong CVE-2023-41061 va CVE-2023-
41064, dang bi khai thac bai chién dich spyware Pegasus.
Trong nam vira qua, chién dich nay ciing da gop phan khién
Apple xir Iy 1én dén 20 16 hong zero-day.

Trong bdn 16 héng duoc dé cap, CVE-2023-38606 ndi
bat v6i kha nang cho phép tin cong bo qua I6p bao mat phan
ctng cho cé4c viing quan trong cua bo nhé kernel. L& héng
nay dwoc khai thac bing cach lgi dung thanh ghi cua
memory-mapped 1/0 (MMIQ), mét chirc nang an trén phan
ctiing Apple. L5 hdng chu yéu tap trung vao viéc khai thac
cac SoCs Apple A12-A16 Bionic, dic biét 1a cac khéi MMIO
thusc GPU.

L& hdng CVE-2023-38606 1a mot lién két quan trong
trong chudi khai théc cua chién dich Operation Triangulation
Vi n6 cung cap kha ning kiém soét hoan toan hé théng bi anh
huéng cho dbi tugng tan cong.

Thong tin nay duoc tiét 16 ngay sau khi Apple canh béo
vé viéc cac nha béo va chinh tri gia An D6 bi tan cong trong
mét chién dich spyware vao cudi thang 10. Sy ¢6 nay khién
chinh phit An B¢ nghi ngo vé tinh xéac thuc cua thong bao
nay va coi diy nhu mét trudng hop "16i thuat toan™ trong hé
thong cua Apple.
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, c4c t6 chic qubc té da cong bd
va cap nhat it nhat 515 15 hong, trong d6 c6 158
15 hdng miic Cao, 153 16 hdng muc Trung binh,
31 16 hong mic Thap va 173 15 hong chua danh
gia. Trong d6 c6 it nhat 66 15 hong cho phép
chen va thyc thi ma 1énh.

Hé théng ky thuat cua Cuc ATTT cha M@t sé 16 héng trén cac san pham/dich vu
dong ra quét trén khong gian mang Viét Nam,  phé bién tgi Vit Nam:
danh gi4, théng ké cho thay c6 07 16 hong/nhém - Microsoft: CVE-2020-17163
15 hdng trén cac san pham, dich vu CNTT phé - Cloudflare: CVE-2023-7078, CVE-2023-7079, ...
bién, co thé gay anh huéng I6n dén nguoi dung & - Apache: CVE-2023-492499, CVE-2023-5096, ...
Viét Nam: Nhom 01 18 héng trong Microsoft, -Wordpress: CVE-2023-25054, CVE-2023-51411, ...
Nhém 03 15 héng trong Cloudflare, Nhém 04 15 - Linux: CVE-2023-50254, CVE-2023-50255
héng trong Apache, Nhém 117 15 héng trong - Tenda: CVE-2023-51090, CVE-2023-51091....
- IBM: CVE-2023-45165, CVE-2023-49880, ...

Wordpress, Nhém 02 15 hong trong Linux, Nhém
12 15 hong trong Tenda, Nhém 05 16 hong trong
IBM. Thong tin chi tiét vé mot sb 16 hong trén cac
san pham/dich vy phd bién tai Viét Nam cu thé
nhu sau:
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Thong tin diém yéu, 16 hong

TT phém%r;ch | MaIBI quéc té MO ti ngsn Ghi ch
Nhom 01 16 héng trong Microsoft cho a
phép dbi twong tin cong thyc thi ma tir xa Chua co thong

1 Microsoft CVE-2020-17163 O Tt o019 TR B S T2 1 tin xac nhan va
truy cap va thuc hién cac hanh dong trai ban vV
y an va
phep
CVE-2023-7078 Nhom 03 15 héng trong Cloudflare cho L a
phép dbi twong tin cong thyc thi ma tir xa Chua co thong
2 Cloudflare CVE-2023-7079 NN R R .. | tin xac nhan va
truy cap va thuc hién cac hanh dong trai 2
CVE-2023-7090 | ppép. ban va
CVE-2023-49299 Nhom 04 15 hong trong Apache cho phép
CVE-2023-50968 | doi tugng tan cong thuc thi ma tu xa, thuc | Chua c6 thong
3 Apache hién tan cong tir chdi dich vu, khai thac 15 | tin xac nhan va
CVE-2023-51467 hdng SSRF, truy cap va thuc hién céc hanh ban va
dong trai phép.
CVE-2023-25054 | \pom 117 15 hong trong Wordpress cho
CVE-2023-51411 | phép doi tugng tan cong thuc hién SQL | Chua c6 thong
4 Wordpress i i Injection, khai thac 16 hong CSRF, khai | tin x&c nhan va
CVE-2023-51419 thac 15 hong XSS, truy cap va thuc hién ban va
cac hanh dong trai phep.
CVE-2023-50254 | Nhém 02 15 hong trong Linux cho phép | Chua c6 théng
5 Linux CVE-2023-50255 doi tugng tan cong thuc thi ma tir xa, truy | tin xac nhan va
cap va thuc hién cac hanh dong trai phép. ban va
CVE-2023-51090
CVE-2023-51091 | Nhém 12 I§ hong trong Tenda cho phép | Chua c6 thong
6 Tenda CVE-2023-51092 doi tugng tan cdng thuc thi ma tir xa, truy | tin xac nhan va
cap va thuc hién cac hanh dong trai phép. ban va
CVE-2023-45165 | Nhem 05 16 hong trong I1BM phép dbi
CVE-2023-49880 | tugng tan cong thuc hién tan cong tir choi | Chua c6 thong
7 IBM CVE-2023-43064 dich vu, leo thang dac quyeén, thuc thi ma | tin xac nhan va
tur Xa, truy cap va thuc hién cac hanh dong ban va
trai phéep.
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

= JX Biéu do thong ké th(ét bi theo cong dich vu
Tan cong DRDoS phd bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6 o

40000

55.435, (giam so Véi tuan truéc 49.168) 30000

thiét bi c6 kha ning bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét o
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 140 trudng hop tan cong
) ) vao trang/cong thong tin dién tir cia
Thong ké tin cong vao Viét Nam: 134 truong hop tan cong lira

trang/cong thong tin dién tir dao (Phishing), 06 trudng hop tan cong
cua Vict Nam cai cdm ma doc.

Cai ma dgc i 6

Lira dao (Phishing) 134

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. '/
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cAp, dich vu I6n nhu: Cac mang X& Danh sach IP/tén mién dgc hai c6 nhiéu két ndi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viét Nam
Nam c6 nhiéu nguoi dung cac dich vy, differentia.ru: 10680 IP__ | hzmksreiuojy.ru: 177 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 5452 IP | xjpakmdcfuge.biz: 104 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 2543 IP xjpakmdcfuge.com: 74 IP
Apple, Paypal,v.v... vi vy nguoi ding amnsreiuojy.ru: 665 IP xjpakmdcfuge.ru: 62 IP

) ’ : restlesz.su: 273 IP xjpakmdcfuge.in: 45 IP

can phai hét sic canh giac véi nhing
trang web gia mao dé danh cap tai
khoan.
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Tan cong lira dao nguoi ding Viét Nam

Trong tuan di c6 239 phan anh truong hop lira dao do ngudi dung Internet Viét Nam phan
anh vé Trung tdm Giam sat an toan khdng gian mang qudc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng hop lira dao
gia mao website cua ngan hang, cac trang thuwong mai dién tur...

Duéi day 1a mét sé trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghicha
1 bit.ly/dang-ky-vietinfinal Website gia mao Ngan Hang TMCP
tienvenhanhvtb.com Cong Thuong Viét Nam
2 E_rsgll.com Website gia mao san TMDT Tiki
jgbll.com
3 th55788.com Website gia mao san TMDT Shopee
4 WWW.e-COmmercesc.cc Website gia mao san TMDT Lazada
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu céc chién dich tin cong ctia cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

**k*x
2. D6i véi cac diém yéu, 16 hong trong phan L hong biao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhimng
don vi da co6 tai khoan trén “Hé théng Canh bao diém yéu va ra soat 16 héng bdo mat tu dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém cac san pham dang sir
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tAn cong web trong phan Théng ké nguy
¢0, cac cudc tAn cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mé cac céng
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y cac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao thong ké tai muc Téan cong lira dio ngwoi dung Viét Nam,
Quy don vi can chi y quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tan cong lira ddo, ning cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng nguoi xung quanh tranh viéc tro thanh nan nhan ciia nhitng cudc tin cong lira déo nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




