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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhém APT UAC-0099 khai thac 16 hong trén
WInRAR trong chién dich tan cong nham vao cic co quan tai Ukraine bang ma
doc LONEPAGE.

- Canh b&o: Mi doc NKAbuse str dung blockchain NKN dé tin céng DDoS.

2. Piém yéu, 16 hong
- 910 15 hong duoc cong bd va cap nhat.

- 07 15 hong, nhdm 16 hong trén cac san pham/dich vy pho bién tai Viét Nam.

3. Sb ligu, thong ké
- T4n cong DRDoS
- Tan cong Web

- T4n cdng lira ddao nguoi dung Viét Nam: 343 trudng hop lira dao do ngudi
dung Internet Viét Nam thdng bao.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

Chién dich tdn cong APT: Nhém APT UAC-0099 khai thac
16 hong trén WIinRAR trong chién dich tan céng nham vao
cdc co' quan tai UKraine biing ma dgc LONEPAGE"

Nhom APT cé tén UAC-0099 lién tiép thuc
hién cac cudc tdn cong mang nham vao Ukraina
bang hinh thirc khai thac 15 hong bao mat nghiém
trong trén WinRAR dé phat tan ma ddc
LONEPAGE. Nhém UAC-0099 1an dau bi phat
hién vao thang 06/2023, trong khi dang thyuc hién
cac hoat dong gian di¢p mang nham vao cac to
chire tiéu bang va co quan truyén thong

Nhom UAC-0099 da thuc hién chién dich
tAn cong lira dao bang cach sir dung tin nhin c6
chtra céc file dinh kém dang HTA, RAR va LNK.
Muc tiéu ctia chién dich tin cong nay 14 trién khai
LONEPAGE, mot ma doc Visual Basic Script
(VBS) c6 kha ning két nbi toéi may cha C&C dé
tai xudng cac payload bd trg nhu keylogger, bo
danh cdp thong tin va ma doc co kha niang chup
anh man hinh. UAC-0099 da thanh cong trong
viéc xam nhap va kiém soat trai phép nhiéu thiét
bi tai Ukraine trong giai doan khoang nam 2022-
2023.

Chién dich tan cong caa nhom UAC-0099
bao gom ba phuong thtc chinh, cu thé, phuong
thirc dau tién st dung file HTA, trong khi hai
phuong thic con lai sir dung file SFX (mot loai
file luu trit tu giai nén) va file ZIP chira ma ddc.
File ZIP khai thac 16 hong bao mat trén WinRAR
(CVE-2023-38831, Piém CVSS: 7,8) dé trién
khai ma doc LONEPAGE.

D6i v6i chudi tin cong st dung file SFX,
nhom nay tao mot duong dan LNK gia mao mot
file DOCX dinh kém ndi dung 1a 1é€nh tri€u tap
tda an dé danh lira nguoi dung mo file. Didu nay
dan dén viéc thuc thi doan ma PowerShell doc
hai dé trién khai ma doc LONEPAGE. Dang cha
y, file ZIP chira ma doc dugec UAC-0099 tung
ra vao ngay 05/08/2023, chi sau 3 ngay ké tir khi
WinRAR tung ra ban véa cho 16 hong trén san
pham ctia minh.

Céc chuyén gia bao mat danh gia nhom
UAC-0099 di str dung chién thuat tin cong don
gian nhung hi¢u qua bang cach tao ra cac cong
cu gian diép dua trén PowerShell va thuc thi cac
tép VBS. Bén canh do, cling canh bio vé mot
lan séng tin nhin lira dao méi, gia mao thong
bao tir mot hang vién thong pho bién tai Ukraina
dé lan truyén ma doc Remcos RAT, déng thoi
cho rang chién dich nay c6 lién quan dén nhém
APT UAC-0050.

Ngudn: https://thehackernews.com/2023/12/uac-
0099-using-winrar-exploit-to-target.html



https://thehackernews.com/2023/12/uac-0099-using-winrar-exploit-to-target.html
https://thehackernews.com/2023/12/uac-0099-using-winrar-exploit-to-target.html
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Tin tiec An toan thong tin

“canh bao: LS hong Zero-Day trén Chrome dang bi khai

thac trén khong gian mang"

Google vira phat hanh ban cap nhat bao mat
cho trinh duyét Chrome dé khic phuc mot 15
hong zero-day nghiém trong dang bi khai thac
trén khong gian mang. D6 1a 16 hong CVE-2023-
7024, mot 16i tran bo dém heap trong framework
WebRTC, c6 thé dan dén viéc thuc thi ma tir xa
hoic gay su ¢b cho (ng dung. Hién van chua c6
thong tin chi tiét vé cach 15 hong nay bi khai thac
nham giam thiéu nguy co bi tan cong.

Hon nira, framework WebRTC la mot du an
ma ngudn mé duoc Mozilla Firefox va Apple
Safari ciing str dung. Tuy nhién, hién van chua
rd lieu 15 hong nay ¢ anh huong dén cac trinh
duyét khac ngoai Chrome hoac céc trinh duyét
dya trén Chromium.

Viéc cong b thong tin nay danh dau 15 hdng
zero-day thu 8 bi khai thac trén Chrome ké tir dau
nam 2023.

e CVE-2023-2033 (Piém CVSS: 8.8) - Type
confusion trén V8

e CVE-2023-2136 (Piém CVSS: 9.6) — L3
hong tran sé nguyén trén Skia

e CVE-2023-3079 (Piém CVSS: 8.8) - Type
confusion trén V8

Nguén: https://thehackernews.com/2023/12/urgent-

new-chrome-zero-day.html

e CVE-2023-4762 (Piém CVSS: 8.8) - Type
confusion trén V8

e CVE-2023-4863 (Piém CVSS: 8.8) - Lb
héng tran bo dém trén heap trén WebP

e CVE-2023-5217 (Piém CVSS: 8.8) - L§
héng tran bo dém trén heap trén ma hoa vp8
trong libvpx

e CVE-2023-6345 (Piém CVSS: 9.6) - L&
hong tran sb nguyén trén Skia

Theo théng ké di co 26,447 15 hong an toan
thong tin dugc phat hién trong nam 2023, nhiéu
hon 1500 CVE so véi ndm ngodi, trong d6 ¢6 115
16 hong d4 bi khai thac bai cac ddi tuong tan cong
va cac nhom ransomware.

Pung dau danh sach cac 16 hong pho bién la:
thuc thi ma tr xa, bo qua chtrc nang bao mat, thao
tung bd dém, leo thang dac quyén, 16i x4c thuc dau
vao va phan tich cu phap.

Nguoi ding duge khuyén nghi can nhanh
chong cap nhat Chrome 1én phién ban
120.0.6099.129/130  cho  Windows  va
20.0.6099.129 cho macOS/Linux dé giam thiéu
nguy co bi tan cong. Pong thoi, nguoi ding sir
dung trinh duyét Chromium nhu Microsoft Edge,
Brave, Opera va Vivaldi ciing duoc khuyén nghi
cap nhat ban va ngay khi kha dung.


https://thehackernews.com/2023/12/urgent-new-chrome-zero-day.html
https://thehackernews.com/2023/12/urgent-new-chrome-zero-day.html
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Nguy co' tan cong
' mang tu diém yeu,
* e hong

Trong tuan, c4c t6 chic qubc té da cong bd
va cap nhat it nhat 910 15 hong, trong d6 c6 360
156 hong muc Cao, 437 15 hong mac Trung binh,
22 15 hong muc Thap va 91 156 hong chua danh
gia. Trong do6 c6 it nhat 301 16 hong cho phép
chen va thuc thi ma Iénh.

Hé théng ky thuat cua Cuc ATTT chi Mgt sé 16 héng trén cac san pham/dich vu
dong ra quét trén khong gian mang Viét Nam,
danh gia, thong ké cho thay c6 07 16 hong/nhom
156 hdng trén cac san pham, dich vu CNTT phd
bien, c6 the gay anh huong lon dén ngudi diNg  _ | jnux: CVE-2023-6546, CVE-2023-6931, ..

& Viét Nam: Nhom 21 16 hong trong Mozilla,

Nhom 05 16 hong trong Linux, Nném 15 16 hong - Apache: CVE-2023-41314, CVE-2023-29234, ...
trong Apache, Nhom 213 15 hong trong
Wordpress, Nhém 07 16 hong trong Github,
Nhom 193 15 hong trong Adobe, Nh6m 18 16 _ Github: CVE-2023-46647, CVE-2023-46643, ..
hong trong IBM. Théng tin chi tiét vé mot so6 15

hdng trén cac san pham/dich vu phd bién tai Viét - Adobe: CVE-2023-47064, CVE-2023-47065, ...
Nam cu thé nhu sau:

pho bién tai Vigt Nam:
- Mozilla: CVE-2023-6866, CVE-2023-6873, ...

- Wordpress: CVE-2023-25970, CVE-2023-29234, ...

- IBM: CVE-2023-46177, CVE-2023-42017, ...
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Théng tin diém yéu, 16 hong

TT

_ San
pham/ dich vu

M4 18i quéc té

M0 ta ngan

Ghi chu

Google

CVE-2023-6866
CVE-2023-6873
CVE-2023-6862

Nhém 21 16 hdng trong Mozilla cho phép
doi twong tan cong thuc thi ma tur xa, truy
cap va thuc hién cac hanh dong trai phép

Chua c06 théng
tin xac nhan va
ban va

Microsoft

CVE-2023-6546
CVE-2023-6931
CVE-2023-6932

Nhom 05 I€3 héng trong Linux cho phep
doi tugng tan cong leo thang dac quyen,
thuc hién tan céng tir choi dich vu.

Chua c06 théng
tin xac nhan va
ban va

Apple

CVE-2023-41314
CVE-2023-29234
CVE-2023-46279

Nhom 15 156 hdng trong Apache cho phép
d6i twong tan cong thuc thi ma tir xa, thyc
hién tan cong tir chdi dich vu, khai thac 15
hong XSS.

Chua c0 thong
tin xac nhan va
ban va

Wordpress

CVE-2023-25970
CVE-2023-29384
CVE-2023-49772

Nhom 213 15 hong trong Wordpress cho
phép ddi twong tan céng thuc hién SQL
Injection, khai thac 16 hong CSRF, khai
thac 15 hong XSS, khai théc 16 héng SSRF,
thuc thi ma tir xa.

Chua c0 thong
tin xac nhan va
ban va

Dell

CVE-2023-46647
CVE-2023-46648
CVE-2023-6746

Nhém 07 15 hong trong Github cho phép
d6i tuong tan cong leo thang dic quyen,
truy cap va thuc hién cac hanh dong trai
phép.

Chura c0 thong
tin xac nhan va
ban va

Adobe

CVE-2023-47064
CVE-2023-47065
CVE-2023-48440

Nhém 193 156 hong trong Adobe cho phép
d6i twong tin cong khai thac 16 hong XSS,
truy cap va thuc hién cac hanh dong trai
phép

ba c6 thdng tin
xac nhan va ban
va

IBM

CVE-2023-46177
CVE-2023-42017
CVE-2023-47702

Nhém 18 15 hong trong IBM phép ddi
tuong tan cong leo thuc thi ma tir xa, thyuc
hién tan cong tir chdi dich vy, truy cap va
thuc hién cac hanh dong trai phép.

ba c6 thong tin
xac nhan va ban
va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

g x Biéu dd thong ké thiét bi theo cong dich vu
Tan cong DRDoS phé bién

.y
Tuan vira qua tai Viét Nam, co rat nhiéu

may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDoS. Trong tuan c6 o0
49.168, (giam so v&i tuan trugc 55.537) o
thiét bi c6 kha ning bi huy dong va tro om0
thanh nguon tin cdng DRDoS. Céc thiét “’“”':

bi nay dang m¢ str dung cac dich vu NTP & T
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phé bién trong tuan.

Tan cong Web

Trong tuan, c6 523 trudng hop tin cong
) ) Vvao trang/cong thong tin dign tir cia
Thong ke tan cong vao Viét Nam: 509 truong hop tin cong lia

) 4 n . an 4o o pat
trang/cong thing tin di¢n tir dao (Phishing), 14 truong hop tin cong
ciia Viét Nam 8g o A
; cali cam ma doc.

Caimi doc | 14

Lita dio (Phishing) 509

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc. Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. */ B
AT&T Inc.
Crypto/Wallet

Tan cong Phishing - F
‘ ) - ) ) " , - e acebook, Inc.
Trén the gidi co nhieu cac trang web gia

mao céc t6 chic, doanh nghiép, nha

cung cép, dich vu lén nhu: Cac mang xa Danh sach IP/tén mién ddc hai c6 nhiéu két noi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viet Nam

Nam c6 nhieu nguoi dung cac dich vy, differentia.ru: 13382 IP__ | hzmksreiuojy.ru: 242 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 5253 IP | xjpakmdcfuqe.biz: 174 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 2456 IP | xjpakmdcfuge.com: 84 IP
Apple Paypal v.v... vi vy ngudi dung amnsreiuojy.ru: 786 IP xjpakmdcfuge.ru: 66 IP

Can phal het StC Canh glac VO-I nhung restlesz.su: 339 IP ijakdefuqun 511P

trang web gia mao dé danh cip tai
khoan.
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan da c6 343 phan anh truong hop Itra dao do nguorl dung Internet Viét Nam phan
anh veé Trung tam Giam sat an toan khdng gian mang quoc gia (NCSC) qua hé théng tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong hop lira dao
gia mao website cua ngan hang, cac trang thuong mai dién tur..

Duéi day 1a mét s6 trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghi cha
1 mallshopvn.vip Website gia mao san TMDT
nykkky.com Amazon
5 nang-cap-online-vpbank.com Website gia mao Ngéan hang
dich-vu-online-vpbank.com TMCP Viét Nam Thinh Vuong
3 :mig;ggm Website gia mao Ngan hang
' TMCP Quoc té Viét Nam
tmko3.com
4 aeoonmail.com Website gia mao Cong ty
aaeeonmart.com TNHH Aeon Viét Nam
5 lazadavn.vn Website gia mao san TMDT

Lazada
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH"

1. Béi véi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir 1y kip thoi.

*k*k
2. Déi véi cac diém yéu, 16 hong trong phan L hong biao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho céc 16 hong lién quan dén san pham dang st dung. Ngoai ra, nhiing
don vi da co6 tai khoan trén “Hé théng Canh bao diém yéu va ra soat 16 héng bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang str
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*k*k
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tn cong web trong phan Théong ké nguy
¢o, cic cudce tan cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mo cac cong
dich vu ¢6 thé bj loi dung dé thyuc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong muc Danh sach IP/tén mién ddc hai cé6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy céc thiét bi trong toan bd hé thong mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Dbi voi cac website gia mao thong ké tai muc Téan cong lira dio ngwoi dung Viét Nam,
Quy don vi can cht y quan tim khong truy cp vao cac trang web duoc néu dé tranh nguy co
bi tan cong lira ddo, nng cao nhén thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng nguoi xung quanh tranh viéc tro thanh nan nhan ciia nhimg cudc tin cong lira déo nay.

) N csC s.gov.vn 9 Tﬁng 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

s:/fwww.facebook.com/govSOC




