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1. Tin tiec An toan thong tin

- Chién dich tin cong APT: Nhom tan cong Black Basta thu vé 100 triéu do
thong qua hoat dong tong tién sir dung ma doc ransomware.

- Canh béo: Ma doc FjordPhantom trén Android nham vao cac tng dung tai
DPong Nam A.

2. Piém yéu, 16 hong
- 514 15 hong duoc céng bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vu phé bién tai Viét Nam.

3. So liéu, thong ké
- Tan cong DRDoS
- Tan cong Web

- T4n cong lira ddao nguoi dung Viét Nam: 306 trudong hop lira dao do nguodi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Chién dich tdn cong APT: Nhom tin cong Black Basta
thu vé 100 triéu dé thong qua hoat déng tong tieén sir dung

5 A ”
ma doc ransomware

Nhém tan cong sir dung méi doc ransomware
c6 tén Black Basta bat dau hoat dong ké tir thang
04/2022 duéi hinh thirc tan cong Ransomware
(RaaS), nhom cha yéu nham vao cac doanh
nghiép toan cau bang hinh thirc tn cong tong tién
kép va da thu vé it nhat 100 triéu d6 tir cac khoan
tién chudc do hon 90 don vi cung cép.

Hon 329 don vi trén toan ciu da tré thanh
nan nhan cua chién dich tin céng do nhém nay
thuc hién bﬁng hinh thirc téng tién kép, mdt hinh
thirc ma nhom tan cong danh cip dir liéu nhay
cam tur hé théng bi anh hudng bdi ma doc trude
khi trién khai ransomware 1én hé théng mang dé
ma hoa dir 1iéu cuia ngudi dung.

Nhitng dir li¢u bi danh cép sau do duoc su
dung dé ép nguoi ding phai chi tra tién chudc néu
khong s€ bi dang 1én trang web trai phép. Dya
theo con s thu thap tir phan tich ciia cac chuyén
gia bao mat, it nhat 35% don vi bi 4nh hudng boi
Black Basta da chiu tra khoan tién chudc.

Nhom tin cong Conti ngimg hoat dong vao
thang 06/2022 sau khi bi phat hién, cac thanh
vién da tach ra thanh cdc nhom nhd, mot trong
s6 d6 dugce cho 1a Black Basta.

Theo nhan dinh tir cac chuyén gia bado mat,
viéc nhém nay da nham vao it nhat 20 don vi
trong 2 tudn hoat dong dau tién cho thay ring
nhom c¢6 kinh nghiém vé viéc sur dung
ransomware va c¢6 mot ngudn truy cap dau vio
on dinh; cling nhu viéc cac d6i tugng diéu khién
ma ddc trong nhom nay co6 ki nang tinh vi, thanh
thao va sy mién cudng tuyén dung hay quang
céo trén cac dién dan Dark Web cang clng cb
kha niang Black Basta 1a mot phan ciia Conti.

Ngoai ra, Black Basta cting da duogc gan voi
nhom APT FIN7, m{t nhoém td1 pham khong
gian mang véi dong co tai chinh khét tiéng hoat
dong tir nam 2015.

Ké tir khi di vao hoat dong, Black Basta da
xa4m nhép va tong tién, dir liéu tir cdc don vi co
tiéng nhu: Sobeys, Knauf, Yellow Pages
Canada, Capita,....

Ngudn:

https://www.bleepingcomputer.com/news/security/black-basta-ransomware-made-over-100-million-from-

extortion/?&web view=true#google vignette



https://www.bleepingcomputer.com/news/security/black-basta-ransomware-made-over-100-million-from-extortion/?&web_view=true#google_vignette
https://www.bleepingcomputer.com/news/security/black-basta-ransomware-made-over-100-million-from-extortion/?&web_view=true#google_vignette
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Tin tiec An toan thong tin

“Canh bao: M3 doc FjordPhantom trén Android nham

VA0 cac ng dung tai Péng Nam A"

Ké tir dau thang 09/2023, da phat hién ma
doc trén nén tang Android c6 tén FjordPhantom
trong céc chién dich tan c¢éng nhim vao ngudi
dung tai Pong Nam A nhu Indonesia, Thai Lan
va Viét Nam.

FjordPhantom dugc phét tan thong qua cac
tng dung, dich vu nhan tin véi hinh thac tan
cong két hop gitta ma doc ung dung va ky thuat
Social engineering dé hra dao ngudi dung. Cu thé
hon, ngudi ding s& duoc dbi twong tiép can qua
email, SMS va tng dung nhan tin rdi bj lira tai
xubng tng dung ngan hang gia mao.

Sau d6, d6i twong s& sir dung k¥ thuat Social
engineering twong tu nhu mot cudc tin cong dinh
hudng qua dién thoai (TOAD), day 1a mot k¥
thuat khién nguoi ding goi téi cac tong dai gia
mao dé duoc hudng dan cach thyc thi ing dung
ngan hang da tai xudng.

Mot dac diém ndi bat cia ma doc 1a viéc st
dung 4o hoa dé thuc thi cac cau lénh doc hai
trong mot khoang chira nham tranh bi phét hién.
Bién phap nay giup ma doc vugt qua 16p bao vé
sandbox trén Android do n6 cho phép nhiéu ting
dung chay trén cung mot sandbox, qua d6 giup
ma dgc truy cap téi noi chaa dir ligu quan trong
ma khéng can téi quyén truy cap root.

Céc chuyén gia bao mat cho biét giai phap ao
héa duoc s dung bdi ma doc cling cod thé cheén
doan ma vao mét ung dung do co ché hoat dong
nap cau 1énh cua giai phap 1én mot tién trinh trudc
khi nap cau 1€nh ctia img dung.

DPdi véi ma doc FjordPhantom, img dung duogc
tai Xuéng c6 chira mot module dgc hai va giai phap
40 hoa c6 muc dich tai va cai dat ing dung nhung
ctia ngan hang ddi tuong trong mot moi truong o.

Hay noi cach khéc, img dung gid mao duogc
thiét ké dé nap ng dung chinh théng cta ngan
hang vao moi trudng o, ddng thoi trién khai mot
framework cho phép thay d6i hoat dong ciia API
quan trong nham thu thap théng tin quan trong tir
man hinh mg dung r6i déng cac canh bao vé hoat
dong doc hai dang dién ra trén thiét bi cua nguoi
dung.

Google cho biét ngudi dung cta ho ludn duoc
bao vé bodi1 Google Play Protect thong qua cac canh
bao td1 nguoi dung hodc chan ung dung co biéu
hién doc hai trén thiét bi Android véi dich vu
Google Play Services, ké ca khi cac tmg dung nay
dugc cai dit qua cac ngudn khong phai 1a Google
Play.

Ngudn: https://thehackernews.com/2023/12/new-fjordphantom-android-malware.html



https://thehackernews.com/2023/12/new-fjordphantom-android-malware.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 514 15 hng, trong d6 c6 105 15 hong
muc Cao, 83 15 héng mac Trung binh, 02 15 hong
muc Thap va 324 16 héng chwa danh gia. Trong d6
c6 it nhat 102 15 hdng cho phép chén va thuc thi ma
Iénh.

Hé thong k¥ thuat caa Cuc ATTT chi dong ra
quét trén khong gian mang Viét Nam, danh gia, thong
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
I6n dén nguoi dung & Viét Nam: Nhém 12 15 hong
trong Google, Nhém 02 15 hong trong Apple, Nhém
06 15 hong trong Foxit Software, Nném 110 15 hong
trong Wordpress, Nhém 14 156 hdng trong Apache,
Nhém 09 15 hong trong GitLab, Nhém 13 16 hong
trong IBM. Thong tin chi tiét vé mot sb 16 hong trén
cac san pham/dich vu phé bién tai Viét Nam cu thé
nhu sau:

Mgt sé 16 hong trén céc sdn pham/dich vu
phé bién tai Vigt Nam:

- Google: CVE-2023-6345, CVE-2023-6346, ...
- Apple: CVE-2023-42916, CVE-2023-42917

- Foxit Software: CVE-2023-32616, CVE-2023-
359835, ...

- Wordpress: CVE-2023-4922, CVE-2023-5604, ...
- Apache: CVE-2023-48796, CVE-2023-49063, ...

- GitLab: CVE-2023-3443, CVE-2023-3949, ...

- IBM: CVE-2023-26279, CVE-2023-45168, ...
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Thong tin diém yéu, 16 hong

San

thuc thi ma tu xa.

TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2023-6345 o
CVE-2023-6346 NAhom 12 IO; honAg trong Googlevcho ph‘Aep Chua c6 thong
1 Google doi twong tan cong leo thang dac quyen, | s\ nan vy
CVE-2023-6347 thuc thi ma tir xa, truy cap va thuc hién cac ban Va
\ N A an va
hanh dong trai phép.
CVE-2023-42916 | Nhom 02 15 hong trong Apple cho phép | Chua c6 thong
2 Apple CVE-2023-42917 df’l tugng tan_cfonq thl{c thi ma tu/>_<a, t[uy tin xacf nhgn va
cap va thuc hién cac hanh dong trai phép. ban va
CVE-2023-32616 o
CVE-2023-35985 | N\nom 06 16 hong trong AFOX'; SOfrt]‘f"ar? Chua c6 thong
3 Foxit Software cho phép doi trong tan cong thuc thi ma tin xac nhan va
CVE-2023-38573 | tur xa, truy cap va thuc hién cac hanh dong ban V4
trai phép.
CVE-2023-4922 | \hom 110 15 hdng trong Wordpress cho
CVE-2023-5604 | phép doi twgng tan cong khai thac 16i | Chua c6 thdng
4 Wordpress SSRF, khai thac 16i XSS, khai thac 16i | tin xac nhan va
CVE-2023-5974 CSRF, thyuc hién tan cong tir chéi dich vu, ban va

CVE-2023-48796
CVE-2023-49068

Nhém 14 15 hong trong Apache cho phép
doi tugng tan cong leo thang dac quyen,

ba c6 thong tin

CVE-2023-42006

I5i CSRF, khai thac 13i XSS, thyc hién tan
cbng tir choi dich vu.

S Apache CVE-2023-40610 | khai thac 15i XSS, khai thac 13i SQL | X% ”hé\‘/g"a gan
Injeciton.
CVE-2023-3443 o
CVE-2023-3949 | Nhom 09 16 hong ”ﬁ”g ﬁ.'“‘?b cho pL‘ep Chua c6 thong
6 GitLab df“ trong Atan cong tuCt | ma tur xa, ¢ Y| tin x4c nhan va
CVE-2023-3964 hign tan cong tr choi dich vy, truy cap va ban Vi
thuc hién cac hanh dong trai phép.
CVE-2023-26279
o Nhom 13 15 hong trong IBM phép dbi | . .o~ .
F IBM CVE-2023-45168 tugng tan cong thyc thi ma tir xa, khai thac D3 co thong tin

Xac nhan va ban
va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

- < Biéu do théng ke thiét bj theo cdng dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
52.324, (giam so Véi tuan truéc 53.503)
thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 534 trudng hop tan cong
] , vao trang/cong thong tin dién tir cua
Thong ke tan cong vao Viét Nam: 524 truong hop tan cong lira

trang/cong thong tin dién tir dao (Phishing), 10 trudng hop tan cong
cua Vigt Nam cai cdm ma doc.

Caimadéc | 10

Lira dao (Phishing) 524

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. '/
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé giGi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cAp, dich vu I6n nhu: Cac mang X& Danh sach IP/tén mién dgc hai c6 nhiéu két ndi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viét Nam
Nam c6 nhieu nguoi dung cac dich vy, differentia.ru: 12968 IP__| hzmksreiuojy.ru: 237 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 4145 IP | xjpakmdcfuge.biz: 216 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 1897 IP xjpakmdcfuge.com: 86 IP
Apple, Paypal,v.v... vi vy nguoi ding amnsreiuojy.ru: 691 IP xjpakmdcfuge.ru: 59 IP

) ’ : restlesz.su: 392 IP xjpakmdcfuge.in: 33 IP

can phai hét sic canh giac véi nhing
trang web gia mao dé danh cap tai
khoan.
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan da c6 306 phan anh truong hop lira dao do nguoi dung Internet Viét Nam phan
anh ve Trung tam Giam sat an toan khong gian mang quoc gia (NCSC) qua hé thong tai dia
chi https://canhbao.khonggianmang.vn. Qua kiém tra, phén tich cé nhiéu truong hop lira dao

gia mao website cua ngan hang, cac trang thuwong mai dién tur...

Duéi day 1a mét sé trudng hop nguoi diing can nang cao canh giac.

STT Website lira dao Ghi cha
tin-dung-uu-tien-vib.com
vib.chamsockhachang-tructuyen-the.online
vib.chamsockhachang-tructuyen.online
1 vib-tindung-khcn.com Website gia mao Ngan hang
vib.chamsockhachang-tructuyen.online TMCP Quoc te Viét Nam
vib.tuvan-chamsockhachhang.com
vib.chamsockhachhang-tructuyen-the-visa.com
tin-dung-khcn-vib.com
. Website gia mao Téap doan
2 VIettgl\{trl?éoup.com Ccong nghiég —Vién thgng Quan
VIELETd.com doi (Viettel)
3 lazmail.com.vn Website gia mao san TMDT
looklazada.com Lazada
4 vn66954shp.com Website gia mao san TMDT
spohopena.com Shopee
5 dichvucong.hgov.cc Website gia mao Dich vu cong
dichvucong.vgovn.net Quoc Gia
6 khcn-tindung-vp.com Website gia mao Ngéan hang
visa-vpbank-uu-tien.com TMCP Viét Nam Thinh Vuong
- Website gia mao Ngéan hang
7 shinhanbank.chamsockhachang-the.com TNHH MTV Shinhan Viét Nam
. Website gia mao Ngan hang
8 | chamsockhachhangnanghanmuctindungmsb.com TMCP Hang hai Viét Nam
. - Website gia mao Ngan Hang
9 hotrokhachhangtindungvietinbank.com TMCP Cong Thuong Viét Nam
Website gia mao Cong ty Tai
10 homecreditl.com chinh TNHH MTV Home
Credit Viét Nam
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*x
2. D6i véi cac diém yéu, 16 hong trong phan L hong biao mat, Quy don vi can luu ¥ theo ddi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhimng
don vi da co6 tai khoan trén “Hé théng Canh bao diém yéu va ra soat 16 héng bdo mat tu dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém cac san pham dang sir
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

*k*k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tAn cong tai Viét Nam, Quy don vi can ra soat, han ché t6i da viéc mé cac céng
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chu web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cip trong myuc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu 1y cac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Dbi voi cac website gia mao thong ké tai muc Téan cong lira dio ngwoi dung Viét Nam,
Quy don vi can chi y quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tan cong lira ddo, ning cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng nguoi xung quanh tranh viéc tro thanh nan nhan ciia nhitng cudc tin cong lira déo nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




