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1. Tin tirc An toan thong tin

- Chién dich tin cong APT: Nhom APT SideCopy khai thac 16 hong trén
WinRAR trong chién dich tin cong nham vao chinh phu An D9.

- Canh bao: L3 hong Zero-Day - Lace Tempest khai thac 16 hong an toan thong
tin trén phan mém hd tro SysAid IT.

2. Piém yéu, 16 hong
- 670 15 hong duoc cong bd va cap nhat.

- 07 16 hong, nhom 16 hong trén cac san pham/dich vy phd bién tai Viét Nam.

3. S0 liéu, thong ké
- T4n cong DRDoS
- T4n cong Web

- TAn cong lira dao ngudi dung Viét Nam: 332 truong hop lira dao do nguoi
dung Internet Viét Nam thong bao.

4. Tai liéu luu trir
Chuyén muc Canh bao tuln tai dja chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tirc An toan thong tin

“Chién dich tin cong APT: Nhém APT SideCopy khai
thac 16 hong trén WinRAR trong chién dich tan cong nham

vao chinh phii An D@”

Nhom APT SideCopy duogc phat hién la dang st
dung 156 hong an toan thong tin trén WinRAR trong
chién dich tdn cong nham vao cac co quan chinh phi
clia An Do nhim phat tan ma doc trojan truy cép tir
xa nhu AllaKore RAT, Ares RAT va Drat.

Theo ghi nhan tir cong ty bao mét, chién dich nay
hoat dong trén da nén tang véi phién ban ciia Ares
RAT cho phép xdm nhap véo hé thong Linux.

SideCopy bat dau hoat dong tir nim 2019 va
dugc biét dén nho cac chién dich tin cong nham vao
An Do va Afghanistan. Hién nhom nay duoc tinh nghi
la mét nhém con cua nhéom APT Transparent Tribe
(hay APT36) do c6 diém chung vé ha ting va mi doc
dé tan cong nhim vao An D9.

Pau thang 5 nam nay, nhom nay da duoc gan véi
mot chién dich Iira dao str dung moi nhtr lién quan toi
T4 chirc Nghién ctru va Phat trién Qudc phong An Do
(DRDO) dé phat tan ma doc danh cap thong tin. Ké
tir thoi diém do, SideCopy ciing c6 lién quan téi mot
chudi tén cong lira ddo nham vao linh vuc qudc phong
ctia An D¢ v6i céc file dinh kém dang ZIP dé phat tan
Action RAT va ma dgc trojan dya trén .NET c6 kha
nang thyce thi 18 cau Iénh khac nhau.

Nguén:
https://thehackernews.com/2023/11/sidecopy-
exploiting-winrar-flaw-in.html

Trong chién dich méi dugc phéat hién nay,
nhom nay d sir dung hai chudi tan cong khac nhau
dé nhdm vao hé diéu hanh Linux hoic Windows.

D6i véi Linux dbi tugng tan cong st dung
binary ELF viét bang Golang dé phat tan Ares RAT
c6 kha nang li¢t ké file, chyp anh man hinh va tai
xudng file.

Con trén Windows, ddi twong khai thac 16 hong
CVE-2023-38831 nam trén WinRAR d¢ thyc thi ma
doc, dan toi viée trién khai AllaKore RAT, Ares
RAT va hai ma doc mdi la DRat va Key RAT. Ma
doc DRat c6 kha nang danh cip thong tin hé thong,
Iuru lai phim g3, chup man hinh, tai xuéng file ciing
nhu alf truy cdp tir xa vao thiét bi dé giri ciu lénh,
dir liéu bi danh cap vé may chu C&C.

An D6 dang quyét dinh thay thé h¢ diéu hanh
Microsoft Windows thanh MayaOS cho linh vuc
qudc phong va chinh phu cia ho, boi viy viéc
SideCopy nhim vao Linux khéng phai 1a mot su
trung hop.

SideCopy dang mé rong kho vii khi cia minh
v6i cac 16 hong zero-day dé nham vao t chic qubc
phong tai An D6 véi cac ma doc trojan truy cap tir
xa khac nhau, déng thoi APT36 cling mo rong viéc
chia s¢ trinh hd trg Linux cho SideCopy nham trién
khai Python RAT mi ngudn mé, Ares.
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Tin tirc An toan thong tin

‘Canh bio: L3 hong Zero-Day - Lace Tempest khai thac 16

héng an toan thong tin trén phin mém hd trg SysAid IT"

Nhom tén cong Lace Tempest di duoc biét
dén véi chién dich tan cong méi bang viéc khai
théc 16 hong zero-day ton tai trén phan mém hd
tro SysAid IT.

Lace Tempest ndi tiéng véi viéc phat tan ma
doc ransomware ClOp, trudc day da tung khai
thac cac 16 hong zero-day ton tai trén MOVEit
Transfer va may chu PaperCut.

L4 hong an toan thong tin véi mi dinh danh
CVE-2023-47245 1a mot 18i duong dan truyén
tai, sau khi bi khai thac s& cho phép ddi tuong tin
cong thyc thi ma trong qua trinh cai dit tai chd.
Hién nay, 16 hong nay di duoc v trong phién
ban 23.3.36 ctia phin mém.

Sau khi khai thac 16 hong CVE-2023-47245,
nhom Lace Tempest thuc thi cac cau 1énh qua
phan mém SysAid dé tai xudng bo tai ma doc cho
Gracewire. Sau d6, chudi tin cong duoc tiép ndi
boi cac tac vu thyuc hién tha cong boi ddi twong
tAn cong nhu leo thang ddc quyén ngang, danh
cap dir lidu va trién khai ransomware.

Theo SysAid, nhom tin cong d tai 1én mot
file Iuu trit WAR c6 chira webshell va cac dit li€u
doc hai khac vao thu muc géc cua dich vu web
SysAid Tomcat. Ngoai vai tro lam backdoor cho
thiét bi nhidm ma doc, webshell ndy con duogc sir
dung dé tai xuéng mot tap 1€nh PowerShell dugc
thiét ké dé tai xudng ma doc Gracewire.

Sau d6, nhom Lace Tempest trién khai thém
mot tap 1énh PowerShell thir hai dugc st dung dé
x6a diu vét ciia 16 hong sau khi khai thac payload
doc hai. Diém dic trung trong chudi tin cong nay
la vigc su dung MeshCentral Agent cung voi
PowerShell dé tai va thuc thi Cobalt Strike, day la
mdt framework hau khai thac hop phap.

Cac don vi dang sir dung SysAid can cép nhat
ban va sém nhét ¢ thé dé han ché nguy co bi tan
cong ransomware va kiém tra moi truong lam viéc
dé phat hién kip thoi cac ddu hiéu bi khai thac boi
16 hong nay. Thong bao nay duoc dua ra sau khi
FBI canh bao vé cac d6i twong tan cong mang dang
nham muc tiéu tin cong vao cac nha cung cap phan
mém trung gian va loi dung céc cong cu hop phap
dé xam nhép vao hé thong thong tin cta cic t6
chure, doanh nghiép.

Néu nguoi dung bi lira goi dén sé dién thoai
do cac d6i tugng tan cong cung cap va cai dit mot
cong cu quan 1y hop phap qua duong dan giri tir
email, nhom di tugng nay co thé loi dung cong cu
quan 1y hop phap d6 dé thuc hién cac tac vu doc
hai nhu xam nhap vao cac file cuc b, b dia duge
chia sé qua mang, danh cap dit liéu c4 nhan va tong
tién cac td chirc, doanh nghiép.

Nguén: https://thehackernews.com/2023/11/zero-day-alert-lace-tempest-exploits.html
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Nguy co tan cong
4 mang tir diém yéu,
' 16 hong

Trong tudn, cic to chirc qudc té di cong bd va
cap nhat it nhat 670 15 hong, trong d6 c6 320 16 hong
mirc Cao, 200 16 hong mirc Trung binh, 04 15 hong
mirc Thip va 146 15 hong chua dénh gia. Trong d6
c6 it nhat 113 18 hong cho phép chén va thyc thi ma
1énh.

Hé théng k¥ thuat ciia Cuc ATTT chi dong ra Mt s6 16 héng trén cdc san pham/dich vu
quét trén khong gian mang Viét Nam, danh gi4, thong pho bién tai Viét Nam:
ké cho thdy c6 07 15 hong/nhém 15 hong trén cac san
phém, dich vu CNTT phé bién, co thé géy anh huéng - Linux: CVE-2023-1194, CVE-2023-1476, ...
16n dén ngudi ding ¢ Viét Nam: Nhom 06 16 hong

trong Linux, Nhom 08 13 héng trong Microsoft, - Microsoft: CVE-2023-36014, CVE-2023-36034, ...

Nhém 10 16 hong trong Google, Nhém 18916 hong 10 cVE-2023-32837, CVE-2023-32832, ..
trong Wordpress, Nhom 04 16 hong trong Apache,

Nhém 33 16 hong trong Samsung, Nhom 08 16 hong - Wordpress: CVE-2023-34171, CVE-2023-5454, ..
trong IBM. Thong tin chi tiét vé mot s6 16 hong trén

cac san pham/dich vu phd bién tai Viét Nam cuy thé - Apache: CVE-2023-47248, CVE-2023-46851, ...
nhu sau:

- Samsung: CVE-2023-43531, CVE-2023-42536, ...

-IBM: CVE-2023-43018, CVE-2023-46176, ...
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Thoéng tin diém yéu, 16 hong

Ma 16i quoc té

Mo tid ngan

Ghi chu

CVE-2023-1194
CVE-2023-1476
CVE-2023-5090

Nhom 06 16 hong trong Linux cho phép
d6i tuong tan cong leo thang dic quyén,
thyc hién tan cong tu chdi dich vu, truy
cap va thyc hién cac hanh dong trai phép

Da co6 thong tin
xac nhan va ban
va

CVE-2023-36014
CVE-2023-36034
CVE-2023-36024

Nhom 08 16 héng trong Microsoft cho
phép dbi tuong tan cong thuc thi ma tir xa,
leo thang dic quyén, truy cap va thyc hién
cac hanh dong trai phép.

Da co6 thong tin
xac nhan va ban
va

San
b pham/ dich vu
1 Linux
2 Microsoft
3 Google

CVE-2023-32837
CVE-2023-32832
CVE-2023-5996

Nhom 10 10 héng trong Google cho phép
d6i tuong tan cong leo thang dic quyén,
truy cap va thyc hién cac hanh dong trai

phép.

Chua c6 thong
tin xac nhan va
ban va

4 Wordpress

CVE-2023-34171
CVE-2023-5454
CVE-2022-45357

Nhém 189 16 hong trong Wordpress cho
phép d6i tuong tan cong khai thac 18i XSS,
khai thac 16i CSRF, thuc hién SQL
Injection, thyc thi ma tir xa, truy cap va
thuc hién cac hanh dong trai phép

Chua c6 thong
tin xac nhan va
ban va

CVE-2023-47248
CVE-2023-46851
CVE-2023-46819

Nhom 04 16 hong trong Apache cho phép
doi tugng tan cong thyc thi ma tur xa, truy
cap va thyc hién cac hanh dong trai phép.

Da co6 thong tin
xac nhan va ban
va

CVE-2023-42531
CVE-2023-42536
CVE-2023-42537

Nhom 33 16 hong trong Samsung cho phép
d6i tugng tan cong thuc thi ma tir xa, thuc
hién tan cong tur chdi dich vy, truy cap va
thuc hién cac hanh dong trai phép

Chua c6 thong
tin xac nhan va
ban va

5 Apache
6 Samsung
7 IBM

CVE-2023-43018
CVE-2023-46176
CVE-2023-42027

Nhom 08 16 hong trong IBM phép ddi
tuong tin cong khai thac 16i SSRF, leo
thang ddc quyén, thuc hién tin cong tir
chdi dich vy, truy cdp va thuc hién céac
hanh dong trai phép.

Da co6 thong tin
xac nhan va ban
va
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Tan cong DRDoS

|

Tuén vira qua tai Viét Nam, co rat nhiéu
may chu, thiét bi co thé tré thanh nguén
phat tan tin cong DRDoS. Trong tuan co
51.390, (giam so v6i tudn trudc 55.896)
thiét bi c6 kha ning bi huy dong va trd
thanh ngudn tan cong DRDoS. Cac thiét
bi nay dang m¢ sur dung cac dich vu NTP
(123), DNS (53), Chargen (19). Du¢i
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phé bién trong tuan.

Théng ké tn cong vao trang/cong
thong tin dién tw
cua Viét Nam

Cai mé doc ﬁ

Lira dao (Phishing) 368

Tan cong Phishing

Trén thé gidi c6 nhidu cac trang web gia
mao cac t6 chtrc, doanh nghiép, nha
cung cép, dich vu 16n nhu: Cac mang xa
hoi, ngan hang, thu dién ta,v.v...Viét
Nam c6 nhiéu nguoi dung cac dich vy,
tmg dung nudc ngoai (ca mién phi va
tinh phi) nhu cdc mang xa hoi, Payment,
Apple, Paypal,v.v... vi vy nguoi dung
can phai hét sirc canh gidc vé6i nhiing
trang web gia mao dé danh cip tai
khoan.
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Tan cong Web

Wells Fargo & Company

Australian Government

Danh sach IP/tén mién d¢c hai c6 nhi€éu két noi

Trong tudn, c6 392 trudng hop tin cong
vao trang/cong thong tin dién tir cua
Viét Nam: 368 truong hop tin cong lira
dao (Phishing), 24 trudng hop tin cong
cai cdm ma doc.

Credit Agricole S.A.

Apple Inc Generic/Spear Phishing
Webmail Providers

Steam

\\\‘

DHL Airways, Inc.
AT&T Inc.
Crypto/Wallet
Outlook

Bet365

Facebook, Inc.
Office365

tir Viét Nam

differentia.ru: 13478 IP

hzmksreiuojy.ru: 229 IP

disorderstatus.ru: 4541 IP

xjpakmdcfuge.biz: 207 IP

atomictrivia.ru: 2057 IP

xjpakmdcfuge.com: 82 IP

amnsreiuojy.ru: 787 IP

xjpakmdcfuge.ru: 48 IP

restlesz.su: 330 IP

xjpakmdcfuge.in: 31 IP
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Tén cong lira ddo nguoi dung Viét Nam

Trong tun di c6 332 phan anh trudng hop lira dao do ngudi dung Internet Viét Nam
phan 4nh vé Trung tim Giam sat an toan khong gian mang qudc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng
hop Itra ddo gia mao website ciia ngan hang, cac trang thuong mai di¢n tir. ..

Dud¢i day 1a mot so truong hop nguoi dung can nang cao canh giac.

STT Website lira ddo Ghi chu
pwsk88.com
1 businesseventskp.top Website gia mao san TMDT Tiki
pwskl1l.com
tiki5688.shop
2 globalsellingads.com Website gia mao san TMDT Amazon
3 vieclamlazada.vn Website gid mao san TMDT Lazada
4 ebaayshopping.site Website gid mao Ebay
o . Website gia mao Ngan hang TMCP
5 vib-tindung.online Quéc té Viet Nam
. . Website gida mao Ngan hang TMCP
6 dich-vu-the-vvip-vpb.com Viét Nam Thinh Vuong
7 VIbt99.com Website gia mao VNPT- Tép doan
Pt Buu chinh Vién thong Viét Nam
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Khuyén nghi doi véi

cac co quan, don vi

“NO LU'C PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH”

1. Béi v6i cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan théng tin, Quy
don vi can thuong xuyén cip nhat thong tin (nhu cac chién dich tin cong ctia cic nhom APT,
thong tin ToC kém theo ting chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

seokok
2. B6i voi cac diém yéu, 16 hong trong phan L& hong bioe mat, Quy don vi can luu y theo ddi
va cdp nhat ban va cho cic 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhimng
don vi da co6 tai khoan trén “Hé théng Canh béao diém yéu va ra soat 16 héng bdo mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém cac san pham dang str
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

seokok
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢o, cAc cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu c6 thé bi loi dung dé thuc hién tin cong tir chdi dich vu; thudong xuyén kiém tra, ra
so4t may chu web dé kip thoi phat hién va xir Iy nguy co tdn cong. Bén canh dé, dbi voi cac
IP/tén mién dugc dé cap trong muc Danh sach IP/tén mién ddc hai cé nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xtr 1y cac thiét b trong toan bd hé thdng mang néu c6 dau
hi¢u két ndi dén cac tén mién doc hai ma Cuc ATTT di chia sé.

seokok
4. Ddi v6i cac website gia mao thong ké tai muc Tén cong lira ddo ngudi ding Viét Nam,
Quy don vi can cht ¥ quan tdm khong truy cép vao cac trang web duoc néu dé tranh nguy co
bi tn cong lira dao, ndng cao nhan thirc ban than va tuyén truyén cho ban bé, ngudi than va
nhitng nguoi xung quanh tranh viéc trd thanh nan nhan ciia nhimg cudc tin cong lira déo nay.

BN ncsc@ais.gov.vn @ Tang 16. s6 115 Tran Duy Hung,
024.3209.1616 N quan Cau Giay, Tp. Ha Noi

) o . ]
85 https://khonggianmang.vn/

f https://www.facebook.com/govSOC




