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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhém Muddy Water cua Iran thyc hién chién dich
tan cong Spear-phishing nham vao Israel.

- Canh béo: Tai khoan Facebook Business c6 thé bi danh cip bi ma doc
NodeStealer.

2. Piém yéu, 16 hong
- 720 15 hong duoc céng bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vu phé bién tai Viét Nam.

3. So liéu, thong ké
- Tan cong DRDoS
- Tan cong Web

- T4n cdng lira ddao nguoi dung Viét Nam: 358 trudng hop lira dao do nguodi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

Chién dich tAn cong APT: Nhém Muddy Water cia Iran
thwc hién chién dich tan cong Spear-phishing nham vao

4
Israel

Nhom APT Muddy Water tir Iran dd dugc gan
v6i mot chién dich tin cong Spear-phishing nham vao
hai d6i twong ngudi Israel dé trién khai mot cong cu
quan tri hop phéap tir xa dén tir N-able c6 tén goi
Advanced Monitoring Agent.

Chi tiét cua chién dich dwoc ghi nhédn 13 c6 su
cap nhat vé TTPs da duge tim théy trong hoat dong
trude d6 ciia nhom MuddyWater, sir dung chudi tin
cong twong tw dé phat tan cac cong cu truy cap tir xa
khéac nhu ScreenConnect, RemoteUtilites, Syncro va
SimpleHelp.

Tuy day 14 1an dau ghi nhan viéc sir dung phan
mém giam sat tir xa ctia N-able boi MuddyWater,
phat hién tir chuyén gia ciing chi ra thyc t& ring
phuong thirc hoat dong gan nhu khong thay d6i nay
van mang lai thanh c6ng cho céc chién dich do nhém
dbi tugng thuc hién.

MuddyWater 1a mot nhom gian di¢p khong gian
mang hoat dong tir nim 2017 va dugc hau thuan boi
chinh phu Iran, gidng voi OilRig, Lyceum, Agrius
hay Scarred Manticore.

Céc chudi tin cong trude d6 ciia nhom sir dung
hinh thurc gt di email Spear-phishing chira duong
dan tryc tiép hodc dinh kém file HTML, PDF va RTF
¢6 chira dudng din t6i cac trang luu trir cia nhiéu nén
tang khac nhau, tt ca véi muc dich phat tan mot trong
cac cong cu quan tri tir xa.

Nguon: https://thehackernews.com/2023/11/irans-
muddywater-targets-israel-in-new.html

Chién thuat va cdng cu moi nhét duoc st dung
1a biéu twong cho su tiép dién, hodc 1a mét su tién
hda cua nhém Mango Sandstorm va Static Kitten.
Diém khac biét trong chién dich nay la viéc st dung
dich vu chia sé file Storyblok dé bat dau vector lay
nhiém da giai doan.

Cu thé hon, trong dudng dan c6 chira cac file
an, mot file LNK khoi dong qua trinh 1y nhiém, va
mot file thuc thi dwoc thiét ké dé bo an file vin ban
mdi nhir trong lic thyc thi cong cu Advanced
Monitoring Agent. Sau khi ngudi dung bi lay nhiém
boi ma doc, MuddyWater s& két ndi toi thiét bi sir
dung coéng cu quan tri hop phap nhim tim kiém
thong tin cua nguoi dung.

File vin ban mdi nhir nay 1a mot ban ghi chép
chinh thirc tir Uy ban Dich vu Dan sy Israel, c6 thé
duoc tai trén trang web chinh thirc cua t6 chirc.

Ngoai ra, mot ddu hiéu nira cho thy kha niang
phat trién nhanh chong nhom MuddyWater 13 viéc
dang tan dung mot framework C&C méi cé tén goi
MuddyC2Go, phién ban ké nhiém cia MuddyC3 va
PhonyC2.


https://thehackernews.com/2023/11/irans-muddywater-targets-israel-in-new.html
https://thehackernews.com/2023/11/irans-muddywater-targets-israel-in-new.html

NCSCX

National Cyber Security Center

Tin tiec An toan thong tin

*Canh bao: Tai khoan Facebook Business c6 thé bi danh

cép béi ma dgc NodeStealer’

Mot loai ma doc mai dang gay song gid trén
Facebook, khi nd c6 thé lay cap thong tin ding
nhap va cookies ctia ngudi dung trén trinh duyét.
Ma doc nay duoc phat tdn qua cac quang cao co
hinh anh goi cam, do cac tai khoan Facebook
doanh nghiép bi chiém quyén kiém soét.

Mi doc nay c6 tén 1a NodeStealer, dugc viét
bang .NET va JavaScript. NodeStealer duoc cai
cam trong mot file .exe c6 tén “Photo Album” dé
danh lira nguoi dung tai xuéng va nghi rang day
& mot bo suu tap anh goi cam. Khi nguoi dung
tai v& va ma file nay, mot file khac s& duoc cai
ddt ngam dé thuc hién viéc danh cap dir lidu.

NodeStealer dwgc Meta phét hién lan dau
vao thang 05/2023, khi né chi la mot doan ma
JavaScript nho. Sau d6, nhom tan céng da nang
cAp ma doc va sir dung bién thé Python trong cac
CudC tan céng mai.

Ma doc nay 1a mot vi du vé sy phét trién cua
hé sinh théi tin cong mang tai Viét Nam. Cac d6i
tugng tin cdng mang tai Viét Nam thuong sir
dung cac phuong thirc trong ty nhau va chu yéu
dung Facebook 1am kénh dé lan truyén ma doc.

Hién nay, cac chién dich tin cong moi nhét
van phat tan ma doc bang cach st dung cac quang
c4o doc hai trén Facebook dé chiém quyén truy cp
vao tai khoan cua nguoi dung. Nhitng quang cao
nay duoc dang tir cac tai khoan Facebook bi danh
cép trude do, sir dung cong cu Ads Manager ciia
Meta. Nan nhan cha yéu 1 nam gidi c6 d6 tudi tir
18 t6i 65 & Chau Au, Chau Phi va viing Caribe, dic
biét 1a nhitng nguoi trén 45 tudi.

Céc d6i twong tan cong dung file thuc thi gia
lam album anh dé lay nhiém ma doc cho ngudi
dung Facebook. Sau d6, ddi twong tan cong dung
cac cookie bi danh cip dé vuot qua xac thuc hai
budc va d6i mat khau, khién ngudi dung khong thé
dang nhap lai vao tai khodn cua minh.

Chién dich nay dugc phat hién trong bdi canh
c¢6 nhiéu vu Ira dao khac nhau nhim vao ngudi
choi Roblox va ngudi giao dich bat dong san tai
Trung Pong. Cac dbi twong tan cong thuong thu
thap thong tin dang nhap va tién té trong tro choi
ctia nguoi choi Roblox bang cach dung cac duong
dan lira dao. Hon 3.500 domain gia mao da bi phat
hién trong nhitng chién dich lira dao tryc tuyén
nay, chi yéu la dé thu thap thong tin vé nguoi giao
dich bat dong san tai Trung Dong va ban trén dién
dan den.

Nguon: https://thehackernews.com/2023/11/nodestealer-malware-hijacking-facebook.html



https://thehackernews.com/2023/11/nodestealer-malware-hijacking-facebook.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 720 15 hong, trong d6 ¢d 77 16 hong
muc Cao, 67 15 héng mac Trung binh, 10 16 hong
muc Thap va 566 16 héng chwa danh gia. Trong d6
c6 it nhat 102 15 hdng cho phép chén va thuc thi ma
Iénh.

Hé thong k¥ thuat caa Cuc ATTT chi dong ra Mgt sé 16 héong trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, théng phé bién tgi Vigt Nam:
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
I6n dén nguoi dung & Viét Nam: Nhém 06 15 hong
trong Linux, Nhém 03 15 héng trong Microsoft,

- Linux: CVE-2023-1192, CVE-2023-1476, ...

- Microsoft: CVE-2023-36022, CVE-2023-36029, ...

Nhém 32 16 hong trong Cisco, Nhom 101 16 hong _ cjcco- CVE-2023-20042, CVE-2023-20056,...
trong Wordpress, Nhém 10 16 hong trong Nvidia, ’
Nhom 137 16 hong trong Google, Nhém 07 16 hong - wordpress: CVE-2023-5821, CVE-2023-46153, ..
trong IBM. Théng tin chi tiét vé mot so6 16 hong trén

cac san pham/dich vu phé bién tai Viét Nam cu thé - Nvidia: CVE-2023-31016, CVE-2023-31017, ...
nhu sau:

- Google: CVE-2023-21356, CVE-2023-21361, ...

- IBM: CVE-2023-35896, CVE-2023-40685, ...




NCSCX

National Cyber Secu

Thong tin diém yéu, 16 hong

San

TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2023-1192 o
CVE-2023-1476 g';h.om 0619 hong ”10”9 h"'”ux cho Phep | 1 ¢ thong
1 Linux 01 tugng tan cong leo thang dac QUYeN, | o vac nhan va
CVE-2023-3397 thuc hién tan cong tir choi dich v, thuc thi ban VA
ma tur.
CVE-2023-36022 | Nhom 03 16 héng trong Microsoft cho Chua c6 thong
2 Microsoft CVE-2023-36029 | Phép dol tugng tan cOng thuc thi matirxa, | -y 40 nnan va
truy cap va thuc hién cac hanh dong trai .y
CVE-2023-36034 | phép. ban va
CVE-2023-20042 o
CVE-2023-20086 | \10M 32 16 hong trong Cisco cho phép | 6 thang
3 Cisco doi tugng tan cong thuc hién tan cong tur tin xac nhan va
CVE-2023-20095 | chdi dich vy, khai thac 161 XSS, truy cap ban V3
A A A o an va
va thuc hién cac hanh dong trai phép.
CVE-2023-5821
) i Nhom 101 15 hong trong Wordpress cho L a
A Wordoress CVE-2023-46153 phép ddi twong tin cong khai thac I15i XSS, t(ijr?l;gccgrfbr? r\]/ga
P CVE-2023-46194 | khai thac I3i CSRF, thuc hién SQL - ha
L L ban va
Injection, thuc thi ma tir xa.
CVE-2023-31016 Nhém 10 16 hong trong Nvidia cho phép
CVE-2023-31017 | doi tugng tan cong leo thang dac quyen, | Chua c6 thong
5 Nvidia CVE-2023-31019 thuc thi ma tir xa, thyc hién tan cong tir | tin xac nhan va
choi dich vu, truy cap va thuc hién céc ban va
hanh dong trai phép.
CVE-2023-21356 .
CVE-2023-21361 | hnom 137 16 hong ”ﬁ”g C;‘?Ogle cho pf:ep Pa ¢6 thong tin
5 Google doi twong tan cong thyc thi mé tur xa, 180 | . han va ban
CVE-2023-40129 | thang dac quyen, thyc hién tan cong tu Vi
choi dich vu.
CVE-2023-35896
o Nhom 07 15 hong trong IBM phép dbi Cn
F IBM CVE-2023-40685 tuogng tan cong khai thac 16i SSRF, leo '[?;lggccﬁrfgr?%%
CVE-2023-46176 | thang dac quyeén, truy cap va thuc hién cac ban VA

hanh dong trai phép.
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

- = Biéu d6 thong ké thiét bi theo cong dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6 o0

40000

55.896, (tang SO V6i tuan trudc 54.241) i

thiét bi c6 kha nang bi huy dong va tré i
thanh ngudn tdn cong DRDoS. Céc thiét K
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 1222 truong hop tin
cdng vao trang/cong thong tin dién tir

Thong ke tan cong vao cia Viét Nam: 1214 truong hop tan
trang/cong thong tin dién tit cong lira déo (Phishing), 08 trudng hop

cia Viet Nam tan cong cai cam ma doc.

Caimi doc -8

Lira diio (Phishing) 1214

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. '/
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cAp, dich vu I6n nhu: Cac mang X& Danh sach IP/tén mién dgc hai c6 nhiéu két ndi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viét Nam
Nam c6 nhiéu nguoi dung cac dich vy, differentia.ru: 17341 IP__ | hzmksreiuojy.ru: 251 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 4610 IP | xjpakmdcfuge.biz: 279 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 2213 IP xjpakmdcfuge.com: 98 IP
Apple, Paypal,v.v... vi vy nguoi ding amnsreiuojy.ru: 887 IP xjpakmdcfuge.ru: 53 IP

) ’ : restlesz.su: 305 IP xjpakmdcfuge.in: 28 IP

can phai hét sic canh giac véi nhing
trang web gia mao dé danh cap tai
khoan.
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Tén cong lira ddao nguoi ding Viét Nam

Trong tun da c6 358 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khdng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop ltra dao gia mao website ctiia ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi cha
tah2a.com
1 tiki5688.shop Website gia mao san TMDPT Tiki
kdsfll.com
vn55866shp.com
spohopenm.org S \
2 VN66733shop.com Website gia mao san TMDT Shopee
shopee.vntheme.com
3 lottefinancev.cc Website gia mao LOTTE
4 travelokaaaa.com Website gia mao Traveloka
. . Website gia mao Ngan hang TMCP
5 vib-tindung.click Quéc té Viet Nam
. Website gia mao Céng ty c6 phan
6 suppliersbhx.com Thuong mai Bach Hoéa Xanh
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang str
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé théng mang néu c6 du
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tin cong lira déo nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




