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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhém APT Tortoiseshell khoi dong chién dich
tan cdng mai bang ma doc IMAPLoader.

- Canh b&o: VMWare phat hanh ban vé cho 15 hong RCE nghiém trong trén
vCenter Server.

2. Piém yéu, 16 hong
- 750 16 hong duoc céng bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vu phé bién tai Viét Nam.

3. So liéu, thong ké
- Tan cong DRDoS
- Tan cong Web

- T4n codng lira ddo nguoi dung Viét Nam: 287 trudng hop lira dao do ngudi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin
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dong chién dich tdn cong méi bing ma doc IMAPLoader”

Nhém APT Tortoiseshell vira thuc hién mot chién
dich tin cong st dung ma doc co tén IMAPLoader thong
qua hinh thirc watering hole. Pay la mdt loai ma doc
chay trén NET, c6 kha ning liy d4u vén tay ctua ngudi
ding trén hé thdng nhim mi doc bang cach bién cac
tién ich co sin trén hé diéu hanh Windows thanh bo tai
cho cac phan mém doc hai (payload). Ma doc nay st
dung email ¢ lién lac voi may chit C&C va c6 kha nang
thue thi cac ph?ln mém doc hai dugce trich xuét tir cac tep
dinh kém trong email bﬁng cach tao cac dich vu mdi trén
thiét bi cua nan nhan.

Nhoém APT Tortoiseshell, con dugce goi 1a Crimson
Sandstorm, Curium, Imperial Kitten, TA456 va Yellow
Liderc, ¢ lién quan dén IRGC (Quan doi Cach mang
Hoi gi4o Iran) va da xuat hién tir nim 2018. Vao thang
05/2023, nhom nay da bi phat hién khi xdm nhap vao 8
trang web ctia cac doanh nghiép trong linh vuc véin
chuyén, hau can va tai chinh tai Israel.

Trong khoang thoi gian tir nam 2022 dén nim
2023, nhém APT Tortoiseshell da tién hanh nhiéu chién
dich tin cong bang cach nhiing ma JavaScript doc hai
vao cac trang web chinh thong sau khi xdm nhap. Muc
tiéu 1a thu thap thong tin vé ngudi dung da truy cp trang
web, bao g6m thong tin vé vi tri, thiét bi st dung va thoi
gian truy cép. Cac nganh chinh bi anh hudng bdi cudc
tan cong nay bao gdm nganh hang hai, van tai va hau
can tai khu vuc Dia Trung Hai. Trong mot sb truong
hop, khi xac dinh dugc ring muc tiéu cd gia tri thi
Tortoiseshell mai tiép tuc trién khai mid doc
IMAPLoader dé thuc hién cac cudc tin cong cu thé hon.

Nguon: https://thehackernews.com/2023/10/iranian-
group-tortoiseshell-launches.html

ch tan cong APT: Nhém APT Tortoiseshell khéi

Nhém APT Tortoiseshell st dung ma doc
IMAPLoader nhu mét phién ban thay thé cho ma doc
IMAP ban dau viét bang Python. IMAPLoader dong
vai trd nhu mot bo tai cho payload giai doan ké tiép
bang viéc truy van vao céc tai khoan email IMAP ¢b
dinh, cu thé hon la quét thu muc “Recive” dé tai xuéng
cac tép thuc thi tir phan dinh kém trén email.

Trong mot s6 céc chién dich tAn cong khac, nhém
APT Tortoiseshell su dung tai li¢u gia mao trén
Microsoft Excel nhu mot diém khoi dau dé tiép tuc
trién khai nhiéu giai doan tan cong khac nham tai vé va
thyc thi ma doc IMAPLoader. Piéu nay cho thiy
Tortoiseshell dang 4p dung nhiéu chién thuat va ky
thuat khac nhau dé dat dugc muc tiéu. Ngoai ra,
Tortoiseshell con tao ra mot s trang web gia mao trong
linh vyc du lich va y t& & Chau u nham thu thap trai
phép thong tin dang nhap ngudi dung bang cac trang
gid mao cuia Microsoft.

Theo nhén dinh tir cac chuyén gia bao mat, nhom
APT Tortoiseshell van tiép tuc ma mot moi de doa tiém
an ddi v6i cac doanh nghiép trén nhiéu qudc gia khac
nhau trong cac linh vire nhu hang hai, van chuyén va
h4u cén ¢ Pia Trung Hai; nganh hat nhan, hang khong
vl try, qudc phong tai My va Chau u; cac nha cung
cap dich vu dugc quan 1y Cong nghé thong tin tai
Trung Dong.


https://thehackernews.com/2023/10/iranian-group-tortoiseshell-launches.html
https://thehackernews.com/2023/10/iranian-group-tortoiseshell-launches.html
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Canh bao: VMWare phat hanh ban va cho 15 héng RCE

nghiém trong trén vCenter Server”’

e VMware vCenter Server 8.0 (8.0U1d hoac
8.0U2)

e VMware vCenter Server 7.0 (7.0U30)
e VMware Cloud Foundation 5.x va 4.x

VMWare vira phéat hanh ban cap nhat bao
mat nham khic phuc mot 16 hong Nghiém trong
trén vCenter Server, cho phép ddi twong tin cong
thuc thi ma tir xa trén céc hé théng bi anh huong.

o, n o Hién tai, VMWare dang phat trién mot ban va

Lo hén,g Nghiém trong c6 ma 9V|§-2023j cho vCenter Server 6.7U3, 6.5U3 va VCF 3.x. Ban
34048 (biém CVSS: 9.8) la mot 16 hong ghi va nay ciing di giai quyét 16 hong CVE-2023-
ngoai pham vi (out-of-bounds writez trqng Viéc 34056 (Diém CVSS: 4.3), mot 15 héng gay 16 lot
thuc hién giao thire DCE/RPC. Cu thé, doi tuong
tan cong c6 quyén truy cap mang vao vCenter
Server dé gay ra mot 16 hong ghi ngoai pham vi,
qua d6 dan dén viéc thyc thi ma tir xa.

thong tin mot phan anh hudng dén vCenter Server,
cho phép ngudi tan cong truy cap vao dir liéu ma
khong can quyén cia quan tri vién.

Dé bao vé thong tin trén hé théng clia co quan

VMWare théng bao rang hién khéng c6 bién va doanh nghiép, khuyén nghi cac don vi can cap
phap tam thoi nao dé khic phuc 15 héng nay, boi nhat ban va nay sém nhat c6 thé dé tranh nguy co
vay, nguoi dung can phai cap nhat ban vé cho cac xay ra sy coO bao mat.

phién ban bi anh hudng, bao gom:

Ngudn: https://thehackernews.com/2023/10/act-now-vmware-releases-patch-for.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 750 15 hdng, trong d6 ¢ 143 15 hong
muc Cao, 118 15 héng mic Trung binh, 0 15 hong
muc Thap va 489 16 héng chwa danh gia. Trong d6
c6 it nhat 170 15 hdng cho phép chén va thuc thi ma
Iénh.

Hé thong k¥ thuat caa Cuc ATTT chi dong ra Mgt sé 16 héong trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, théng phé bién tgi Vigt Nam:
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
I6n dén nguoi dung & Viét Nam: Nhém 03 15 hong
trong Linux, Nhdm 39 15 hong trong Apple, Nhém 07

- Linux: CVE-2023-5633, CVE-2023-46813, ...

- Apple: CVE-2023-32359, CVE-2023-40445, ...

16 hong trong Apache, Nhom 158 lo hong trong  _ Apache: CVE-2023-31122, CVE-2023-46288, ..
Wordpress, Nhém 08 16 hong trong VMware, Nhom

20 16 hong trong Google, Nhém 11 16 hong trong - wordpress: CVE-2023-4668, CVE-2023-3342,...
IBM. Thong tin chi tiét vé mot so 16 hong trén cac san

pham/dich vu phé bién tai Viét Nam cu thé nhu sau: - VMware: CVE-2023-34045, CVE-2023-34046, ...

- Google: CVE-2023-40116, CVE-2023-40117, ...

- IBM: CVE-2023-38275, CVE-2023-38276, ...
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Thong tin diém yéu, 16 hong

San

TT pham/ dich vu Ma loi quoc te M0 ta ngan Ghi chu
CVE-2023-5633 5 2 hd i 4
NAhom 03 'E? hogg trong Linux f:ho ph‘Aep Chua c6 thong
1 Linux CVE-2023-46813 | doi tuong Fan cong leo thang dac QUYEN, | o vac nhan va
truy cap va thuc hién cac hanh dong trai o
CVE-2023-5717 | ppg ban va
phep.
CVE-2023-32359
CVE-2023-40445 | Nhém 39 I§ héng trong Apple cho phép | Chua c6 théng
2 Apple CVE-2023-40401 dfn tugng tan_cA:ong’ thl{c thi ma tu,>_<a, truy tin xac nhgn va
cap va thuc hién cac hanh dong trai phép. ban va
CVE-2023-31122
CVE-2023-46288 | Nhoém 07 I6 hdng trong Apache cho phép | Pi c6 thdng tin
3 Apache doi tugng tan cdng thyc thi ma tu xa, truy | xac nhan va ban

CVE-2023-44483

cap va thuc hién cac hanh dong trai phép.

va

4 Wordpress

CVE-2023-4668
CVE-2022-3342
CVE-2020-36714

Nhom 158 15 héng trong Wordpress cho
phép doi twong tan cong thuc hién tan
cong SQL Injection, thuc thi ma tur xa,

ba c6 thong tin
xac nhan va ban

khai théc 13i CSRF, khai thac 18i XSS. va
CVE-2023-34045 -
| VMWl cVE-2023-34044 | thucthi matirxa, truy capvathyc hign cac | 17 XAS TaN Ve
\ ~ ‘- . anva
hanh dong trai phép.
CVE-2023-40116 o
CVE-2023-40117 | \jiom 20 10 hong trong Google cho pheb | g o g tin
6 Gooale doi tuong tan cong leo thang dac quyen, w&c nhan VA ban
g CVE-2023-40120 | thuc hién tin cong SQL Injection, thuc thi "
ma tur xa.
CVE-2023-38275 - ,
CVE-2023-38276 | Nhom 1116 hong trong IBM phép doi | s 0 464 tin
- IBM tuwgng tan cong thuc hién tan cong tur choi

CVE-2022-22466

dich vy, truy cap va thuc hién cac hanh
dong trai phep.

xac nhan va ban
va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

- = Biéu dd théng ké thiét bi theo cdng dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6 sso

35000

54.241, (giam so Véi tuan truéc 55.542)

25000
20000

thiet bi c6 kha nang bj huy dong va tro o

thanh nguon tan cdng DRDoS. Céc thiét b
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 1119 truong hop tin

] ] cdng vao trang/cong thong tin dién tir

Thong ké tan cong vao cua Viét Nam: 1101 truong hop tan

trang/cong thong tin dién tir cong lra dao (Phishing), 18 trudng hop
cua Vict Nam tan cong cai cam ma doc.

Caima doc | 18

Lira dio (Phishing) 1101

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. '/
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cAp, dich vu I6n nhu: Cac mang X& Danh sach IP/tén mién dgc hai c6 nhiéu két ndi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viét Nam
Nam c6 nhiéu nguoi dung cac dich vy, differentia.ru: 17674 IP___| hzmksreiuojy.ru: 277 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 8027 IP | xjpakmdcfuge.biz: 285 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 3765 IP xjpakmdcfuge.com: 168 IP
Apple, Paypal,v.v... vi vy nguoi ding amnsreiuojy.ru: 957 IP xjpakmdcfuge.ru: 106 IP

) ’ : restlesz.su: 325 IP xjpakmdcfuge.in: 78 IP

can phai hét sic canh giac véi nhing
trang web gia mao dé danh cap tai
khoan.
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Tén cong lira ddao nguoi ding Viét Nam

Trong tudn da c6 287 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khdng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop ltra dao gia mao website ctiia ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi cha
1 thevip-khcn-vpb.com Website gia mao Ngan hang TMCP
nang-han-muc-vip-vpbank.com Viét Nam Thinh Vuong
2 hpy88yu.com Website gia mao san TMDT Lazada
3 hotrovayvoneximbak.com Web)sgsz,?;\? h?é?(ﬁé?j?/?@?nl\lgamwcp
4 shop-ama-zon.net Website gia mao Amazon
5 bigc.net.vn Website gia mao BigC Viét Nam
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin 10C kém theo timg chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang str
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé théng mang néu c6 du
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tin cong lira déo nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




