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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhém APT TA505 st dung cong cu Sneaky RMS
trong chién dich lira dao mai nhét.

- Canh bé&o: Apple phat hanh ban va bao mat cho 15 hong Zero Day dang bi
khai théc trén iOS.

2. Piém yéu, 16 hong
- 583 16 hong duoc céng bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vu phé bién tai Viét Nam.

3. So liéu, thong ké
- Tan cong DRDoS
- Tan cong Web

- T4n codng lira ddo nguoi dung Viét Nam: 338 trudong hop lira dao do nguodi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tdn cong APT: Nhém APT TA505 sir dung

cong cu Sneaky RMS trong chién dich lira ddo méi nhat”

Nhoém APT TAS05 dang trién khai mot chién dich
Itra dao tinh vi béng cach st dung tép thuc thi H¢
thdng quan 1y tir xa (RMS) dé tin cong ngudi dung &
cac quéc gia muc ti€u, dac biét 1a & Nga. Tép thuc thi
RMS dugc xem la mdt cong cu quan ly tir xa uy tin
va 12 mot yéu td then chdt trong cac cudc tin cong cua
TAS505. Pang cht y, ma doc nay da phat tan trén
nhiéu trang web ltra ddo khac nhau, diéu nay cho thiy
15 su lién quan gitra nhém APT TAS505 va cong dong
nguoi Nga.

Bit d4u hoat dong tir nam 2014, nhém TA505 tre
nén ndi tiéng voi nhitng cude tin cong ransomware
thong qua bién thé Clop. Viéc sir dung cong cu RMS
thé hién tinh phtrc tap trong chién thuat tin cong cia
nhom nay, diéu nay di giap TAS505 chiém duogc
quyén truy cap som va thuc hién cac chién dich tan
cong trén pham vi toan cau mot cach hiu qua.

Sw buing né ciia chién dich lira d4o bang viéc gia
mao cac ung dung bi chan

Xu huéng st dung cac tmg dung bi chin dé khai
thac 16 hong bao mét dang ngdy cang tré nén phd
bién, chién dich VASTFLUX la minh ching ro rét
cho cac riii ro c¢6 thé gdy ra khi da anh huong toi 11
triéu thiét bj théng qua viéc gia mao hon 1700 tng
dung tir 120 nha phat trién.

Hién tai, cac chién dich st dung k¥ thuat gia mao
{mg dung bi chin chu yéu tip trung tai Nga do nhiing
han ché vé mat phap ly.

Ky thuit tan cong ciia nhém APT TA505

Trong chién dich tin cong lira dao, nhém APT
TA505 da str dung hang loat k§ thuat tinh vi dé danh
[tra nguoi dung:

Ngudn: https:/thecyberexpress.com/ta505-hacker-
rms-tool-phishing-campaign/?&web_view=true

Str dung cong cy RMS (Remote Management
System): TAS505 str dung mot cong cu Quan ly Tu
xa (RMS) dé trién khai chién dich tin cong. Cong cu
nay cho phép dbi tuong tn cong thyc hién cac hoat
dong tir xa trén may tinh ciia nan nhan, nhu truyén
tép va chia sé man hinh.

Phat tan payload ddc hai thong qua website lira
dao: TA505 sir dung cac trang web Ira dao dé phat
tan ma doc. Cu thé, nhom nay st dung cac tép thuc
thi RMS va 4n ma doc trong cic tép nén tu giai nén
(SFX), diéu nay gitip ho che gidu payload doc hai.

Loi dung su phé bién cua cac ung dung bi chén:
Chién dich cia nhom APT TA505 tan dung long tin
cua nguoi dung ddi voi cac ung dung bi chan. Vi duy,
khi nguoi ding tai xudng mot Gmg dung gia mao
gidng nhu ExpressVPN thong qua trang web lira
dao, ho s€ thyuc tai mot folder SFX. Khi thuc thi, nd
s€ gid mao thanh mot trinh cai dit ExpressVPN
chinh théng, trong khi thyuc té dang tai vé payload
doc hai.

Str Dung Khoa Registry va Thu Muc Tam Thoi:
File SFX sau d6 s€ chén dir li€u vao khoa Registry
"HKCUSoftwareWinRAR SFX" va tao mot thu muc
trong %TMP% dé luu trit ca tép thuc thi RMS 1an
trinh cai dat ExpressVPN that.

Su trd lai ciia cong cu RMS trong chién dich
nay dugc xem nhu mot nd lyc nhim tin cong nhiing
ngudi thiéu kién thirc vé an toan thong tin. Bang
cach sur dung cac ung dung bi chén tai cac quéc gia,
nhém APT TAS505 da linh hoat va cai thién cac bién
phép dé chién thuat tn cong ngay cang tré nén tinh
vi hon va hi€u qua hon.


https://thecyberexpress.com/ta505-hacker-rms-tool-phishing-campaign/?&web_view=true
https://thecyberexpress.com/ta505-hacker-rms-tool-phishing-campaign/?&web_view=true
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Tin tiec An toan thong tin

Canh bao: Apple phat hanh ban va bao mat cho 16 hang
Zero Day dang bi khai thac trén ios”

Trong tuan vira qua, Apple da phat hanh cac
ban véa bao mat cho 16 hong zero-day trén iOS va
iPadOS dang bi khai thac.

Mét trong nhiing 15 hong dang chu y 1a CVE-
2023-42824 nam & tang kernel cua hé théng, cho
phép d6i twong tan cong thuc hién tan cong leo
thang dic quyén. Mic du Apple da giai quyét van
dé nay trong cac ban va bao mat moi nhung
thdng tin cu thé vé hinh thic tin cong va danh
tinh cua cac d6i twong nay chua duoc tiét 16. Tuy
nhién, dé khai thac thanh cbng, kha nang cao la
trude d6 cac ddi twong tin cong da xAm nhap vao
thiét bi.

Ngoai ra, trong ban va bao mat nay, Apple
ciing da xur ly 16 hong CVE-2023-5217 anh
huong t6i thanh phan WebRTC, trudc day duoc
Google mé ta l1a mot 16 hong tran bo dém duya
trén heap, trong dinh dang VP8 trén thu vién
libvpx.

Ban va i0S 17.0.3 va iPad 17.0.3 hién da co
san trén cac thiét bi sau:

e iPhone XS tro Ién

e iPad Pro 12.9 inch tir thé hé 2 tro 1én,

iPad Pro 10.5 inch, iPad Pro 11 inch tu
thé hé 1 trg Ién, iPad Air tir thé hé 3 tro
Ién, iPad tir thé hé 6 tra 1&n va iPad mini
tir thé hé 5 tro 1én.

Hién tai, Apple da giai quyét tng cong 17 16
hdng zero-day da bi khai thac ké tir diu nim nay.

Ban va méi dugc phat hanh sau khoang 2 tuan
ké tir khi Cupertino xir Iy 3 16 hong (CVE-2023-
41991, CVE-2023-41992 va CVE-2023-41993) da
bi mot nha cung cAp phan mém gian diép c6 tén la
Cytrox st dung dé phat tan ma doc Predator toi
iPhone ctia mot curu thanh vién qudc hoi tai Ai Cap
vao dau nim nay.

Mot diém déng chu ¥ 1a CVE-2023-41992
cling dé cap dén mot khiém khuyét trong kernel
cho phép ddi tugng tin cong leo thang dic quyén.
Hién van chua rd rang hai 16 hong nay c6 lién quan
dén nhau khong, hodc c6 thé CVE-2023-42842 la
mot ban va bypass cho CVE-2023-41992.

Theo phan tich, cdc co quan bao mat da tim
thdy mot s6 diém twong dong trong co sd ha tang
va cong nghé phin mém doc hai ciia mot nha cung
cAp phan mém co tén 1a Cytrox (con goi la
Lycantrox) va mot cong ty phan mém khac c6 tén
la Candiru (con goi la Karkadann).

Pbi véi nguoi ding ¢ nguy co bi tn cong baoi
16 hong nay, can kich hoat ché do Lockdown dé
giam thiéu kha ning bi tin cong tir cic phan mém
ddc hai spyware.

Ngudn: https://thehackernews.com/2023/10/apple-rolls-out-security-patches-for.html



https://thehackernews.com/2023/10/apple-rolls-out-security-patches-for.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 583 15 hdng, trong d6 c6 233 15 hong
muc Cao, 204 16 héng muc Trung binh, 09 15 hong
muc Thap va 137 16 héng chwa danh gia. Trong d6
c6 it nhat 59 15 hong cho phép chén va thuc thi ma
Iénh.

Hé thong k¥ thuat caa Cuc ATTT chi dong ra Mgt sé 16 hong trén céac sdn pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, théng pha bién tai Vigt Nam:
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
Ion dén nguoi dung ¢ Viét Nam: Nhom 07 16 hong - Samsung: CVE-2023-30733, CVE-2023-30692, ...
trong Linux, Nhém 10 16 hong trong Samsung, Nhém
14 15 hong trong Google, Nhém 98 15 héng trong

- Linux: CVE-2023-44466, CVE-2023-39191, ...

- Google: CVE-2023-32821, CVE-2023-32822, ...

Wordpress, Nhom 14 16 hong trong Gitl.ab, Nhom 09 _ yyorgpress: CVE-2015-10124, CVE-2023-25025, ..
6 hong trong Dell, Nhom 10 16 hong trong IBM.
Thong tin chi tiét vé mot s6 16 hong trén cac san - GitLab: CVE-2023-5207, CVE-2023-3413, ...

pham/dich vu phé bién tai Viét Nam cu thé nhu sau:
- Dell: CVE-2023-32477, CVE-2023-324835, ...

- IBM: CVE-2022-22447, CVE-2023-37404, ...
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Thong tin diém yéu, 16 hong

San = 1X; A A P £ . .
TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2023-44466
i i Nhom 07 156 hdng trong Linux cho phép N A
. L CVE-2023-39L ) 46 tuong tin cong khai thac 151 Buffer | D2 €0 thong tn
CVE-2023-5345 Overflow, thuc thi mé tir xa, leo thang dac C
X ca LK A \ A - va
quyén, thuc hién tan cong tuir choi dich vu.
CVE-2023-30733
CVE-2023-30692 | Nhom 10 IS,héng trong Samsung cho phép | Chua c6 thong
2 Samsung CVE-2023-30727 df’l tugng tan_cfonq thl{c thi ma tu/>_<a, tfuy tin xacf nhgn va
cap va thuc hién cac hanh dong trai phép. ban va
CVE-2023-32821
CVE-2023-32822 | Nhom 14 IS’ hdng trong Google cho phép | Chua co6 thong
3 Google CVE-2023-32823 doi tugpg Ean cong ‘leo ;d.lar}g dac quyen, | tin xas: nha_,ln va
thuc hién tan céng tir choi dich vu. ban va
CVE-2015-10124 o
CVE-2023-25025 | Nnom 98 16 hong trong ngdprf? Clhﬁ D c6 thong tin
4 Wordpress phép_doi trong tan cong khai t ac 10| yac nhan va ban
CVE-2023-25463 | CSRF, khai thac loi XSS, thuc thi ma tu Vi
Xa.
CVE-2023-5207 .
CVE-2023-3413 | \nom 1410 hong ”‘;}”9 ﬁ.'f"ati cho PREp |~ v 6 thong
5 GitLab doi wong tan cong thuc ien tan cong @u tin xac nhan va
CVE-2023-3917 choi dich vu, truy cap va thuc hién cac ban Vi
. A Ly an va
hanh dong trai phép.
CVE-2023-32477 . ’
CVE-2023-324g5 | NMom 0910 hong trong Dell cho phép doi | gz 510 4in
5 Dell tuong tan cong thuc thi ma tur xa, leo thang w4 nhan VA ban
CVE-2023-43068 | dac quyen, truy cap va thuc hién cac hanh VA
dong trai phép
CVE-2022-22447
CVE-2023-37404 | Nhém 10 15 hong trong IBM phép ddi | Da c6 thong tin
7 IBM CVE-2023-40684 tu:’qng tan E:ong thu"c thi [na tu,>_<a, t(uy cap | xac nhan, va ban
va thuc hién cac hanh dong trai phép. va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

g .y Biéu dd thong ké thiét bi theo cdng dich vu
Tan cong DRDoS phd bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
52.492, (tang SO Voi tuan trudc 51.810)
thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 955 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Thong ké tan cong vio trang/cong Viét Nam: 939 truong hop tin cong lira
thong tin dién tr d4o (Phishing), 16 truong hop tan cong
cua Vigt Nam cai cim ma doc
Cai ma doc 1‘5
Lira dio (Phishing) 939

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. '/ |8
AT&T Inc. X
Crypto/Wallet

Tan cong Phishing oo .

Trén thé giGi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cAp, dich vu I6n nhu: Cac mang X& Danh sach IP/tén mién dgc hai c6 nhiéu két ndi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viét Nam
Nam c6 nhieu nguoi dung cac dich vy, differentia.ru: 16875 IP__| hzmksreiuojy.ru: 277 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 5175 IP | xjpakmdcfuge.biz: 274 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 2437 IP xjpakmdcfuge.com: 104 IP
Apple, Paypal,v.v... vi vy nguoi ding amnsreiuojy.ru: 922 IP xjpakmdcfuge.ru: 78 IP

) ’ : restlesz.su: 304 IP xjpakmdcfuge.in: 69 IP

can phai hét sic canh giac véi nhing
trang web gia mao dé danh cap tai
khoan.
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Tén cong lira ddao nguoi ding Viét Nam

Trong tudn da c6 338 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khdng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop ltra dao gia mao website ctiia ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi cha

i Website gia mao Ngan hang TMCP

! kh-cn.tech Ky Thuong Viét Nam
. Website gia mao Ngan hang TMCP

2 vp-kh-cn-tin-dung.com Viét Nam Thinh Virong
3 | www.dichvutruyenhinhcab24h.online Website gia mao SCTV
4 app.amazon-line.com Website gia mao san TMDT Amazon
5 Sendwop.com Website gia mao san TMDT Sendo
6 chanlemomo.vet Website gia mao Vi dién tdr Momo
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Khuyén nghi d6i véi

cac co quan, don Vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang st dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thyuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé théng mang néu co dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can cht ¥ quan tdm khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




