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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhom APT BlackTech xam nhap vao router cua
Cisco nham vao céc to chic tai My va Nhat Ban.

- Canh b&o: L5 hong bao mat Nghiém trong trong Exim: Nguy co tan cdng tir
xa hé théng may chi Email.

2. Piém yéu, 16 hong
- 656 16 hong duoc cong bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vu phé bién tai Viét Nam.

3. So liéu, thong ké
- Tan cong DRDoS
- Tan cong Web

- T4n codng lira ddo nguoi dung Viét Nam: 363 trudong hop lira dao do ngudi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

“Chién dich tan cong APT: Nhém APT BlackTech xam
nhap vao router cia Cisco nham vao cac to chirc tai My va

Nhat Ban"

Gan day, nhom APT BlackTech, dugc cho la c6 hau
thun tir Trung Qudc, da bi phat hién trong qua trinh
xa@m nhap vao cac router mang dé tién hanh tan cong
nhiéu t6 chirc khac nhau. Theo co quan diéu tra, nhém
ndy da thuc hién chién dich tan cong tir nim 2010 va
gén day da thay d6i firmware cua router Cisco dé che
gidu hoat dong trong khi nham muc tiéu tin cong vao
Cac cong ty co tru so chinh tai My va Nhat Ban.

Phwong thirc tin cong

BlackTech thuong nhim vao cac router
nhanh, nhitng thiét bi nho thudng ding trong
vin phong chi nhanh, dong thoi str dung két
ndi tin cdy giita nan nhan va cac ngudi ding
khac trong mang ludi muyc tiéu.

Sau khi chiém dugc quyén quan tri vién,
nhom nay bat dau diéu chinh firmware deé che
giau hoat dong va duy tri két ndi trong mang.

BlackTech su dung cac l?ién thé cua backdoor
firmware dé co the bat/tat tuy y thong qua cac
g0i tin TCP hoac UDP.

Trong mot sé trudng hop, BlackTech di thay
thé firmware cho mét sb router IOS cua Cisco
bang phién ban doc hai, tir d6 duy tri két ndi
backdoor va che gidu cac hoat dong tin cong.

Théng tin vé BlackTech

Nhom APT BlackTech thuong st dung ma
ddc tuy chinh va cong cu dual-use. Pay la
cong cu vira giup ich cho nguoi dung, vira
cho phép dbi tuong tan coéng sir dung trong
cac chién dich tan cong.

Nguon: https://cyware.com/news/blacktech-apt-
breaks-in-cisco-routers-targets-us-and-japanese-companies-8e3cd028

Chién thuat living-off-the-land thuong dugc
nhom nay ding dé tan dung céc tinh ning c6
san trén cac thiét bi va phan mém bj xam
nhép. Vidy, ho co thé tit chire nang ghi nhat
ky trén cac router dé che gidu hoat dong cua
minh.

DPé tranh bi phat hién, BlackTech thuong
xuyén cdp nhat cac cong cu tan cong va st
dung cac chung thu sO (Code Signing
Certificates) dé cac phin mém gia mao
trong dang tin cay hon.

Sw lan rong toan cau cua cac nhom tan cong
Trung Quoc

Céc nhom tan cong co lién quan den Trung
Quoc dang toan cau héa muc tiéu tan cong
Mot chién dich gian diép mang trong nhiéu
nam cua nhém TAG-74 do Trung Qudc hau
thuéin nham vao céc t6 chire gido duc, chinh
tri va chinh phu tai Han Qubc.

Dang cha ¥, chién dich tin cong kéo dai 5
ndm cua nhom EvilBamBoo nham vao ca
nhan, to chirc tai cac ving nhu Tibet,
Uyghur va Dai Loan dang tao ra nhiéu mbi
lo ngai vé an toan thong tin. Hon nira, sy
xudt hién ciia cic ma doc nhu ValleyRAT,
Sainbox RAT va Purple Fox dang dang tao
thém nhiéu rui ro vé tan cong mang d6i véi
c4 nhén va t6 chirc trong khu vue.



https://cyware.com/news/blacktech-apt-breaks-in-cisco-routers-targets-us-and-japanese-companies-8e3cd028
https://cyware.com/news/blacktech-apt-breaks-in-cisco-routers-targets-us-and-japanese-companies-8e3cd028
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Tin tiec An toan thong tin

‘Canh bao: L5 héng bao mat Nghiém treng trong Exim:

Nguy co tan cong tir xa hé thong may chi Email”’

Mot s6 16 hong bao mat da dugc cong b trong
Exim mail cho phép ddi tuong tin cong thyc thi ma
tir xa va tiép can thong tin may chu.

Danh séch cac 16 hong cu thé 1a nhu sau:

e CVE-2023-42114 (Piém CVSS: 3.7) — L6 hdng
tiét 16 thong tin do 16i doc ngoai gisi han trén
Exim NTLM Challenge.

e CVE-2023-42115 (Piém CVSS: 9.8) - L6 hdng
cho phép thyc thi ma tir xa do 18i ghi ngoai gioi
han trén Exim AUTH.

e CVE-2023-42116 (Piém CVSS: 8.1) - L6 héng
cho phép thuc thi ma tir xa do tran boé nhé dém
trén Stack cua Exim SMTP Challenge.

e CVE-2023-42117 (Piém CVSS: 8.1) - L6 héng
cho phép thyc thi md tir xa do viéc khéng trung
hoa dung cach cuia cac yéu té dac biét trén Exim.

e CVE-2023-42118 (Piém CVSS: 7.5) - L6 héng
cho phép thuc thi ma tr xa do 15i Integer
Undeflow trén Exim libspf2.

e CVE-2023-42119 (Piém CVSS: 3.1) - L6 héng
tiét 16 thong tin do 15i doc ngoai gidi han trén
Exim dnsdb.

Nguon: https://thehackernews.com/2023/09/new-
critical-security-flaws-expose-exim.html

Trong danh sach trén, 156 hong nghiém trong nhat
la CVE-2023-42115, 15 hong nay cho phép dbi tuong
tAn cong thuc thi ma tir xa trén cac phién ban bi anh
hudng cua Exim. Cu thé, 15 héng nay ton tai & dich vu
SMTP trén cong TCP 25 va phét sinh do su thiéu sot
trong qua trinh xac thuc hop 1¢ cua dir liéu do nguoi
ding cung cap. Hau qua cua su thiéu sot nay 1a kha
nang ghi dir liéu ra ngoai gi6i han, cho phép dbi twong
tan cong thyuc thi ma tir xa dudi danh tinh cia tai khoan
dich vu.

Exim dd cong bd ban vé cic 16 hong CVE-2023-
42114, CVE-2023-42115 va CVE-2023-42116. Tuy
nhién, d6i ngli bdo mat Exim con dang chod thong tin
chi tiét vé ba 15 hong con lai. Trong truong hop chua
¢6 ban va ctia cc 16 hong nay, cac chuyén gia khuyén
nghi ngudi dung nén han ché st dung tmg dung Exim.

Pang chu ¥, day khong phai 1a 1an dau tién Exim
gip van dé vé bao mat. Trudc d6, da phat hién 21 15
hong bao mat c6 mé dinh danh 1a 21Nails, cac 16 hong
nay cho phép dbi tuong tan cong khong can xac thyc
viéc thuc thi ma tir xa ma van chiém duoc quyén root
trén may chu Exim.

V4o théng 05/2020, chinh phi My di thong béo vé
viéc cac nhom tan cong lién quan dén nhém Sandworm
da khai thac thanh cong 16 hng CVE-2019-10149 trén
Exim dé x4m nhap vao cac hé thdng mang quan trong.
Béo c4o nay cang trd nén quan trong hon boi sy xuit
hién ciia mot phuong thirc méi goi 1a "spoofing chuyén
tiép", d6i tuong tin cong sir dung phuong thirc nay dé
loi dung cac 16 hong trong tac vu chuyén tiép email gii
cac thong diép gia mao, anh hudng dén tinh toan ven
cua dir liéu.


https://thehackernews.com/2023/09/new-critical-security-flaws-expose-exim.html
https://thehackernews.com/2023/09/new-critical-security-flaws-expose-exim.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 656 15 hong, trong d6 c6 226 15 hong
muc Cao, 190 16 héng muc Trung binh, 15 15 hong
muc Thap va 225 16 héng chua danh gia. Trong d6
c6 it nhat 146 15 hdng cho phép chén va thuc thi ma
Iénh.

Hé thong k¥ thuat caa Cuc ATTT chi dong ra Mgt sé 16 hong trén céac sdn pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, théng pha bién tai Vigt Nam:
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
I6n dén nguoi dung & Viét Nam: Nhém 05 15 hong - Apple: CVE-2023-40431, CVE-2023-40443,...
trong Linux, Nhdm 77 15 hong trong Apple, Nhém 02
16 héng trong Google, Nhém 78 156 héng trong

- Linux: CVE-2023-42753, CVE-2023-5158,...

- Google: CVE-2023-5186, CVE-2023-5186

Wordpress, Nhom 13 16 hong trong Gitl.ab, NNom 18 _ yyorqpress: CVE-2023-4490, CVE-2023-4521,..
16 hong trong Cisco, Nhdém 25 16 hong trong Huawei.
Thong tin chi tiét vé mot sb 16 hong trén cac san - GitLab: CVE-2023-0989, CVE-2023-2233,...

pham/dich vu phé bién tai Viét Nam cu thé nhu sau: .
- Cisco: CVE-2023-20033, CVE-2023-20254,...

- Huawei: CVE-2023-41297, CVE-2023-41296,...
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Thong tin diém yéu, 16 hong

M4 16i quéc té

M6 ta ngin

Ghi chu

CVE-2023-42753
CVE-2023-5158
CVE-2023-42756

Nhom 05 156 héng trong Linux cho phép
d6i twong tan cong thyc hién leo thang dic
quyén, tin cdng tir chdi dich vu, khai thac
16i Buffer Overflow, thuc thi ma tir xa.

Pa c6 thong tin
Xac nhan va ban
va

CVE-2023-40431
CVE-2023-40443
CVE-2023-38586

Nhém 77 15 hong trong Apple cho phép
doi tugng tan ‘c()ng thuc thi mé’tir Xa, leo
thang dac quyen, tan cong tur choi dich vu.

Chua c6 théng
tin xac nhan va
ban va

San
TT | ph&m/ dich vu
1 Linux
2 Apple
3 Google

CVE-2023-5186
CVE-2023-5187

Nhom 02 I§ héng trong Google cho phép
doi tuong tan cdng truy cap va thuc hién
cac hanh dong trai phép.

Chua c0 théng
tin xac nhan va
ban va

4 Wordpress

CVE-2023-4490
CVE-2023-4521
CVE-2023-3547

Nhom 78 15 hong trong Wordpress cho
phép dbi twong tin cdng thuc hién tan
cong SQL Injection, tin cong CSRF, thuc
thi ma tir xa, khai thac 15i XSS.

Chua c6 théng
tin xac nhan va
ban va

CVE-2023-0989
CVE-2023-2233
CVE-2023-3115

Nhém 13 15 hong trong GitLab cho phép
doi tugng tan cdng truy cap va thuc hién
cac hanh dong trai phép.

Chua c6 théng
tin xac nhan va
ban va

CVE-2023-20033
CVE-2023-20254
CVE-2023-20176

Nhom 18 16 hong trong Cisco cho phép
dbi tuong tan cong thuc hién tan cong tur
chéi dich vy, truy cap va thuc hién cac
hanh dong tréi phép.

ba c6 thong tin
Xac nhan va ban
va

5 GitLab
6 Cisco
7 Huawei

CVE-2023-41297
CVE-2023-41296
CVE-2022-48606

Nhém 25 15 hong trong Huawei cho phép
dbi tuong tin codng thuc hién tan cong
Command Injection, tin cong tir chéi dich
vy, truy cap va thuc hién cac hanh dong
trai phép.

Chua c0 théng
tin xac nhan va
ban va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

Tan cong DRDoS

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6 ssom

40000

51.810, (tang SO V&i tuan trudc 50.584) s

25000

thiét bi c6 kha nang bi huy dong va tro 200

thanh nguon tan cdng DRDoS. Céc thiét o
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Biu dé théng ké thiét bi theo cong dich vu
pho bién

Tan cong Web

Trong tuan, c6 2443 trudng hop tan
cdng vao trang/cong thong tin dién tir
cua Viét Nam: 2428 truong hop tan
cong ltra dao (Phishing), 15 truong hop
tan cong cai cam ma doc.

Thf')qg keé tan cong vao
trang/cong thong tin dién ti
cia Viét Nam

Caima déc 15

Lira dio (Phishing) | 2428

‘ Credit Agricole S.A.

Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. '/
AT&T Inc.
Crypto/Wallet

Tan céng Phishing s
Trén thé gisi ¢ nhiéu céc trang web gia
mao céc t6 chic, doanh nghiép, nha
cung cap, dich vy 16n nhu: Cac mang x4
hoi, ngan hang, thu dién tu,v.v...Viét

Facebook, Inc.

Danh sach IP/tén mién dgc hai c6 nhiéu két ndi
tir Viét Nam

Nam c6 nhiéu nguoi ding céc dich vu,
ting dung nudc ngoai (ca mién phi va
tinh phi) nhu cac mang xa hoi, Payment,
Apple, Paypal,v.v... vi vay nguoi dung
can phai hét sic canh giac véi nhing
trang web gia mao dé danh cip tai
khoan.

differentia.ru; 14124 IP

hzmksreiuojy.ru: 224 1P

disorderstatus.ru: 6736 IP

Xjpakmdcfuge.biz: 221 IP

atomictrivia.ru: 3274 IP

xjpakmdcfuge.com: 131 IP

amnsreiuojy.ru: 743 IP

xjpakmdcfuge.ru: 98 IP

restlesz.su: 344 IP

xjpakmdcfuge.in: 90 IP
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Tan cong hira dao nguoi ding Viét Nam

Trong tun da c6 363 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khdng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop ltra dao gia mao website ctiia ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi cha
1 nnkon878.com Website gia mao san TMDT Shopee
2 uhy89mb.com Website gia mao san TMDT Lazada
3 | www.dichvutruyenhinhcab24h.online Website gia mao SCTV
4 app.amazon-line.com Website gia mao san TMDT Amazon
5 Sendwop.com Website gia mao san TMDT Sendo
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thong Canh bao diém yéu va ra soat 16 hong bao mat tw dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, dbi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé thong mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi thn cong Itra ddo, nang cao nhan thirc ban than va tuyén truyén cho ban be, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




