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1. Tin tiec An toan thong tin

- Chién dich tin cdng APT: Nhém APT Transparent Tribe st dung tng dung
gia mao YouTube trén Android dé phat tan méa doc CapraRAT.

- Canh bao: M4 doc SprySOCKS trén Linux - Cudc tan cong chinh phu cua
Earth Lusca.

2. Piém yéu, 16 hong
- 425 16 hong duoc cong bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vu phé bién tai Viét Nam.

3. So ligu, thong ké
- Tan cong DRDoS
- Tén cong Web

- T4n cdng lira ddao nguoi dung Viét Nam: 396 trudong hop lira dao do ngudi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tn cong APT: Nhém APT Transparent
Tribe s dung &wng dung gia mao YouTube trén Android
dé phat tAn ma dgc CapraRAT"

Nhém APT Transparent Tribe bi phat hién khi sir
dung mét tng dung gia mao YouTube trén cac thiét
bi Android dé phat tan ma doc CapraRAT, day la mot
phan mém truy cap tir xa (RAT). Trojan nay 1a mot
cdng cu xam nhap cho phép ddi trong tan cong kiém
soat phan 16n dir liéu trén thiét bi Android bj lay
nhiém.

Nhom Transparent Tribe, con duoc biét dén véi
biét danh APT36, da ndi tiéng vai cac chién dich tan
cong dudi hinh thac xam nhap vao hé théng chay
Windows, Linux va Android, nham muc dich thu thap
thong tin tir nguoi ding An Do.

Trong b6 c6ng cu cua hg, CapraRAT dong mot vai
tro quan trong va da dugc phat tan dudi dang cac tng
dung nhan tin va cudc goi gia mao, hoat dong nhu mot
loai trojan vai tén goi MeetsApp va MeetUp. Nhirng
g dung nay da dugc phat tan toi nguoi ding bang
hinh thirc tin cong Social engineering.

Hién tai, cc tép tin APK doc hai méi nhit da duoc
xac dinh la gia mao cua tng dung YouTube va mét
trong nhitng tng dung dé co6 lién két toi kénh "Piya
Sharma" trén Youtube.

Ngudn:

Céc ting dung doc hai nay déu sir dung tén gidng
Vi cac ng dung that, diéu nay cho thay rd dbi tuong
tan cong dang dung chiéu tro dé danh lra ngudi ding
cai dat ching. Danh sach ung dung dugc phéat hién
bao gém:

e com.Base.media.service
e com.moves.media.tubes
e com.videos.watchs.share

Sau khi duoc cai dat, tng dung s& giri duoc cap
quyén c6 tinh xam pham, cho phép ma doc thu thap
dir liéu trén thiét bj va chuyén ching tgi may cha do
d6i twong tan cong diéu khién. Ngoai ra, CapraRAT
cling c6 kha nang thuc hién cudc goi va ngan chan tin
nhan SMS dén.

Theo danh gia cua cic chuyén gia bao mat,
Transparent Tribe 1a mot ddi twong tin cong sir dung
cac phuong thirc tan cong gia mao trong thoi gian dai.
Nhom nay thuong sir dung cac cong cu dugc thiét ké
v6i mirc do bao mat thap nén dé dang bi phat hién.
Céc chuyén gia ciing khuyén nghi cac ca nhan va to
chtee ¢6 lién quan dén ngoai giao, quan doi, hoic cac
su kién xa hoi tai An Do va Pakistan can thuc hién
c4c bién phap danh gia phong thu dé kip thoi ung pho
V&i nguy co tan cdng mang.

https://thehackernews.com/2023/09/transparent-tribe-uses-fake-youtube.html
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“Canh bao: Ma dac SprySOCKS trén Linux - Cudc tan
cong chinh phu cua Earth Lusca”

Nhom tan cong mang Earth Lusca dugc cho
1a ¢6 lién quan dén Trung Quédc, da sir dung mot
backdoor Linux méi c6 tén 1a SprySOCKS dé tién
hanh cac cudc tan cong co quan chinh phi. Nhém
nay hoat dong ké tir nam 2021 va lan dau bi phat
hién vao thang 01/2022 khi dang thuc hién chién
dich tan cdng nham vao cac t6 chirc cong cong va tu
nhan tai chau A, Uc, chau Au va Bic My.

Earth Lusca thwong sir dung céc hinh thac
“spear-phishing” va “watering hole attacks” dé thuc
hién cac cudc tan cong gian diép mang. Pdi tuong
tan céng nham dén thuong 1 cac co quan chinh phu
trong linh vyc ngoai giao, cong nghé va vién thong,
chu yéu tap trung & Pong Nam A, Trung A va
Balkan.

Chién dich tin cong bat dau bang viéc khai
thac cac 15 hong bao mat trén cac may chu cong cong
chay trén cac tng dung sau:

e Fortinet (CVE-2022-39952 va CVE-2022-
40694)

e GitLab (CVE-2021-22205)

e Microsoft Exchange Server (ProxyShell)

o Progress Telerik Ul (CVE-2019-18935)

e Zimbra (CVE-2019-9621 va CVE-2019-9670)

Sau d6, nhém nay trién khai cac cong cu va phan
mém doc hai, chéng han nhu Cobalt Strike, dé tién hanh
cac hoat dong xam nhap va gian di€p mang. Muc ti€u
chinh 14 dénh cdp tai liéu va thong tin ding nhap tai
khoan email. Bén canh do, trién khai cac backdoor tién
tién khac nhu ShadowPad va phién ban Linux cua
Winnti dé thyc hién cac hoat dong gian diép dai han
trén thiét bi lay nhiém. Diéu nay dit ra nghi van ring
Earth Lusca c6 lién quan dén Trung Qudc, béi vi ¢ sur
tuong dong vé muc tiéu va phuong thirc tin cong véi
mot s6 nhom tan cong da bi phat hién trude do.

C6 it nhét hai phién ban ciia SprySOCKS da duoc
xéac dinh cho dén nay, cho thay rang nhém nay khong
ngimg cip nht va nang cip ma doc dé thém cac tinh
ning méi. Trong nira dau cua nam 2023, Earth Lusca
da mo rong pham vi hoat dong cua ho dé tién hanh cac
cudc tin cong vao cac to chuc trén toan cau.

Trong bdi canh nay, cac to chirc can phong thu
bang cach quan 1y pham vi bi tin cong va tbi thiéu hoa
cac diém truy cap vao hé thong dé giam thiéu kha ning
xay ra xAm nhap. Dong thoi, can phai thudng xuyén cap
nhat ban va, cong cu, phin mém va hé théng nham dam
bao tinh bao mét, chirc nang va hoat dong cua don vi.

Ngudn: https://thehackernews.com/2023/09/earth-luscas-new-sprysocks-linux.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chic qudc té da cong b va
cap nhat it nhat 425 15 hdng, trong d6 ¢6 179 16 hong
muc Cao, 99 15 héng mac Trung binh, 05 15 hong
muc Thap va 142 15 hong chua danh gia. Trong d6
c6 it nhat 117 15 hdng cho phép chén va thuc thi ma
Iénh.

Hé thong k¥ thuat cia Cuc ATTT chi dong ra Mgt sé 16 hong trén céac sdn pham/dich va
quét trén khong gian mang Viét Nam, danh gia, théng pha bién tai Vigt Nam:
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, c6 thé gay anh huong
I6n dén nguoi dung & Viét Nam: Nhém 59 15 hdng - Mozilla: CVE-2023-4582, CVE-2023-4584,...
trong Microsoft, Nhém 14 15 héng trong Mozilla,
Nhém 34 15 hdng trong Google, Nhém 28 156 hong

- Microsoft: CVE-2023-33136, CVE-2023-36764,...

- Google: CVE-2023-35681, CVE-2023-35658,...

trong Wordpress, Nhém 21 lo hong trong Adobe, _ yyorgpress: CVE-2023-4153, CVE-2023-4213,..
Nhom 03 16 hong trong Linux, Nhém 09 16 hong

trong IBM. Thong tin chi tiét vé mot sb 16 hong trén - Adobe: CVE-2023-38204, CVE-2022-24093,...
cac san pham/dich vu phé bién tai Viét Nam cu thé

- Linux; CVE-2023-4881, CVE-2023-4155,...
nhu sau:

- IBM: CVE-2023-33164, CVE-2023-38736,...
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Thong tin diém yéu, 16 hong

CVE-2023-35673

thang dic quyén, thuc hién tan cong tur

San X 1X: A A P 2z . .
TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2023-33136 o
CVE-2023-36764 Nlt‘,om 29 10 hong ong M'ﬁfos‘?ﬂ“:ho D4 c6 thong tin
1 Microsoft phép doi trong tan cong t ue thima tu xa, x&c nhan va ban
CVE-2023-38146 | leo thang dac quyen, khai thac loi XSS, C
PP A \ e 4- va
thuc hién tan cong tr choi dich vu.
CVE-2023-4582
CVE-2023-4584 | Nh6m 14 16 hong trong Mozilla cho phép | Chua c6 thong
2 Mozilla CV/E-2023-4585 dO} tugng tan cong thuc thi ma tir xa, khai | tin xag nhaim va
thac loi Buffer Overflow. ban va
CVE-2023-35681 .
CVE-2023-35658 Np_om 34 Ic; horjg trong qugl~e qho phép D c6 thong tin
3 Google doi tugng tan cdng thuc thi ma tir xa, leo w4C nhan va ban

CSRF.

chéi dich vu. va
CVE-2023-4153 o
CVE-2023-4213 | Nhom 28 1o hong tfonghwo';]qprefs“’ho Chua c6 thong
4 Wordpress phep doi tuong tan cong thyc tNIMANrXa, | ;' o' han s
CVE-2023-4916 khai thac loi XSS, thuc hién tan cong ban VA

CVE-2023-38204
CVE-2022-24093

Nhém 21 15 hong trong Adobe cho phép
doi tugng tan cong thyc thi ma tir xa, khai

ba c6 théng tin

hién cac hanh dong trai phép.

S Adobe CVE-2022-28831 | thac I8i XSS, truy cap va thuc hien cac | <o ”h‘f\‘,gva ban
hanh dong tréi phép.
CVE-2023-4881 o
CVE-2023-4155 | Nfom 03 10 hong trong Linux ¢ho phep | s o4 450 tin
5 Linux d01, tuong tan cong thuc hién tan cong tur w&c nhan va ban
CVE-2023-4921 choi dich vy, leo thang dac quyen, truy cap Vi
va thuc hién cac hanh dong trai phép.
CVE-2022-33164 o )
CVE-2023-38736 | Nnom 0910 hong trong I1BM phép doi | pyo 6 4oy tin
7 IBM tuong tan cong thuc hién leo thang dac wac nhan VA ban
CVE-2022-22401 | quyén, thuc thi ma tur xa, truy cap va thuc Vi
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

- X Biéu dé thong ke thiét bi theo cong dich vy
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDoS. Trong tuan c6 s
50.584, (ting so Véi tuan truéc 50.021) e #
thiét bi c6 kha ning bi huy dong va tro 21000

10000

thanh nguon tan cdng DRDoS. Céc thiét B

0

bi nay dang mo str dung cac dich vu NTP ¥ @ O F &
0y ~ » v N L

K

(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 1070 truong hop tin

] ] cdng vao trang/cong thong tin dién tir

Thong ké tan cong vao cia Vist Nam: 1048 truong hop tin

trang/cong thong tin dién tir cong lira dio (Phishing), 22 truong hop
cua Vigt Nam tAn cong cai cdm ma doc.

Caima doc | 22

Lira dao (Phishing) 1048

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. '/ |8
AT&T Inc. X
Crypto/Wallet

Tan cong Phishing oo .
Office365 <E

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chac, doanh nghiép, nha

cung cép, dich vu Ién nhu: Cac mang xa Danh sach 1P/tén mién doc hai c6 nhiéu két noi
hoi, ngan hang, thu dién tw,v.v...Viét tir Viét Nam

Nam c6 nhiéu ngusi dung cac dich vy, 184.105.192.2: 11308 IP___| 216.218.135.114: 3L IP
ing dung nu6c ngoai (ca mien phi va 216.218.185.162: 131 IP 64.71.166.50: 11 IP

tinh phi) nhu cac mang xa hoi, Payment,
Apple, Paypal,v.v... vi vay nguoi dung
can phai hét sic canh giac véi nhiing
trang web gia mao dé danh cip tai
khoan.
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Tén cong lira ddao nguoi ding Viét Nam

Trong tudn da c6 396 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khdng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop ltra dao gia mao website ctia ngan hang, cac trang thuong mai dién tu...

Duéi day 1a mot s6 trudng hop nguoi diing can nang cao canh giac.

STT

Website lira ddo

Ghi chu

spohopenm.com

Website gia mao san TMDT Shopee

mbbankmn.com

Website gia mao Ngan hang TMCP Quan d6i

tafcaz.com

Website gia mao san TMDT Tiki

AIWIN |-

pouy99uo.com

Website gia mao san TMDT Lazada

dienmayxanh.cloud
dienmayxanh269.com
thegiodidong.com.vn

Website gié Mao Dién may xanh,
Cong ty co6 phan The Gidi Di bong

upmiles-vpbank.com

Website gia mao Ngan hang TMCP Viét
Nam Thinh Vuong

travelokeaaa.vip
travelokeaaa.top

Website gia mao Traveloka

vn-vietnam.com

Website gia mao san TMDT Amazon

shbcredit.net

Website gia mao Ngan hang Sai Gon Ha Noi
SHB
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L§ hong bao mat, Quy don vi can luu ¥ theo dbi
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhitng
don vi di c6 tai khoan trén “Hé thong Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang str
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché téi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thyuc hién tn cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duogc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Vigt
Nam, Quy don vi can kiém tra va xtr Iy cac thiét bi trong toan bo hé thong mang néu co dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Béi véi cac website gia mao thong ké tai muc Tan cong lira dio ngwoi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc tré' thanh nan nhan cta nhitng cudc tin cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




