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1. Tin tiec An toan thong tin

- Chién dich tin céng APT: Chuyén gia canh bao vé vii khi khdng gian mang
duoc sir dung boi nhom Andariel thugc Lazarus Group.

- Canh bao: Apple khan cép cap nhat ban vé cho 16 héng Zero-Day dé tranh
lay nhiém ma doc Pegasus Spyware trén iPhones.

2. Piém yéu, 16 hong
- 670 16 hong duoc céng bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vu phé bién tai Viét Nam.

3. So liéu, thong ké
- Tan cong DRDoS
- Tan cong Web

- T4n cdng lira ddo nguoi dung Viét Nam: 385 trudong hop lira dao do ngudi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn




NCSCX

National Cyber Security Center

Tin tiec An toan thong tin

*Chién dich tdn cong APT: Chuyén gia canh béo vé vii
khi khéng gian mang dwec sir dung béi nhom Andariel

thugc Lazarus Group"

Nhom APT Andariel, mot phan cua Lazarus
Group, duoc cho 14 c6 lién quan dén Bic Triéu Tién.
Andariel di trién khai hang loat cac cong cu mé doc
trong chién dich tan cong nhiam vao doanh nghiép va
t6 chuc tai Han Qudc. Pang chu ¥, chién dich tin
cdng nay bi phat hién vao nam 2023 khi str dung cac
cdng cu phat tan ma doc bang ngdn ngit 1ap trinh Go.

Nhom Andariel da hoat dong ké tir nam 2008 va
nham vao nhiéu muc tiéu khac nhau bao gém céc to
chic tai chinh, nha thau qudc phong, co quan nha
nude, truong dai hoc, nha cung cap dich vu bao mat
va cong ty nang lugng. Muc tiéu cua nhom nay la thuc
hién cac hoat dong gian diép mang va tao ra nguon
thu trai phép cho québc gia.

Nhom Andariel thuong tién hanh tin cong bang
céch sir dung nhiéu phuong thirc khac nhau, vi du nhu
gui email gia mao dén muc tidu cu thé (spear-
phishing), hoac cai cim ma doc vao cac trang web
hoac ngudn tai liéu ma muc tiéu thuong truy cap
(watering holes). Ngoai ra, nhom nay ciing tin cong
Va0 cac mat xich ciia chudi cung ting dé tir do tién
hanh céc loai tan cong khac.

Nguon:

Andariel d3 st dung nhiéu loai ma doc khac nhau
trong cac chién dich tan cong, bao gdm GhOst RAT,
DTrack, YamaBot, NukeSped, Rifdoor, Phandoor,
Andarat, va nhiéu phién ban khéac. Ngoai ra, ho da tan
dung céc 15 hdng bao mat trong mot giai phap truyén
tai file c6 tén Innorix Agent dé cai dit cac ma doc nhu
Volgmer va Andardoor, cung véi mét reverse shell
viét bang Golang duoc goi 1a 1th Troy.

Ngoai ra, Andariel da phat trién mét loat céng cu
mo1 nhu Black RAT, Goat RAT, AndarLoader, va
DurianBeacon. Nhitng cong cu nay duoc trién khai dé
gia ting kha ning tan cong cua nhém nay bang cach
cung cap cac chirc nang nhur tai xudng tép, chup anh
man hinh va tu dong xo6a dir liéu.

Theo chuyén gia bao mat, nhdm Andariel cing
v6i cac nhém nhu Kimsuky va Lazarus la nhiing
nhom tan cdng hoat dong tich cuc tai Han Quéc. Ban
dau, Andariel thudng thuc hién céc chién dich thu
thap thong tin vé an ninh qudc gia, nhung hién tai
nhém nay chuyén sang tan céng voi muc dich tai
chinh.

Théng tin nay da duoc tiét 16 sau khi phat hién
rang cac doi twgng tan cong mang lién quan dén Triéu
Tién trién khai mot chién dich tan cong mai nham vao
céc kho luu trit ma nguén mo nhu npm va PyPI bang
cach su dung cac goi phan mém doc hai nham lau
nhiém ma doc dén céc chudi cung (tng phan mém.

https://thehackernews.com/2023/09/researchers-warn-of-cyber-weapons-used.htm|?&web view=true
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Tin tiec An toan thong tin

*‘Canh bao: Apple khin cip cap nhat ban va cho 15 héng
Zero-Day dé tranh lay nhiém ma doc Pegasus Spyware trén

iPhones"

Trong tuan qua, Apple di phat hanh mét ban va
khan cap cho iOS, iPadOS, macOS va watchOS
nham khic phuc 16 hong zero-day da bi bi cac ddi
tuong tan cdng khai thac nham lay nhiém ma doc
Pegasus Spyware.

Chi tiét cu thé vé 16 hong:

CVE-2023-41061: Day 1a mét 16 hong xac thuc
trong tng dung Wallet ciia Apple. L3 hong nay cho
phép dbi twong tan cdng thyuc hién viéc thuc thi ma
tir xa khi xir Iy mot tép tin doc hai. Didu niy c6 nghia
13, néu nguoi ding mé maot tép tin doc hai trong
Wallet, d6i twong tan cdng c6 thé thue hién ma tir xa
trén thiét bi cua ho.

CVE-2023-41064: Pay la mot 16i Buffer
Overflow (tran bo dém) trong bo phan Image 1/0 cua
Apple. LS hong nay cho phép ddi twong tan cong
thuc thi ma tir xa khi xtr ly mét hinh anh doc hai.
Néu mét nguoi dang mé mat hinh anh ¢6 chira ma
ddc, dbi tuong tan cdng co thé lgi dung 15 hong nay
dé kiém soét tir xa thiét bi cua ngudi dung.

Apple di dwa ra ban va cho cac thiét bj va hg
diéu hanh sau cia hang:

e i0OS 16.6.1 va iPadOS 16.6.1 — Danh cho
iPhone 8 trd 1én, iPad Pro, iPad Air thé hé 3
tro 18n, iPad thé hé 5 tro 1én va iPad mini tur
thé hé 5 tro Ién.

e macOS Venture 13.5.2 — Cho céc thiét macOS
su dung macOS Venture

e watchOS 9.6.2 — Danh cho Apple Watch
Series 4 tro 1én.

Trong mdt canh bao khac, d4 ghi nhan ring c4 hai 16 hong
nay da duoc sir dung trong mot chudi tan cong zero-click (khdng
cin twong tac tir nguoi dung) trén tmg dung iMessage, duoc dat
tén 1a BLASTPASS, nham trién khai phan mém gian diép
Pegasus trén cac iPhone da dugc cap nhét 1én phién ban mai
nhét ctia h¢ diéu hanh iOS 16.6.

Chudi khai thac nay cho phép dbi tugng tdn cong xam
nhap vao iPhone ctia ngudi ding ma khong yéu cau ho phai thuc
hién bat ky thao tac nao. Quy trinh nay thuc hién thong qua viée
dinh kém mot PassKit chita hinh anh doc hai dwoc doi tin cong
guri téi nguoi dung thong qua tng dung iMessage.

Hién tai, cac thong tin k¥ thuat chi tiét vé 16 héng chua
duoc tiét 16 dé tranh viéc bi ké tan cong loi dung. Tuy nhién, cb
thong tin cho rang khi 15 hdng nay bi khai thac, n6 c6 kha ning
bd qua BlastDoor, mét framework sandbox ma Apple sir dung
dé ngan chin cac hinh thirc tan cong zero-click.

Théng tin vé 15 héng zero-day nay di din dén viéc Trung
Qudc di cAm cac cong chirc nha nude sir dung iPhone va cac
thiét bi cua cac hing nudc ngoai trong cong viée. Pay 1a mot
bién phap nhim giam sy phu thudc cia qubc gia ndy vao cong
nghé nudc ngoai, dic biét trong bdi canh cing thing ciia cude
chién tranh thuong mai voi My.

Ngudn: https://thehackernews.com/2023/09/apple-rushes-to-patch-zero-day-flaws.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 670 15 hdng, trong d6 c6 206 15 hong
muc Cao, 249 16 héng muc Trung binh, 18 15 hong
muc Thap va 197 16 héng chwa danh gia. Trong d6
c6 it nhat 141 15 hdng cho phép chén va thuc thi ma
Iénh.

Hé thong k¥ thuat caa Cuc ATTT chi dong ra Mgt sé 16 hong trén céac sdn pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, théng pha bién tai Vigt Nam:
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
I6n dén nguoi dung & Viét Nam: Nhém 31 15 hong - Tenda: CVE-2023-4744, CVE-2021-40546,..
trong Apple, Nhém 04 16 hong trong Tenda, Nhém 65
16 héng trong Google, Nhém 68 16 hdng trong

- Apple: CVE-2023-29166, CVE-2023-28209,...

- Google: CVE-2023-4762, CVE-2023-4763,...

Wordpress, Nhom 38 16 hong trong Adobe, Nhom 08 _ yyorqpress: CVE-2023-4634, CVE-2023-4772,..
I6 hong trong Linux, Nhom 15 16 hong trong IBM.
Thong tin chi tiét vé mot s6 16 hong trén cac san - Adobe: CVE-2023-36021, CVE-2023-36023,...

pham/dich vu phé bién tai Viét Nam cu thé nhu sau: .
- Linux: CVE-2023-3777, CVE-2023-4015,...

- IBM: CVE-2023-35892, CVE-2023-35906....
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Thong tin diém yéu, 16 hong

San

TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2023-29166
CVE-2023-28209 | Nom 31 15 hong ”10”9 }fpp'e Cho PREP | ) 1a 6 thong
1 Apple d6i tuong tin cong leo thang dic quyén, tin x4c nhan va
CVE-2023-28210 | khai thac 15i Buffer Overflow, tan cong tir ban Va
chéi dich vu. a
CVE-2023-4744
CVE-2021-40546 Nhém 04 Io hong trong Tenda cho phép Chua c6 thong
9 Tenda d6i twong tan cong thyc hién tan cong tir tin x4c nhan va
CVE-2023-40942 | chdi dich vu, khai thac 13i Buffer ban Vi
Overflow.
CVE-2023-4762 .
CVE-2023-4763 NAh'om 65 Ic; horjg trong qugl~e gho phép Chura c6 thong
3 Gooale doi tugng tan cong thuc thi ma tur Xa, leo tin xac nhan va
g CVE-2023-4761 | thang dac quyén, thuc hién tin cong ti o
choi dich vu.
CVE-2023-4634 o
CVE-2023-4772 | \hom 68 16 hong trong Wordpress cho | o, g a0 tin
4 Wordoress phép doi tugng tan codng thuc thi ma tur xa, w&c nhan VA ban
P CVE-2023-4773 | khai thac I3 XSS, truy cap va thuc hién i
cac hanh dong tréi phép
CVE-2021-36021
CVE-2021-36023 | Nhom 38 156 hong trong Adobe cho phép | Chua cd thong
5 Adobe 1. d6i twong tin cong thuc thi ma tir xa, truy | tin xac nhan va
CVE-2021-36036 cap va thuc hién cac hanh dong trai phép. ban va
CVE-2023-3777 o
CVE-2023-4015 NAh.om 08 I? ho?g trong Linux vcho phkep P4 c6 thong tin
6 Linux doi tugng tan cong leo thang dac quyen, w&C nhan VA ban
CVE-2023-4206 truy cap va thuc hién cac hanh dong trai VA
phép
CVE-2023-35892 o )
CVE-2023-35906 | Nhom 15 10 hong trong IBM phép doi | s o 164 1in
tugng tan cong thuc hién tan cong tu choi | PR
7 IBM xac nhan va ban

CVE-2022-43903

dich vy, thuc thi ma tr xa, truy cap va thuc
hién cac hanh dong trai phép.

va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

~ = Biéu dd thong ke thiét bi theo cdng dich vu
Tan cong DRDoS pho bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phat tan tan cong DRDoS. Trong tuan c6 ssom

46.847, (giam so Véi tuan truéc 49.923) s #
thiét bi c6 kha nang bi huy dong va tro o

thanh nguon tan cdng DRDoS. Céc thiét el

bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dusi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 225 truong hop tan cong
vao trang/cong thong tin dién tir cua

Thong ké tan cong vao Viét Nam: 218 truong hop tan cong lira
trang/cong thong tin dién tir d4ao (Phishing), 07 trudng hop tin cong
cia Viét Nam -

cai cam ma dac.

Cai ma doc l#

Lira dao (Phishing) | 218
|

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. // |
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé giGi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cép, dich vu 16n nhu: Céic mang XA Danh sach IP/tén mién dac hai c6 nhiéu két néi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viét Nam

Nam c6 nhieu nguoi dung cac dich vy, differentia.ru: 8170 IP xjpakmdcfuge.ru: 42 1P
tng dung nuéc ngoai (ca mien phi va disorderstatus.ru: 3005 IP xjpakmdcfuge.in: 38 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 1510 IP restlesz.su: 45 IP

Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqe.biz: 182 IP amnsreiuojy.ru: 340 IP
can phai hét sac canh giac véi nhiing xjpakmdcfuge.com: 71 IP hzmksreiuojy.ru: 88 IP

trang web gia mao dé danh cip tai
khoan.
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Tan cong hira dao nguoi ding Viét Nam

Trong tun da c6 385 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khdng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop ltra dao gia mao website ctiia ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi cha
shoopvv.com
1 nEtWOGJ.'G'Com Website gia mao san TMDT Shopee
shopelaie.com
vn6932shp.com
9 woorivn.online Website gia mao _Ngén hang Woori bank
) Viét Nam
tfil233.com
tafccc.com
3 tadcgc.com Website gia mao san TMDT Tiki
kfdg22.com
kfdg55.com
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang str
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé théng mang néu c6 du
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tin cong lira déo nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




