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1. Tin tiec An toan thong tin

- Chién dich tAn cong APT: Nhém APT Earth Estries trién khai chién dich tan
cdng nham vao chinh phu va cac cdng ty cdng nghé Ién trén toan cau.

- Canh béo: Péi tugng tin cdng mang Viét Nam st dung Malversting nham
vao tai khoan doanh nghiép trén Facebook.

2. Piém yéu, 16 hong
- 530 16 hong duoc céng bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vu phé bién tai Viét Nam.

3. So liéu, thong ké
- Tan cong DRDoS
- Tan cong Web

- T4n codng lira ddo nguoi dung Viét Nam: 378 trudng hop lira dao do ngudi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tn cong APT: Nhém APT Earth Estries
trién khai chién dich tan cong nham vao chinh phi va cac

A A ~ A \ A1
cong ty cdng nghé Ién trén toan cau

Nhom APT Earth Estries dang thuc hién mét chién
dich gian diép mang nham vao chinh phu va céc cong ty
cdng nghé 16n tai nhiéu quéc gia nhu: Philippines, Pai
Loan, Malaysia, Nam Phi, buc va My.

Nhom Earth Estrie bit dau hoat dong ké tir nim 2020
va sir dung chién thuat tin cong tuong tw véi nhém
FamousSparrow. Nhom FamousSparrow da bi phat hién
boi ESET vao nam 2021 khi ho khai thac 15 hdng
ProxyLogon trén Microsoft Exchange Server dé xam
nhap vao chinh phu, cac nganh dich vu khach san, k¥ su
va phap ly.

Pang chi y 1a nhitng diém tuong dong nay ciing da
duoc phat hién gitta FamousSparrow va UNC4841, mét
nhém tin cong chua duge xac dinh, hién dang khai thac
15 héng zero-day trong céc thiét bi Barracuda Networks
Email Security Gateway (ESG).

Theo cac chuyén gia bao mat, nhém Earth Estries st
dung Cobalt Strike dé tién hanh cac tac vu sau khi xam
nhap thanh cong vao méi trudng hé thong, sau dé tién
hanh trién khai thém ma doc va mé rong pham vi xam
nhap trong hé théng mang.

Nhom tin cong duoc ghi nhan dang trién khai mot
sb backdoor va cong cu tn cong ba gom ca bo danh cip
dir liéu trinh duyét va cac cdng cu quét cong nham nang
cao kha ning thu thap dir liéu trong chién dich. Mot
trong sb cong cu gom co:

Nguon: https://thehackernews.com/2023/08/earth-
estries-espionage-campaign.htmi

e PlugX;

e Zingdoor: Mot mé doc dwa trén Go nham thu thap
thong tin hé thdng, liét ké va quan ly céc file; thuc
thi cau 1énh tir xa;

e TrillClient: Mot cdng cu danh cip dir liéu viét bang
Go va c6 nhiém vu thu thap dix liéu tir trinh duyét;

e HemiGate: Day 1a mét backdoor c6 kha nang luu
trit dir liéu dugc nhap tir ban phim, chup man hinh,
thuc hién va theo ddi qué trinh céc tac vu trén file.
Nhom tan cong da xdm nhap vao cac may chu noi

bo va sir dung tai khoan hop 1é trong hé thong dé tién
hanh di chuyén trong mang ciia muc tiéu, tir 6 thyuc hién
cac hanh dong doc hai mot cich Ién 1at.

Dé tranh b phat hién, Earth Estries thuong xuyén
cai dat lai cac backdoor trén céc thiét bi da bi nhiém ma
ddc. Pay la mét minh chirng cho déng co gian diép caa
Earth Estries. Dua trén phan tich ctia cac chuyén gia bao
mat, nhém Earth Estries phu thugc phan l6n vao DLL
side-loading dé tai cac céng cu va tranh dé lai dau vét.
Nhom nay ciing st dung tn cong PowerShell ha cép dé
tranh bi phét hién bai co ché ghi log cua Windows
Antimalware Scan Interface (AMSI).

Mot didu dang chu ¥ khéac trong qué trinh hoat dong
ciia nhém tan cdng nay 1a viéc loi dung céc dich vu cong
cong nhu Github, Gmail, AnonFiles va File.io dé trao
ddi hogc truyén cau lénh va dir liéu da bi danh cép. Phan
I6n may chi C&C ciia nhém tin cong dugc dit tai My,
An D9, Uc, Canada, Trung Qudc, Nhat Ban, Phan Lan,
Nam Phi va Anh.


https://thehackernews.com/2023/08/earth-estries-espionage-campaign.html
https://thehackernews.com/2023/08/earth-estries-espionage-campaign.html
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Canh bao: Péi tweng tan cong mang Viét Nam sir dung
Malversting nham vao tai khoan doanh nghiép trén

Facebook”’

Mot s6 dbi tugng tan cong mang tai Viét Nam dang st
dung quang c4o trén cac nén tang mang x& hoi nhu Facebook
dé phat tan ma doc. Cac cudc tin cong nay cha yéu nhim
vao tai khoan Facebook va Meta Business va di trd nén phd
bién gan day, v6i sy tham gia cua cac nhém noi tiéng nhu
Ducktail va NodeStealer trong viéc tin cong c& nhan va
doanh nghiép trén Facebook.

Céac ddi twong tin cong da su dung hang loat cac
phuong thuc truy cap trai phép vao tai khoan ctia ngudi dung,
trong d6 ndi bat nhat Ia hinh thuc Social engineering. Ngudi
ding bi tiép can théng qua nhiéu nén tang khac nhau nhu
Facebook, LinkedIn, WhatsApp hoic c4c cdng cong viéc cho
ngudi 1am ty do nhu Upwork. Ngoai ra, cac dbi twong nay
da sir dung "Search Engine Poisoning" dé lam tang kha ning
tiép can thdng qua viéc phan phdi cac phdn mém gia mao cua
cac ung dung CapCut, Notepadd++, OpenAl ChatGPT,
Google Bard, va Meta Threads.

Pbi tuong tin cong thuong loi dung dich vu rit gon
URL, st dung Telegram lam may chu C&C va sir dung cac
dich vy luu trit ddm may nhu Trello, Discord, Dropbox,
iCloud, OneDrive va MediaFire dé Iuu trit ma doc.

Vi du, nhém tin cong Ducktail sir dung chién dich gia
mao vé thuong hiéu dé tiép can ca nhan va doanh nghiép trén
nén tang Meta Business. Trong cudc tin cong nay, ngudi
dung bi hudng dén nhimg bai ding gia trén Upwork va
Freelancer thdng qua quang cdo trén Facebook hoac
LinkedIn InMail. Nhiing bai dang nay chira mot tép mo ta
cdng viéc co6 chira ma doc dugc luu trir trén dich vu dam
may. Qua do, Ducktail da sir dung cac ma doc nay dé danh
cép session cookie tir trinh duyét va chiém doat tai khoan
doanh nghiép Facebook. Nhiing tai khoan nay sau d6 bi giao
ban trén cho den véi gia dao dong tir 15$ t6i 3403.

Céc cudc tAn cong gan day da st dung cac tép shortcut
va PowerShell dé tai va thuc thi mi doc. Cac d6i twong tan
cong ciing da nang cap ma doc dé thu thap théng tin ca nhan
tor Twitter, TikTok Business

va Google Ads, cling nhu stir dung cac cookie Facebook bi
danh cap trude d6 dé tao quang céo lra dao va thuc hién leo
thang ddc quyén nham phuc vu muc dich khac.

Déi tugng tin cong thuong chiém doat tai khoan bang cach
thém dia chi email ciia minh vao tai khoan nan nhan, sau d6 thay
ddi mat khau va dija chi email dé khoa nan nhan khong thé truy
cép vao tai khoan cua ho. Hon nita, phin cudi cua payload dugc
4n di bang cach sir dung loader dé giai ma va thyc thi mot cach
linh hoat, nhdm tao ra sy khé khan trong viéc kiém tra va tranh
bi phat hién.

Ngoai ra, cac d6i tugng tin cong tai Viét Nam con sir dung
tén ngudi dung c6 luot theo ddi cao trén LinkedIn dé tiép can
muc tiéu va mé rdng pham vi tiép can. Ducktail 1a mot trong
nhiing ddi twong tén cong tai Viét Nam sir dung céc cong cu va
chién thuét chung d8 thuc hién cac cudc tn cong ltra dao. Ngoai
ra, con c6 mot phién ban gid mao cia Ducktail dugc goi 1a
Duckport, ciing thuc hién danh ce'ip dit liéu va chiém doat tai
khoan trén Meta Business. Diéu nay cho thiy mdi quan hé giira
cac dbi tugng tn cong va viéc chia sé cong cu va chién thuét
gilta cac nhom de doa hoac h¢ sinh thai tgi pham mang Viét
Nam dang phuc vu dich vu xa hdi nhu Facebook.

C6 hai nhém tan céng mang c6 lién quan dén Viét Nam 1a
Ducktail va Duckport, da sir dung cac cong cu va chién thuét
tuwong tu dé thuc hién cac cudc tn cong ltra dao trén nén tang
Meta Business va Facebook. Tuy Duckport bét chude cach thire
tan cong ctia Ducktail nhung ciing st dung mét s tinh nang méi
nhu méd rong kha nang danh cép dit liéu, chiém doat tai khoan,
6 thé chup anh hodc str dung dich vu ghi chép note online trong
chudi C&C, qua d6 thay thé Telegram lam phwong thirc chuyén
cau 1énh t6i thiét bi nan nhan.

Céc chuyén gia bao mat cho ring sy trung hop gitta cac
yéu td lién quan dén Viét Nam, cAu trac ha tﬁng va muc tiéu lya
chon c6 thé 1a déu hiéu cho thdy sy hop tac giira cic nhom tén
cong hodc hinh thanh mot h¢ sinh thai toi pham mang tai Viét
Nam, twong ty nhu mdt md hinh dich vu téng tién xoay quanh
cac nén tang mang xa hoi nhu Facebook.

Ngudn: https://thehackernews.com/2023/09/vietnamese-cybercriminals-targeting.html



https://thehackernews.com/2023/09/vietnamese-cybercriminals-targeting.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 530 15 hdng, trong d6 ¢ 180 15 hong
muc Cao, 217 16 héng muc Trung binh, 06 15 hong
muc Thap va 127 16 héng chwa danh gia. Trong d6
c6 it nhat 107 15 hdng cho phép chén va thuc thi ma
Iénh.

Hé thong k¥ thuat caa Cuc ATTT chi dong ra Mgt sé 16 hong trén céac sdn pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, théng pha bién tai Vigt Nam:
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
I6n dén nguoi dung & Viét Nam: Nhém 01 15 hong - Tenda: CVE-2023-40799, CVE-2023-40837,...
trong Microsoft, Nhném 31 15 hong trong Tenda,
Nhom 04 16 hong trong Google, Nhém 109 156 hong

- Microsoft: CVE-2023-3674.

- Google: CVE-2019-13690, CVE-2022-4452,...

trong Wordpress, Nhom 08 Io hong trong Splunk, _ yyorgpress: CVE-2023-3162, CVE-2023-4596. ..
Nhom 12 16 hong trong Gitlab, Nhom 17 16 hong

trong IBM. Thong tin chi tiét vé mot sb 16 hong trén - Splunk: CVE-2023-40595, CVE-2023-40596,..
cac san pham/dich vu phé bién tai Viét Nam cu thé

- Gitlab: CVE-2023-3915, CVE-2023-3205,..
nhu sau:

- IBM: CVE-2023-26270, CVE-2022-43907,...
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Thong tin diém yéu, 16 hong

San = 1X; A A P £ . .
TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
Nhoém 01 15 héng trong Microsoft cho | Pa co6 thong tin
1 Microsoft CVE-2023-36741 | phe¢p déi tugng tan cong thuc hién leo | xac nhan va ban
thang dac quyen. va
CVE-2023-40799
i i Nhom 31 16 hong trong Tenda cho phép L a
) renda CVE-2023-40837 | 46 wong tén cong thuc hién 13i Buffer Sr?‘;gccggggr\‘/%
CVE-2023-40838 | Overflow, thuc thi ma tir Xa, tan cong tur ban Vi
choi dich vu.
CVE-2019-13690
o9 Nhom 04 16 héng trong Google cho phép | o . ox .
3 Gooale CVE-2022-4452 | 44 tuong tan cong thuc hién leo thang dic )22 i%;ﬂoyfgg:\
g CVE-2023-4572 | quyén, truy cap va thuc hién cic hanh "
dong trai phép.
CVE-2023-3162
CVE-2023-4596 Nhom 109 16 hong trong Wordpress cho | i c6 thong tin
4 Wordpress o phép dbi twong tan cong thuc thi ma tir xa, | xac nhan va ban
CVE-2023-2229 | 4 ong CSRF, khai thac I3i XSS. Va
CVE-2023-40595 o
CVE-2023-40596 | hnom 08 1o hong ”‘;}”9 Sﬁ'“”? cho pf:ep Chua ¢6 thdng
5 Splunk doi twong tan cong thyc thi mé tur xa, 160 | e nhan va
CVE-2023-40597 | thang dac quyen, thyc hién tan cong tu ban Vi
choi dich vy, khai thac 16i XSS.
CVE-2023-3915
CVE-2023-3205 Nhom 12 16 hong trong Gitlab cho phép | Chua c6 théng
6 Gitlab oo d6i twong tan cong thyc hién leo thang dic | tin xac nhan va
CVE-2023-3210 quyén, tan cong tir chi dich vu. ban va
CVE-2023-26270 o ,
CVE-2022-43907 | Nnom 17 1o hong trong 1BM phép doi | b g 500 i
F IBM tugng tan cong thuc thi ma tur xa, thuc hién w&C nhan VA ban
CVE-2023-22877 | tin cong SQL Injection, truy cap va thuc ‘-;‘/é a
hién cac hanh dong trai phép.
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

- X Biéu dé thong ké thiét bi theo cong dich vu
Tan cong DRDoS pho bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phat tan tan cong DRDoS. Trong tuan c6 o
49.923, (giam so véi tuan truée 50.012) #
thiét bi c6 kha nang bi huy dong va tro ]
thanh nguon tan cdng DRDoS. Céc thiét o

bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dusi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 139 truong hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 133 trueong hop tin cong hra
dao (Phishing), 06 trudng hop tan cong
cai cdm ma doc.

Thi"u{g ké tan cong vao
trang/cong thong tin dién tw
cua Viét Nam

Cai mi déc &

Lira dio (Phishing) 133

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. // |
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .
Trén thé giGi ¢ nhiéu céc trang web gia
mao céc t6 chic, doanh nghiép, nha
cung cap, dich vy 16n nhu: Cac mang x4

Danh sach IP/tén mién ddc hai c6 nhiéu két noi

hoi, ngan hang, thu dién tu,v.v...Viét
Nam c6 nhiéu nguoi ding céc dich vu,
ting dung nudc ngoai (ca mién phi va
tinh phi) nhu cac mang xa hoi, Payment,
Apple, Paypal,v.v... vi vay nguoi dung
can phai hét sic canh giac véi nhing
trang web gia mao dé danh cip tai
khoan.

tir Viét Nam

differentia.ru: 8856 IP

xjpakmdcfuge.ru: 66 IP

disorderstatus.ru: 3322 IP

xjpakmdcfuge.in: 65 IP

atomictrivia.ru: 1548 IP

restlesz.su: 267 IP

xjpakmdcfuqe.biz: 136 IP

amnsreiuojy.ru: 386 IP

xjpakmdcfuge.com: 94 IP

hzmksreiuojy.ru: 29 IP
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Tan cong hira dao nguoi ding Viét Nam

Trong tudn da c6 378 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khdng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop ltra dao gia mao website ctiia ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi cha
shoopency.com o .
1 vn6315shp.com Website gia mao san TMDT Shopee
Website gia mao Ngan hang TMCP Viét
2 vpbank.appvest.vn Nam Thinh Virong
3 dmxprovip.com Website gia mao Dién may xanh
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang str
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé thong mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tin cong lira déo nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




