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HUONG DAN

PHAN MEM QUAN LY CHU' KY SO
VA KY SO VAN BAN TREN vSignPDF

1. Giéi thiéu
1.1. Muc dich
- Muc dich ctua phan mém 1a dé ky sb va xac thuc céc tai liéu dinh
dang PDF st dung chimg thu s, dich vu ching thuc chit ky sé caa hé théng PKI
chuyén dung Chinh phu.
- Chix ky hién thi trén tai liéu mot cach truc quan.
1.2. Pham vi ap dung ,
- Phan mém nay phuc vu ky so6, xac thuc tai liéu dién tor voi dinh
dang PDF cua céac co quan Pang va Nha nudc.
1.3.  Céc chirc ning chinh ciia phan mem
- Chuyén doi dinh dang van ban tb MS Word sang dinh dang PDF.
- Cho phép tao trudc cac mau chir ky voi théng tin va hanh anh chir
Ky cta nguoi ky.
- Ky sé tai liéu PDF hién thi truc quan chir ky trén tai liéu voi cac
thong tin va hanh anh chir ky cua nguoi ky.
- C6 thé chon vi tri, kich thuéc cua chir ky trén tai liéu PDF.
- Xé&c thuc tat ca céc chix ky trén tai liéu PDF (c6 thé xéc thuc chit
ky cua cac chuong trinh ky s6 khac di ky trén tai liéu PDF can xac thyc).
- Tich hgp cac dich vu chang thuc chit ky sé cua hé théng PKI
chuyén dung Chinh phu.
1.4, Motséd luuy
- Pé sir dung tinh ning chuyén d6i tir tép MS Word (*.doc, *.docx)
sang dinh dang PDF thi trén may tinh nguoi dung can cai dat MS Word 2007 tro
1én.
- Chuong trinh vSignPDF chi st dung chimg thu sé cua hé thng
PKI chuyén ding Chinh pha cap dé ky sé tai liéu PDF, cac chimg thu sé cua cac hé
théng PKI khéc sé& khong thuc hién dugc chirc ning ky so.
1.5.  Yéu cau doi v6i hé thong si dung phan mém
- Hé diéu hanh: Phan mém sir dung cho cac hé diéu hanh Windows
phién ban 7 tro Ién.
- Trén may tinh nguoi ding can cai dat .Net Framework 4.6.1, phan
mém Adobe Reader 11 tro 1én.
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2. Hwéng din cai dat phan mém quan ly chir ky s6
2.1.  Thong tin chir ky sé eToken ciia Ban Co yéu Chinh phi
Chir ky s6 eToken do Ban Co yeu Chinh phu cap ¢o 2 loai:
- Bit4id (tir thang 05/2021 dén nay)
- Safenet (tir thang 05/2021 tro vé trudc)
- Phan mém quan 1y dugc eToken dugc cap nhat va tai xubng mién
phi tai website ciia Ban Co yéu Chinh phu: https:/ca.gov.vn/tai-phan-mem

eToken Bit4did eToken Safenet

\ ¢

‘ﬂid Bitdid PKI Manager (1.4.10.764) (8) SafeNet Authentication Client Tools - X

Cac thiét bi 6 duoc ket ni

. o /GCA
Bl iivicnieen o F ) T EGimaPN y

Thingtn it Chingthu 53 CHUONG TRINH QUAN LY GCA-01 ® 1 2 #
Chiing thu s6 ngudi diing

CANG VU DUONG THUY NOI BIA 20230517 20280515

DA tén token
H6i Mat khau cia token

Makhda token

Chirng thu sé CA

Xoa token
CA phuc vy c¢ co quan Nha nude 62 2018-08-22  2043-08-14

RoolCA chuyén ding Chinh phi 62 20130822 2048-08-14 -
Xem thng tin token

Naat k&t ndi Safelet eToken Virtual

Phan mém quan ly Bit4id Phan mém quan Iy Safenet
2.2.  Hwéng din cai dit phan mém quan ly eToken Safenet
- Bwéc 1: Sir dung chuong trinh duyét mo tab “an danh” va truy cap
theo cac duong dan:
e http://ca.gov.vn/gca64.rar
- Buwéc 2: Sau khi tai xudng. Kiém tra thu muc chua tap tin va giai
nén thu tap tin = Chon “gca01-client-v2-x64-8.3.exe” d¢ tién hanh cai dat.
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ﬁ'_:’;! gcall-client-v2-x64-8.3 (4-01-2021 455 CH Windows Installer ...
=| hash 04-01-2021 %10 CH Text Document

- Buwéc 3: Thuc hién cac bude theo trinh ty dé hoan thanh viéc cai
dit phan mém VGCA eToken Safenet. (Thuc hién lya chon theo cdc ving dwoc
ddnh dau mau do)

—

29 VGCA Chert 83 Setup - VY [ ~
Welcome to the VGCA Client 8.3 | "o rowae @?’e"“
SafeNet Installation Wizard
Authentication
Client The Sebgs wezand wll st VGCA Clert 83 on yous Seincr e VECA Tlerd § 3 niertace angage
oMt
2 1t gl secomwmandod that yous chooe o Windowe: Ivm v I
D0 W6 Detine g B S waraed

Chch Nt o contrum

e - =T

3 — e [V .
| VR ORI Cataios fuwe ()
# Satnct & dokder i which the sppiication wil be indtaled feNet |
ratalyios Noe ~
Select e ratalston pe SafeN
|
S0 well mstal tha bl for VIVCA Chant 8 5 in the balowng bokder
@) Sursere :
Standard entalation desert
!;!E Inchudes new mglemmrtation and uter riedace for ol oT chan and e fuan, cheh By, i Aiack S5t ke
¥
- i Dwstiranon Folda
) 8%ec-covpunn C\Progan Fled VEOA Authentic son, Bromes
g Legacy B ec-compatbin ristalaton
LS Inchudes new mplesentation snd uter rieface for o oT cken and
o~ Foy tokans Ao npports lagacy Kay mglementation end ues
riscace 1
| |
N ) [
Chenl Cich. Firash 1o et Sobip.
Bk I Carn

CONTROLS AND ALTERS YOUR USE OR DISTRIBUTION OF THE SAFENET
SOFTWARE, THE TERMS AND CONDITIONS OF THE APPUCABLE UCENSE |
AGREEMENTS BELOW ASPLY TO YOU, Plaaie read the agreements v

- Buwéc 4: Kiém tra va xac nhan viéc cai dat da thanh cong
2.3.  Huwéng din cai dit phan mém quan ly eToken Bit41D
- Bwéc 1: Truy cap website Ban Co yéu Chinh phu tai dia chi:
https://ca.gov.vn — Kéo xudng cudi trang va chon “Tai phan mém”.
- Buéc 2: Chon “Trinh diéu khién thiét bi USB Token Bit4ID” —
“Tai xudng” dé tai goi cai dit vé may tinh
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BAN CO' YEU CHINH PHU
‘)7/Gc CYC CHUNG THYC SG VA BAO MAT THONG TIN ==

thye & Biomic  \IETNAM GOVERNMENT CERTIFICATION AUTHORITY

TRANGCHU | DICHVUCHUNG THUCCKS | TINTUC | PHANCAPDICHVU | HOIDAP | HUGNGDAN | VIDED HUGNGDAN | LIEN HE

CHIA SE TAI NGUYEN Tén tai liéu Loai tai liéu Tai xudng

Biu mau quan Iy

Chinh séch phép I Trinh digu khién thiét bi USB Token Bit4ID Driver 10/05/2023 X

Hb tro trién khai Phian mem dieu Khien may Unh i xa OTravieweras o200 &

- Buwéc 3: Sau khi tai xuéng. Kiém tra thu myc chta tap tin va giai

nén thu tap tin — Chon “bit4id xpki_1.4.10.749-ng-user-vgca-crtmgr.exe” d¢
tién hanh cai dat.

Vit
A = Manages bitdid_xpil_1.4,10.764-ng-user-wngca-plirmgr-1
PC » Local Disk (C:) » U » BET-H » Downloadh
» Local Disk () sers » Hewenloads |'-||-_ Home Share Wiew Applicstion Took
Mlarree Date modified - S s ThisPC » Downloads » V623681260634 » bitdid_xphi_14.10. 764-ng-uservgea-phi
- Today (2) p . - N
i 1683681260634 o ; _ -
e = 2 bitdid_xpki_1.4.10.764-ng-user-vgca-phi..  24-05
< Yesterday (4) 4 Downloads -
G5 Lag Veewer 2 311403 54 = Documents -
File uplosded vis web_23hey 2023 _23Me.. ] Pictures -
i full_blacklist_detabase 23 prer]
= 18 23052003 8:21 54 Systemnaz
« Earlier this week () TAP HUAN 05-2023
Hissam Thos: Coan 4 A - Tl Banalad Bl

- Bwéc 4: Lya chon ngdn ngit st dung. Thuc hién cac budc theo
trinh tu dé hoan thanh viéc cai dat phan mém VGCA eToken.



SO THONG TIN VA TRUYEN THONG TAP HUAN CHU KY SO
TRUNG TAM CONG NGHE THONG TIN VA TRUYEN THONG

B Cai 85t Universal MW 1.810.762 - x |

installes Language X )
| Chao mirng dén voi Tro i Cai dat |
_4 Please select a language. Universal MW 1.4.10.764 |

L s

Trieh trer § 38 tudng olln ban vibe ob S8 Universal MWW

1410784

a °d San ndn 2dag tie ¢ che chuong trinh ke trude ki ol
1 She cai &t Odu niy cb 104 gl chp shilt chs tip tn hi

téng md tdeg cin chii k231 A3ng el miy tnh

tindn Tn 6 tdo nuc

& Cai dat Universal MO 1410764 - Y
Théa Budn Guy phép |
| ﬂ‘d Vi g wem xit cac Sy knoda glly phe treac kil o Gl }
Useveraal MWW 1.4 10 78 !

An Page Ooves 24 xem phis cie i cie e fradn Tén Wiy vd
UNIVERSAL MIDDLEWARE - BiT4ip UMW ~
SOFTWARE LICENCE AGREEMENT DESKTOP

AND MOBILE VERSION

GENERAL CONDITIONS OF SOFTWARE LICENCE

-

sibs ven chilp thubn cac Sdu khodn cla Mds b, hily adn 8 tda 2otn Ban phis chilp
Mudn bin 19da thade A8 cli At Usiversal UW 1.4 10784 il Qodt &y vic o
i

£ 18 callo thadin chc Gl thoin cia This twaln Guly phip

s

- Buwéc 5: Kiém tra va xac nhan viéc cai dat da thanh cong. Kiém tra
géc trai co biéu twong nhu hinh (giéng nhu bang mach SIM sd).

8:20 SA E
24-05-2023 4

A O ® 7z dx ENG

3. Hwéng din cai dit va sir dung phan mém vSignPdf
3.1. Huéng dan cai dit phan mém vSignPdf
- Bwéc 1: Truy cap website Ban Co yéu Chinh phu tai dia chi:
https://ca.gov.vn — Kéo xudng cudi trang va chon “Tai phan mém”.
- Buwéc 2: Chon “Phan mém vSignPDF hd tro Ky sé va xac thuc
tai liéu dién tir dinh dang PDF, trién khai cho co quan Ping va Nha nwéc” —
“Tai xuong” dé tai goi cai dat vé may tinh.
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BAN COYEU CHINH PHU
GCA CUC CHUNG THUC SO VA BAO MAT THONG TIN m

VIETHAM GOVERNMENT CERTIFICATION AUTHORITY

TRANG CHU DICH VU CHUMNG THUC CKS | TINTUC PHAN CAP DICH VU HOIDAP | HUONGDAN | VIDED HU'GNG DAN LIEN HE

Biéu mau guan Iy

Chinh séch phap Ij Phén mém digu khign mdy tinh tir xa UltraViewerQS = 15/11/2021 | &
H& trg trién khai 2 | Céng cu hé o khéi phuc thigt bi v khéa bi mat Khéc 07/09/2021 | &,
Teiligungithao 3 | Trinh digu khién thigt bi USB Token Bit4iD Driver 12/05/2021 | &,
Tai chimg thur sd - CRL
Téi phian migm 4 | Trinh diZu khign thigt bi - TokenManager Drriver 30/03/2021 | X
Tai nguyén khac 5 Bdcéng cu hd tro tich hop chit ky 58 theo quy dinh tai NO Khic 15/05/2020 &,
30/2020/ND-CP
&  B&céng oy tich hop ki 58 va xdc thue vin ban dién ur (PDF) Khac 14/05/2020 | &
trén thigt bi di déng theo quy dinh tai Nghi dinh 58
30/2020/ND-CP
7 | Phin mém vSign trén Android st dung SO Secure khac 24/02/2020 | X
& | B&céng cu hd trg phat trién tmg dung ky s& trén thiét bi di Khac 24/02/2020 X
déng st dung SIM-PK]
§  Cong cu cai d3t chimg thir 58 CA 37hit 24/02/2020 X
10 B céng cu ki s& phuc vu lién thang (xdc thue chéo) céc hé khac 24/02/2020 | &
thing CA
11 Bd thw vién hd tro tich hop chif kf s§ 32bit 24/02/2020 &

/022020 &

12 Céng cu b 1ro gia han chimg thu s8 (VGCA Renew Toal) 32bit 24,

13 | Phan mEm wSignPDF hd trg ki 56 va xéc thuc tai lidu dign tir 32bit 24/02/2020 X
dinh dang PDF, rién khai cho cor quan Bang va Mha nudc

- Buwéc 3: Sau khi tai xuéng. Kiém tra thu myc chta tap tin va giai
nén thu tap tin - Chon “vSignPdfSetup.msi” d¢ tién hanh cai dat.

¥ | [ [] = | Downlosds NERE Ve VSignPDF 319

File Home Share View Home Share View Application Tools
€ 3 v 4 #: ThisPC »+ Downloads &« v 4 |« Downloads » 1666638780945 » vSignPDF 319 v O f
CKS A Name 4 CKs A Name : [
ZaloReceived Fi Today (4) Zalo Received Fi dotnetf :
I Desktop m 1666638720045.1ip I Desktop S Office 2007 Save as PDF or XPS ‘

[£ T liéw HDSD 1. pef :

4 OneDirive 1666658780945 OneDrve G ¥,
2 PTH s %m’ﬁgn%ﬁe’(upms\ |-

- Bwéc 4: Lua chon ngbn ngir st dung. Thuc hién cac budc theo
trinh tu dé hoan thanh viéc cai dat phan mém VGCA eToken.
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8 vSignPDFSetup Setup - "

vSignPDFSetup Setup
. Welcome to the vSignPDFSetup Setup Destination Folder
- Wizard Click Mt b irwtall 2 e defaust folder or click Change o chosen ansither

The Setup Wizard wil install vEigrPTFSetup on your
compuber, Chck Mext b conbinue or Cancel toexit the Selup
‘Wizard.

pleted the vSignPDFSetup Setup
1 Wizard

Click: th Frash Buthon 12 it the St Winsd.

e [ @
—— e

- Buwéc 5: Kiém tra va xac nhan viéc cai dat da thanh coéng. Trén
man hinh Desktop may tinh s& xuat hién biéu twgng phan meém vSignPdf.

= Vign PDF s a x
Hithog Chixning o gup
1@3 @ @ E] : @ @ :: B C [?va =0 B Xic thafc
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3.2.  Cau hinh céc dich va chieng thuc chir ky s6
3.2.1. Cau hinh cac dich vu chieng thuc chix ky so
- Buéc 1: Mé giao dién cau hinh dich vu chang thuc trén giao dién
cau hinh hé théng, chon muc “Dich vu chiing thuc”.

C&u hinh hé thdng

K&t ndi mang Dich wu chung thuc MAEu chii ky Cap nhat phdn mam

[ s dung dich wuy cip diu thii gian (TS5
M &y chi dich wu c8p du thii gian [TSa)
Bia chi: http: #4ca. gov. wn/tsa

] 50 dung dich wu kifrm tra trang thai thu héi cda ching thu 58

W] Cho phép kifrn tra ching thu 58 Rguiri ky qua OCSP

[
o
o

Buing din danh sach chidng thu bi thu ki [CRLs]: Thém

Luu Bang

- Buwéc 2: Cau hinh s dung dich vu cip déu thai gian, nham muc
dich gan dau thoi gian cho chir ky. Tich chon “Sir dung dich vu cap diu thoi gian
(TSA)”, nhap dia chi may chu cap dau thoi gian vao khung “Pja chi:”

Céc dja chi co thé nhap:

e http://tsa.ca.gov.vn/
e http://ca.gov.vn/tsa

C&u hinh hé théng

Két ndi mang  Dich vu chiing thuc M3u chll ky  Cap nhat phin mém

[H] S dung dich wu cidp diu thii gian (TSA)
May chi dich vu c8p diu thai gian [TSA)
Bia chi: http: //ca.gov.vnitsa

B S dung dich vu ki€ tra trang théi thu hi cda ching thu s&

B Cho phép ki€m tra chitng thu s& ngudi ky qua OCSP

X
=N
@

Pudng din danh séch chilng thu bi thu hdi [CRLs): Thém

Luu Péng

- Buwéc 3: Cau hinh str dung dich vu kiém tra trang théi thu hoi cua
chiung thu so. Tich chon “Sir dung dich vu kiém tra trang thai thu hoi cia
chirng thw so0”.
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Néu muén st dung dich vu Trang thai chimg thu truc tuyén (OCSP)
trong qua trinh kiém tra chimg thu sé ngudi dung trude khi ky sd, tich chon "Cho
phép kiém tra chirng thw sé nguwoi ky qua OCSP", muc dich 1a chi dinh st dung
dich vu OCSP thay vi kiém tra trong danh sach thu hdi (CRLs).

el RS s o
C3u hinh hé thdng
Két ndi mang  Dich vy ching thuc Mau chti ky  Cép nhét phin mém
] st dung dich wu cdp ddu thii gian (T58)
Mau chi dich vy c8p diu thai gian [T5A)
Bia chi: hittp: //ca.gov.vnftsa
II S dung dich vy kigm tra trang thai thu hii cda chimg thu 58
Zam

l Cho phép kign tra ching thu sé nguiri ky qua OCSP

—
=
@
=
Y
[t
i

Efidng din danh zach chilng thd bi thu ki [CRLs)

b

Luu bong

Ngoai ra, ngudi ding c6 thé bo sung cac dudng dan tai danh sach thu
hdi chung thu s6 (CRLs). Bé thém dudng dan, chon "Thém".

X

el L ~ »
Cau hinh hé théng
Két ndi mang  Dich vu chiing thuc MEu chil ky  Cap nhat phin mém

(9] S dung dich vu cép diu thii gian (TS8)
May chii dich vy c8p dau thii gian [TSA)
Bia chi: http: //ca.gov.vn/tsa

(W] S& dung dich vu ki€ tra trang thai thu hi cda ching thu s§

[W] Cho phép ki€ tra ching thu s& ngudi ky qua OCSP >
Puting dén danh séch chiing thu bi thu héi [CRLs): ﬂ Thém P Xba

Luu bdng

Nhap duong dan danh sach thu hoi vao 6 "Nhap ndi dung", bam
"Chon". Cac CRLs c6 thé chon:

e http://ca.gov.vn/pki/pub/crl/cp.crl
e http://pub.ca.qgov.vn/pki/pub/ctl/cp.crl
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Nhap néi dung =

Nhép ndi dung:

[ Chon | [ Hw |

Pé x6a duodng dan, chon dudng dan tir danh sach, bam chon Xda trén
giao dién:

» S s »
Cau hinh hé thdng
Két ndi mang  Dich vy chiing thuc MEu chltky  Cap nhat phin mém

(8] St dung dich vu cép déu thii gian (TSA)
May chii dich vu cp dau thii gian (TS4)
Bia chi: http:#/ca.gov.vnitsa

(] s dung dich vu kigm tra trang thai thu hdi cla ching thu s&

[H] Cho phép ki€ tra ching thu s& nguii ky qua OCSP
Buting dén danh séch ching thu bi thu hii (CRLs):

 hitto: //oub.ca.gov.underl/co.cil

Luu bong

- Budc 4: Click chon “Luru” dé luu lai cau hinh.
3.2.2. Cau hinh mau chir ky N

Muc dich cua vi¢e tao trude cac mau chit ky cia nguoi ky 1a tang tinh
thuan tién cho nguoi ky, ngudi ky chi can tao mau chir ky mét lan va sir dung lau
dai. Cac mau chit ky c6 thé sao luu va khoi phuc dé st dung khi cai dat lai chuong
trinh.

Mo giao dién cau hinh mau chir ky. Tir giao dién cAu hinh hé thong
chon muc "MAu chir ky".

11
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C&u hinh hé théng

Két ndi mang  Dich vu chiing thuic MEu chliky  Cap nhat phin mém

Quén Iy mau ch ky -
Tén mau chil ky
Hign thi chil ky
® Hinh anh & Thé ng tin Hinh dnh Théng tin

MNhin

Emnail

Chitcvu

]
]
B Co¢ quan
|

Xéc thyc & Bdo mét
B 0

Thii gian ky

Mau chii ki mic dinh

Sao luu Khdi phuc X6a mau Luu Péng

a. Tao miu chir ky
- Bwéc 1: Tt danh sach mau chir ky x6 xuong ta chon “Tao mau
méi ...”. C6 hai loai mau hién thi chir ky 1a mau cho Ca nhan va mau cho 796 chiic.
X

Cau hinh hé théng

Ké&tndimang Mauchlrky Dichvuchingthyc  Cap nhat phan mém

Quan ly mau chir ky

Tao mau méi...

Mau chirky T6 chirc ®) Hinh anh & Thong tin Hinh anh Thong tin
Nhan

Email

Co quan cap |

Coquan cap ll

Coquan cap |l Xéc thuc & Bio mat

B Thai gian ky

Mau chit ky mac dinh

Sao luu Khdi phuc Xéa mau Luu Déng

- Budc 2: Nhap tén cho mau chit ky vao khung “Tén miu chir ky”
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Cau hinh hé théng

K&t ndimang M3uchlrky  Dich vy ching thuc Cap nhat phan ma&m

Quén Iy méu chit ky [Ta0 mau me - |

Tén mau chir ky: [Mu ca nhan |
Hi&n thi chii ky:
[] Méu chirky Té chife " Hinh anh & Théng tin ' Hinh anh %) Théng tin

[B] Nhan
[H] Email

[ Coquancip!| 45 ; S
— Ngudi ky: Tén chirng thu s ky
L | Coquancapl Email: Dia chi thur dién tr

(M| Coquan cép il Ca quan: CQ Cgp 3

[] Thai gian ky

["] Mau chir kyj mic dinh

Sao luu Khoi phuc | Xéamdu | Luu Dong

- Budre 3: Tuy chinh cac ché do “Hién thi chir ky”:

e Chon céc ché do hién thi: Hinh dnh va Théng tin chir ky, Hinh dnh
hodc thong tin chir ky tuong tig v&1 muyc dich st dung.

e Tuy chinh hién thi thong tin bang cach tich chon vao cic 6 chon
bén trai khung “Hién thi chit ky”: Nhdan, Email, Co quan cdp I, Co quan cdp II,
Co quan cdp III, Thoi gian ky.

e Thay d6i hinh anh hién thi chit ky: Nhap bouble chudt vao hinh
anh chtr VGCA (hodc chuét phai vao chit VGCA), chon menu” Thay danh khac”,
chon duong dan dén anh méi va chon “Ok”.

H B B R
y A A m =

Sao luu Khoi phuc X6a mau Luu Péng

Mau chir ky mac dinh

13
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- Bude 4: Tich chon “MAu chir ky mic dinh” dé mau ky s& duogc tu
dong chon khi ky sb.
- Budre 5: Chon “Luu” dé luu miy chir ky.

b. Sira doi mau chir ky ‘
- Buwdrc 1: Chon mau chir ky can chinh stra

Cau hinh hé théng
K&t ndimang MAuchirky Dich vu ching thuc Cap nhat phan mém

Quan ly mau chir ky Bu Te v

Tén mau chil ky: [M&u T8 chic

Hién thi chii ky:

[B] M3u chirky T6 chirc Hinh anh & Théng tin ' Hinh anh ® Théng tin

H| Nhin

[E) Email

| Coquancépl s g
Cd quan: Tén t6 chirc
Coquancapll Email: Pia chi thu dién tr

] Coquancipli Thai gian ky: 15.10.2019 16:18:07 +07:00

M| Thai gian ky

Mau chir ky mic dinh
Sao luu Khoi phuc X6a mau Luu Péng

- Budre 2:Thay d6i thong tin can thiét.
e Tén mau.
e Ché d¢ hién thi chit ky: Hinh anh & Théng tin; Hinh dnh;
Thong tin.
e Dinh dang thong tin hién thi: Nhdn, Email, Co quan, Chirc vu,
Thoi gian ky.
e Thay d6i anh chir ky.
e Dat lam mac dinh.
- Buwée 3: Sau d6 chon “Luu” dé luu lai ciu hinh méi.
c. Xo6a miu chir ky
- Budre 1: Chon miu chit ky tir danh sach can x6a bo.
- Budre 2: Chon nit “Xéa mau” dé thuc hién x6a mau chit ky.
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SO THONG TIN VA TRUYEN THONG TAP HUAN CHU KY SO
TRUNG TAM CONG NGHE THONG TIN VA TRUYEN THONG

Cau hinh hé théng

K&t ndimang Ma3uchlrky Dichvuchingthuc  Cap nhat phan mam

Quan ly mau chir ky M3u Té chirc v L

Tén mau chii ky: [Mu T8 chiic| |
Hién thi chii ky:
[8] M3u chirky T6 chic () Hinh nh & Théng tin ) Hinh 4nh (® Théng tin

(B Nhan
(8] Email
[] Coquancapl

Cd quan: Tén td chirc
[] Coquancapll Email: Dia chi thu dién tir
[ Coquancipli Thdi gian ky: 15.10.2019 16:18:07 +07:00

(W] Thai gian ky

[ ] Mu chir ky mic dinh

ssotmr | [ tipmc || | xoamlo otng

d. Sao lwu cAu hinh miu chir ky , N
- Bwéce 1: Chon “Sao lwu” dé thuc hién luu lai cau hinh mau chir

Cau hinh hé théng

K&t ndimang MAauchfky  Dichvuchifng thuc Cap nhat phan m&m

Quan Iy mau chit ky | Mau T8 chic v |

Tén mau chil ky: [M3u T8 chic] |
Hién thi chil ky:

8] M3u chir ky T8 chirc ) Hinh anh & Théng tin ") Hinh anh (® Théng tin
[ Mhin
[ Email

[] Coquancép| L i
Cd quan: Tén td chic

[l Coquancépll Email: Bia chi thu dién tir
[ Co quan cép i Thai gian ky: 15.10.2019 16:18:07 +07:00

(W] Thai gian ky

["] M3u chif kj mic dinh

s | oomc | xonmi I | oo
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SO THONG TIN VA TRUYEN THONG TAP HUAN CHU KY SO
TRUNG TAM CONG NGHE THONG TIN VA TRUYEN THONG

- Budre 2: Chon duong din luu tiép sao luu cau hinh.

| Sevens =]
C)Q |5 » Libracies » Documnerts » v | %2 1| Scorch Gomument )
Organize v New folder - - 73
¢ Faverites 5 Documents library A e Febilly
B Deshrop cudes 2i0cativn
8 Doanloads E Narre e Date modiied
wu Recent Places
L ASUS 0P =

Eldo$ 20 17T Aam
L Shared Virtusl Machnes X '
L SQL Server Mansgement Studio Express 6/3/2013 114
Visual Studic 2005 12003 045 P
Visual Studic 2008 o021 12013 920 AN i

o Ubrares
& Apps
| Decuments
o Music
= Pictures

Subwersion aAs B

File pame:  tuucauhinh
Save as type: 1“?-I&('.‘j

= HideFolders | Seve | Cancel

- Buée 3; Chon “Save”. Va s& hién thi thong bao sao luu thanh
cong.

‘Backup signer profiles. =

/-_ N
0 Qua trinh backup thanh céng.

e. Khoi phuc miu chir ky 7 i ,
- Bwéc 1: Chon “Khoi phuc” dé khéi phuc lai mau chit ky so da sao
luu.

Cau hinh hé théng

Kétndimang MAuchirky Dich vu ching thuc Cap nhat phan m&m

QUéﬂ ])I/ mgU chir k)'/ Mau To chirc »: '

Tén méu chii ky: [M&u T8 chid| |
Hién thi chii ky:
[H] Mau chirky T8 chic ) Hinh anh & Théng tin ) Hinh anh ® Théng tin

(] Nhan
[E Email

[] Coquancépl ;s
Co quan: Tén td chirc

[[] Coquancapll Email: Dia chi thu dién tr

[ Co quan c3p i Thai gian ky: 15.10.2019 16:18:07 +07:00

(W] Thai gian ky

"] Mu chir ky mac dinh

Sao luu Khdi phuc X6a mau Luu Péng
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SO THONG TIN VA TRUYEN THONG X TAP HUAN CHU KY SO
TRUNG TAM CONG NGHE THONG TIN VA TRUYEN THONG

- Bwéc 2: Chon duong dan Iuu trit tép da sao luu mau chit ky.

L« S T ey > [ [ e Socrue »
Girganizy = B frlcbe - 0 B
4 Rcenn Pla -
- e Docurments Ilbrar"' Arpripe by Folaer *
Eackup
o Litranes .
& ! B Duts e pe
s || (it EE e -
." [T
i Pictures
S ee——
B iere
P Computer
B el 0] i f
i it heremahibi = |l Fiben ) =
Lpen | Cancel |

- Budc 3: Chon tép va chon “Open”. Thong bao hién thi va viéc
khéi phuc thanh céng.

Restore signer profiles >

o Qua trinh khdi phuc thanh céng.

3.3.  Hwéng dan sir dung va ky sé trén vSignPdf
- Buwéc 1: Mo tép tin ¢6 2 dang: tir tép tin PDF va tur tép tin tai liu

Office (*.doc, *.docx,....). Biéu tugng mo tép = . Chon duong dan tép tin va
chon mo.

= Sign PDF
Héthdng | Chic ning  Tro givp
B Mdtép.. Cu+O @ @

[5] MG tai héu Office

H
0

Luu thanh.

Thudc tinh tép
Dongtép CtrieX
Theat Crl+Q

7 MStép. .. vSign - PDF

E M tai Phan mém ky 85 tal béu PDF
Mo Phién ban 3.1

Copynght ® 2013 VGCA
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SO THONG TINVATRUYENTHONG TAP HUAN CHU KY SO
TRUNG TAM CONG NGHE THONG TIN VA TRUYEN THONG

e Déi Véi tép dinh dang PDF: Chon nut “Hé théng” trén thanh cong
cy, chon “Mé té€p” hoac chon nat “Mé tép” trén khung logo.

e Déi Véi tén dinh dang tai ligu Office: Chon nut “Hé théng” trén
thanh cbng cu, chon “Mé tai liéu Office” hoac chon nut “Mé tai liéu Office” trén
khung logo. “Chon” tép tin can ma va chon “Chuyén d6i”.

" Chuyén d4&i tai ligu Werd, Excel, PowerPoint sang P... - e
ol — ]
- .
’W: Ix= (=
= l==s] (59 [ POF_

Chon dudng dan tép cén chuyén déi:

|C:'~Users'-.P KT-H\Downloads\du thae gd-thanh lap be phan dam ba I | Chan.. | |

Chon duding dan luu tép POF:
|C:‘-.Users'xP KT-H\Downloads\du thao gd4hanh lap bo phan dam ba Chaon...

Chuyén déi.. Béng

Luu y: Poi véi mo tép office co thé sé phat sinh 16i néu phién ban
office thdp (phién ban office thap hon 2007). Vi thé, truéc khi sir dung tinh ning
nay can phdi kiém tra phién ban Office dang sir dung va cai dat Add-in “Save as
PDF”cho Office

- Buwéc 2: Trén thanh c6ng cu chon “KYy s6”.

@wsﬁ

- Buéc 3: Trén khung hién thi noi dung tai liéu, di chuyén con tro
den vi tri can ky, gitr chudt trai va kéo dé chon vi tri chir ky.

wey, Thi g €O g

ek Uy hass nbudn in cae tady thind phs i (hude Trang womg

e trach nhigdm 16 chire, o Ean thre Sedn nghides e Chi thi nay

ML TUaONG

Ngwvdm Thu Diing
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SO THONG TIN VA TRUYEN THONG TAP HUAN CHU KY SO
TRUNG TAM CONG NGHE THONG TIN VA TRUYEN THONG

Buéc 4: Trén cia s6 “Ky so tai liéu” ngudi dung chon ching thu
so dé ky so:

e Chuong trinh s& tu dong kiém tra chimg thu sé theo cdu hinh da
thiét 1ap.

e Néu chung thu s hop & ngudi dung méi ¢é thé tiép tuc thuc hién
ky sd

e Nguoi ding chon mau hién thi chir ky theo danh sach da cau hinh

Ky 5 tai ligw >
Théng Bin ngudi ky-

Mguy&n Van Thién<nvihiend1&angiang gov vn> v o
Thing tin ching thu sé
Chi 54 hiu: Nguytn Van Thiénanvhiend1 @angiang gov.m>  Chitidt
Cd quan cip phat: CA phuc vy céc cd quan Nha ude G2
Thi gian hifiu lje: T 15-05-2023 dén 13-05-2028
Tink trang: Chiing thu 85 hop 18

Hin th chi ky
test1 v
b,
S Mgt ket Mg Viin Thign
A Emai: nuthienl fangiang.gov.vn
A iy B Cor quan: LY BAN NHAN DAN HUVEN
e i el [ AN PHLL OF BAN NHAN DAN TINH AR N
B, TR GLANG
T Thes gian keje 02062023 13:53:05 +07:00
Budng dn @p da duge ky s&

CiUsers\PKT-H\Downloads) 1666658780945 (1)\vSi |

[ kysé6 | ) Pong

0K

- Budc 5: Thay ddi duong dan luu tiép ky s6 néu can thiét.

! Ky s tai ligu X
Théng tin ngudi ky

Nguyén Van Thién<nvthien01@angiang.gov.vn> v o
Théng tin ching thu 56
Chi 3 hilu; Nguyén Van Thignanvthien01@angiang gov.m>  Chiti@
Cd quan cip phét: CA phuc vu céc od quan Nna nudc G2
Tha gian higu Wic: Tu 1505-2023 dén 13052028
Tinh trang: Chiing thu 5 hap &

Hién thi chi ky
test01 v

e ‘o Noudt ky1 Nguydn Vin Thén
Email: nvehenllBangiang gov.vn
Cor quan: UY BAN NHAN DAN HUYEN

vl AN PHU, UY BAN NHAN DAN TINH AN »
& GIANG
‘nm = ‘M' Thek gian ky: 02.06.2023 13:53:05 +07:00
Budng dan 1ép da dugc ky s&
|[cAUsers\PKT-HDownloads\1666658760945 (wSi| | .. |
/Kysé |~ Pong

OK
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SO THONG TIN VA TRUYEN THONG TAP HUAN CHU KY SO
TRUNG TAM CONG NGHE THONG TIN VA TRUYEN THONG

7 - Budc 6: Chon “Ky s6” dé thuc hién ky so tai liéu va nhap mat
khau dang nhap thiét bi. Nhap “Ma PIN” va “OK” dé ky s0.

I
I

Thdng tin ngudi ky:

Mguyén Vian Thign<nvthienl1&angiang.gov.vn> w agl

Théng tin ching thu s
Chi 38 hiu: Mguykn Van ThignawthienD1@angiang gov s Chiidt
Windows Security 4
Smart Card
Please enter your authentication PIN.
Click here for more information
OK Cancel

[ IS ETS T T T T WO A S | T T OU e TV

& KOt .. 5) Doéng

Bang lof 56 tai lidu...

- Budc 7: Sau khi ky sd, tép ky s6 s& duoc mé [én

ey s =y mare e s e g e e M e s tes e
®. B K hoach va Baa te, B Tai chinh of trich nbiém:
Llu tudn b 1 kinh phi da, kp thén b ngln sbch nhi nuse va cac ngudn kinh
phi khie &8 e khal cée nhidm g, dy dn xiy dymg, duy il boat Slaog che hé
thdmg v iguin by viim bam vi didu hdnb, b thdng thr 3o b, chir ky sd

Cac By tmerng. Tho immeng oo quan ngang B, Tha tieomg cor quan thegs
Chinh pha, Cha tich Uy ban nhdn dan cac tmb, thanh pho trge thude Trung uong
¢ trich mhigm b chire, chi dao thre hign nghiém e Chi thi nay,

THL TUONG

Sguyin Thn Ping
.'.du. wn
Cir guan: Bon Co yveu Chinh
y
A F'r::yu.. N-D4.07 2013
BOCOTR « DT 00
weremen 8 hhe min

4. X4c thuc chir ky sé trén tai liéu PDF va khiac phuc mét sé 18i thong
dung

4.1. Xac thuc chir ky s6: Mau chit ky sb hop 1é va toan ven.
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SO THONG TIN VA TRUYEN THONG
TRUNG TAM CONG NGHE THONG TIN VA TRUYEN THONG

Héthdng Chicnang Trogidp

TAP HUAN CHU KY SO

PE

1 Xac thuc

2o [t | 9®l:HH C

% Xacthuc chifky [Signaturel) *

Théng tin chll ky
Chil ky hdp 18!

_l Thai gian ky: 22-05-2023 11:03:26 +07.00

Bude ky bdi:  Phéng Van hda va Théng tin<pvhit thoaison.

Chi tiét xdc thuc
\{ Tailigu chua bi thay ddi
Y Ching thu s& ky hdp &
v Di&u théi gian trén chii ky hdp I8,
Théi gian ki€m tra: 22-05-2023 11:04:08 +07.00
Théng tin d&u théi gian
Dau thdi gian: 22-05-2023 11:04:08 +07.00

Ching thu s& may chi cap dau thdi gian:
May chi c3p diu théi gian 01

S0 lwgng Ghi chi

06

A

09

0z

02

06

01

04

03

03

07

03

03

02

02

02
02

02

KT, TRUONG PHONG

PHO TRUGNG PHONG
%%Ifll; :{ Phing Vin hia v
Emuil:
puhitthoaison@umgiang gov
EL'W; Huyén Thoai Som,

Tinh An Giang
Chite vy: PR Truimg phing

4.1.1. Céc trang thai xac thuec tai liéu ky so

Trén phan mém PDF

Hinh d@nh hién thi

MO ta

‘ % Signed and all signatures are valid.

Tai liéu da duoc ky s6 va tat ca chit
ky deu hop 1€

Certifed by Pham Céng Thico <thaopc@ca.gevn>, Ban Co
' yéu Chinh phy), centficate issued by Co quan chung thut so
Chinh pha.

Tai liéu da duoc xac thuc boi nguoi
ky

!6 At least one signature is invalid.

Tai liu da dugc ky, tuy nhién it
nhat mot chix ky trén tai liéu khong
hop 1€

The validity of the document certification is
" UNKNOWN. The author could not be verified.

Chtmg thu sé6 RootCA chwa dugc
thém vao kho tin cdy, nén chua xac
dinh dugc trang thay xac thuc cua tai
liéu

451 Atleast one signature has problems.

Co it nhat mot chir ky gap van dé
(Can xem chi tiét thong tin xac thuc
chir ky dé kiém tra tinh xac thuc cua
tai ligu)
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SO THONG TINVATRUYENTHONG
TRUNG TAM CONG NGHE THONG TIN VA TRUYEN THONG

CA4c thong tin kiém tra:

TAP HUAN CHU KY SO

Théng tin kiém tra

MO ta

Théng tin chit ky s6

Trang thai chir ky
Thoi gian ky
Nguoi ky

Chi tiét xac thuc

chir ky

Trang thai tai liéu ’
Trang thai chung thu so ky
Trang thai dau thoi gian trén

Thoi gian kiém tra

Trang thai cac thong tin xac thuyec:

chit ky s6

Thong tn Trang thai MO ta
xac thuc :
Thénghn(:hagak)‘-khanghc‘plé! Chﬁ' ky kh(’jng hO’p Ié (Xéy ra do
B o 0820075041 700 tai liéu da bi thay doi; chimg thu so
e ky khéng hop 1é,...)
Eo— Chtt ky hop 1€ (La chir ky dugc
v g vy ky baoi ching thu so hop 1€, tai liéu
Théi gian ky: 17/06/2020 07:54:41 +07:00 oA 5 . A= N ~ s
Budc ky béi:  Ninh Thi Liudieunt@pki.gov.vn> dl@n tu Chua bl thay dOI Va Chu ky
s duoc cap dau thoi gian).
Thong tin : P gian)

Thénag tin chii ky

®S8  Thai gian ky: 20/03/2019 10:17:25 +07:00

Khéng dui thdng tin xac thuc chil ky!

Budc ky bdi

Nguyén Manh Cudng<nquyenmanhcuong sy

Khong du théng tin xac thuc
chir ky. Chir ky duogc ky baoi ching
thu hop 18, tai liéu chua bi thay doi,
nhung khong duoc cap dau thoi
gian. Qua trinh kiém tra khong thé
két ndi dén dich vy ching thuc ky
s6 cua td chuc cung cap dich vu
chang thuc.

Chi tiét xac
thuc

Trang thai tai liéu:
&/  Tailiéu chua bithay ddi.

\6 Noi dung da ky sd chua bi thay dai. Tai liéu da dudc thém chi

I,  Tailiéu dabithay ddi.

thich, hodc ky sd, hoac thay ddi thong tin trén tnidng nhap liéu.

C4c trang théi cua tai liéu:

- Tai liéu chua bi thay doi

-Noi dung tai liéu chua bi thay
ddi, c6 bd sung thém cac ch thich,
phé duyét, ky sé....

- Noi dung cua tai liéu da bi thay
doi sau khi ky sd.

Trang thai chitng thir so-

Trang thai ching thu so dung
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SO THONG TIN VA TRUYEN THONG

TRUNG TAM CONG NGHE THONG TIN VA TRUYEN THONG

TAP HUAN CHU KY SO

v/ Chingthu sd ky hdp lé.

1, Chlngthu s6 ky khdng hdp Ié: Chiing thu 86 khdng tin cy

dé ky s6

- Chung thu s6 hop 18

-Chung thu sé khong hop lé:
Chung thu sé khong tin cay; ching
thu s6 hét han; ching thu s6 bi thu
hoi; chung thu sé khong do céc to
chtrc cung cép dich vu ching thuc
chit ky s dugc phap luat cong
nhan cép ra.

Trang thai ddu thoi gian:

W/  Dauthdi gian trén chu ky hdp lé.

§,  Chifkykhdng dudc gan déu thdi gian.

L, Déu thdi gian trén chi ky khang hdp Ié

Trang thai dau thoi gian trén chir
ky sb

- D4u thoi gian hop 16

-Chir ky khéng duoc gan dau
thoi gian

-Dau thoi gian trén chir ky
khong hop 1é: C6 thé do di bi sira
do6i, hoic chimg thu sé6 may cha
cap dau thoi ian (TSA) khéng hop
€.

Théng tin déu thdi gian

Dau thdi gian: 17/06/2020 07:54:46 +07:00

Th,o n g tl_n Ching thu s6 may chi cap dau thdi gian
dau thoi May chi cip dSu thdi gian 02
gian

-Dau thoi gian: thoi gian do
may chu cap dau thoi gian (TSA)
cap va duoc gan véi chix ky so.

-Thong tin chuing thu sb may
chu cap dau thoi gian (TSA)

gan dau thoi gian

Néu chir ky khong duogc

Khong hién thi muc nay

4.1.2. Céc thong tin chi tiét xac thuc chir ky

Thong tin xac thuc

M0 td

Document was certified, validity is
UNKNOWN

Tai liéu dugc chung thuc, trang thai
xac thyuc 1a khong xac dinh

Document has not been modified since it
was certified

Tai liéu chua bi thay doi tir khi duoc
Xac thuc

Document has not been modified since
this signature was applied

Tai ligu chua bi thay doi tir khi duoc
Ky so

Signer’s identity is valid

Dinh danh nguoi ky hop 1¢

The signer’s identity is unknown
because it has not been included in your
list of trusted indentities and none or its

Dinh danh nguoi ky khong xac dinh
vi khong c6 trong danh sach dinh danh
tin cay va ching thu so0 co quan phat
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SO THONG TINVATRUYENTHONG TAP HUAN CHU KY SO
<>  TRUNG TAM CONG NGHE THONG TIN VA TRUYEN THONG

parent certicates are trusted indentities | hanh khong c6 trong danh sach dinh
danh tin cay. |

4.1.3. Cac bwoc xac thuc
-Budéc 1: M& tép can xac thuc chir ky bang phan mém vSignPdf.
Thuc hién nhu phan ky sd.
- Budc 2: Xac thuc tung chir ky trén tai liéu
e Chon niit “X&c thwc” trén thanh cong cu caa phan mém

Xac thuc

e Thdng tin xé4c thuc s& duoc hién thi nhu sau

[P p—— .
VO e omt
ml"’---n "'~“l 42 W00
s . h - ‘
CHINH PHU CONG HOA XA HOI CHU NGHIA VIET NAM

Dic lip - Ty do - Hanh phic
S4: 1302018ND-CP Ha Noi, ngay 27 thdng 9 ndm 2018
(o0 s Homnd |
M".:,. »::4.'« (199

NGH] DINH
Quy djnhk chi tiét thi hanh Ludt giso dich di¢n tir
vé chik k§ sb vi djeh vy chimg thye chir ki sb

Cain et Ludt 16 chuie Chinh phii ngay 19 thdang 6 ndm 2015,

Cain cs Ludt giao dich dign tie ngdy 29 thdng 11 ndm 2005

Can cte Ludt cdng nghé thong tin ngdy 29 thing 6 ndm 2006,

Cain cie Lugt phi va I§ phi ngay 25 thdng 11 ndm 2015,

4.2. Thay @6i mat khau (ma PIN)
- Khi tién hanh thay d6i mat khau thi thiét bi USB Token phai duoc
két ndi vao cong USB cua may tinh.
- May tinh da cai dat cac phan mém quan Iy chit ky so.
4.2.1. eToken Bit4ID

£ LR :Z o aa R
- Bwéc 1: Nhap chuét vao biéu tugng & goc phai man hinh va
chon “Bit41D — Quan tri Token”.
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SO THONG TINVATRUYENTHONG TAP HUAN CHU KY SO
TRUNG TAM CONG NGHE THONG TIN VA TRUYEN THONG

Thoat chuang trinh

Bitdid - Quan tri token

Cap nhat kho ching chi sé

-y T0%
G:30 SA

Y®m 7 dx ENG 02-06-2023 E“‘

- Buwéc 2: Chon “Thay d@6i ma PIN”. Cé 2 phién ban phan mém
Bit4ID.

Phién bdn cii Phién bdn mgi
[ itdid PKI Manager - (m] X 44 Bit4id PKI Manager (1.4.10.764)
Tép Congcu Hétro Cécthiét bi da dugc két ndi
18l pC Ding nhiy PR VA Token . = —
» MyToken [bitdid TokenME EVO 11 0] =l BRI e
Sl Thing fn it bi Chingthurss
i
— Baudos bitdid TokenME EVO v20
Thay d6i ma PIN i E—
 MokndamiPIN sossi iz
— ——
Thay 461 tén USB Token — e |
Wiy miu SeciD-FT1 |
Trang théima PIN W& PN ding
2 Trang thdi ma PUK MaPUK ding
Truéng Gia tri Toag b nhs 144K
Gigi thiéu MyToken B830h6 tréng 87440
Serial number B002755
Manufacturer NXP
Model SecID P60
Trang thdi ma PIN M3 PIN ding
Trang thai ma P... Ma PUK ding
Téng bé nhé 144000
Bonhétréng 48236 /Gc‘
powered
by

Tién hanh diang nhap va s& hién thi mot sé thong sé va thong tin co
ban cta chir ky so:
e Chu so hitu chit ky so.
e Thoi gian hiéu luc
e Thong tin lién quan dén cha s hitu chix ky s6 bao gom: email,
don vi cong tac,.....
e Sb hiéu chimg thu sb
e Serial number,....
- Buwéc 3: Tai khung hién thi thay d¢6i ma PIN tién hanh nhap “M3
PIN cii”. Nhap mat khau méi vao 6 “Ma PIN méi” va “Nhap lai ma PIN méi”.
Sau khi nhap xong nhan “Péng y” (hoic “OK”) dé x4c nhan su thay doi trén.
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Phién ban ci Phién ban mai

Thay dai ma PIN

: Thiét bi: bitdid TokenME EVO v2 0
Thay déi ma PIN X f o e
- e 4 dai ngan nhat/dai nhat: 4- 16
< . Nhap ma PIN ci
Mapmm xxxxxxxx

Trang théima PIN M3 PIN ding

M§ pIN méi xxxxxxxx
D6 dai t5i thifu: 4 Nhap m& PIN mdi
Do dai toi da: 16 sssaneEm
Nhap lai m3 PIN méi Nhap lai m3 PIN mdi
== - = - LITTITTYY]
Pong y Hay bo
Chuy:

- Mdt khdu méi phdi ¢6 du dé dai it nhdt 4 ky tw va téi da 16 ky tr.

- Nguoi sir dung phdi nhé ky mat khau cia minh.

- Theo mdc dinh cua thiét bi USB Token, nguwoi dung nhdp sai mat
khau lién tiép qua 10 lan thi USB Token sé ti dong khda va nguwoi dung sé khong
the tiép tuc sur dung dwoc USB Token.

- Pé mé khoa thiét bi nguoi sir dung phdi lién hé va chuyén thiét bj
Vé cho cdc co quan dang ky dé thyc hién mé khoa.

4.2.2. eToken Safenet (Twong tu nhu Bit41D)

4.3. Cai @it Add-in chuyén déi tai liéu Office sang PDF
Chu y: Néu trén may tinh cia ngwoi dung da cai dat MS Word 2007
ma chira ¢6 Add-in chuyén doi tir tép Word sang PDF thi chwong trinh sé tién hanh
cdi dat Add-In nay. Néu trén mdy tinh da cai dit Add-in, chirong trinh sé tw déng
bo qua buoc
Trong tap tin tai vé cua phan mém vSignPdf bao gom:
e Cong cu chuyén d6i MS Office sang file PDF
(saveaspdfandxps.exe).
o (Cac file cai dat .NetFramwork (thu muc dotnetfx).
e File cai dat phan mém vSignPdf (vSignPdfSetup.msi).

dotnetfx 22-06-2020 10:17 54 File folder

M5 Office 2007 Save as PDF or XP5S 22-06-202010:18 SA File folder

Tai ligu HDSD _v1 24-10-2022 8:28 SA Foxit PDF Reader ...
ﬁ whignPdfSetup 22-10-2022 2:42 CH Windows Installer ...
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Chon thu muc “MS Offi‘ce 20027 Save as PDF or XPS”. S€ c6 2 thu
Muc tuong ung véi 2 phién ban hé dieu hanh Windows la 32bit va 64bit. Chon hé
diéu hanh va tién hanh cai dat bang cach chay file “saveaspdfandxps.exe”.

Macrasolt Save o POF or XS Addn Tor 2007 Microselt Ofifice prograens

Yons mapt scoapt B Mcroslt Solbwars Liosraw Terms i oder (o cotbirs B it stion

PLEASE NOTE: Mrosolt Corpdr abon (0 based on wiviri wou bve, o of 5 SiTRates) ienses e =1
supplemect o you, You mery use o copy of this susplement with sach vaidly ksnsed copy of Metosoft 2007
Otfice Sy<ten Deshtog: Appicabion softmars (the “zoftwara™). You may not e the Sioplerent £ ywou da rot
hvvr & btenpa for e softmn, The Kadse teoent [or B 408 twirs apely 10 pour uae of thy sggdorsent.

To read the kenss tovve, 0o bo the Melo® many 1 Ere softiaars, Microsoft provedes supoort seraces for

I ApionEnd 25 00s0 DU oL wiaw, SUDDOF L IO DL COMMONMON It ermancnal asoy,

BRADOS2 RIN ATL_S8 EN

=
7 i feve o ecest the Motedks Scftmare Licarce Tems. ontroe |

- Trén cira sd tiép theo, tich chon “Click here to accept the
Microsoft Software License Terms”, va click “Continue”.
- Qua trinh cai dat bat dau.

Microsoft Save as PDF or XPS Add-in for 2007 Microsoft Office progr...

[d] Please wait while ‘Windows configures Microsoft Save as PDF or XPS
[ Add-in for 2007 Microsoft Dffice programs
Iﬁv

Cancel l

- Thdng bao hién ra va qua trinh cai dat thanh cong.

Microsoft Save as PDF or XPS Add-in for 2007 Microsoft Office progr... B3

The installation is complete.
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4.4. Mot sb 16i thwong gip va hwéng din khic phuc:

Thong tin & Hinh dnh thdng bao 14

Gidi thich & Cach khdc phuc

m X thape chil ky (Signatune1) =

Thibrg b el ki
Khéng dithiing tin xac thye chil kil

A ‘Thii gian ky- 13/08/2020 08:13:15 +07:00
Bucc k' bdi: - Nouyen Vin Vananan@anciang gow m
Chibidt e e
o Télldu chua bithay 441
o Chingthui si ky hop .
Fy Chil ky khéng duids gan déu thi gan.

Thési gian kiSm tra. 13082020 08:15.15 0700

Léi Ky S6 chwa gdn ddu thoi gian

Khic phuc: Kiém tra lai cai dat dich
vu ching thuc, duong link dau thoi
gian trén vSignPdf.

e hitp://tsa.ca.gov.vn

e http://ca.gov.vn/tsa

Léi driver diéu khién thiét bi hogc
cai nham driver diéu khién thiét bi.

Khiic phuc: G& bo va cai dat lai phan
mém quan ly VGCA cho dang thiét bi
(Safenet hoac Bit4ID)

Léi khong nhgn thiét bi chimg thir
So

Khic phuc:

-L6i driver: g bo cai lai driver
dung thiét bi USB Token.

-L&i thiét bi: kiém tra thiét bj trén
may khéc.
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=
=

7/ =]

Unabie 1o cast COM object of type

MO0t OfficeInterop WOrd Appicatoniiass 1o ntetae
pe Mucrotoft. Office Interop. Word._Apphcation . Thvs
operation faded Decaune the Queryinterface call on the COM
COnponent 10¢ the interface with 1D

1000209 70-0000-0000-C 000 LO00C000004E, 12863 Sue 0 the
followang error: Libeary not regutered. (Excephion from
HRESULT: Ox30028010 (TYPE_E_LIBNOTREGISTERED)

o]

Iﬁw Qud trinh chuyén 86 X

Léi Microsoft Office

Khic phuc: G& b6 va cai dat lai phan
mém Microsoft Office.

Ky 58 ti fidu
Théng tin ngudi ky:

{Ban Qun Iy dy én D3u t va Xay dung khu vic<bangl v| &/
Thing tin ching thu s5
Chi 33 hiu: Ban Quin Iy dy én D3utuva Xy dungkhuwic..  Chitid
Ca quan cdp phit: Co quan chung thuc so Chinh phu
This gan hidu huc: T 22/04/2020 dén 24/07/2022
Tinh trang: Ciing thu 56 hdp 1

Hidn thi chil ky

lest v
= N B
Ngudi ky: Baa Quila I 87 din Bc o vi
Xiy Sing khe vt
Emad:
bangidacod.chavdocBangang gov.vn

G

Co quars Tioh An Garg
This gian kys 04.06.2021 10:21:44 07200 |

Budng din tép da dudc ky s6
Di\Testsigned pdf

o

i L6 : Invad provider type
| J‘ specfied.

[sin sing

Léi phan mém

Khic phuc: G& bo va cai dat lai phan
mém quan ly VGCA, phan mém ky
s6 vSignPdf cho ding thiét bi USB
Token.

! Ky 56 tai liu = ‘

Thong tin ngudi ky:

\Ban Quan ly Du én d3u W va Xay dung<bangldadtxd.c v] ol
Théng tin ching thu s&
Cho 56 hiiu: Ban Quan Iy Du 3n d3u tu va X3y ding<bangd...  Chitié..,
Cd quan c8p phét: Co quan chung thuc so Chinh phu
Théi gian hiéu kic: Tu 26/07/2019 dén 25/07/2022
Tinh trang: Chiing thu s8 d3 bi thu hdi

Hin thi chiiky
|test =
e ky: Ban Quin by Dy én &y 22 vd
Xy dyng
Email;
bangkiadod.chaudoc@angiang.gov.vn
Co quan: Tinh An Giang
1 That gn ky: 04,06,2021 08:33:51 +07:00
Budng dén t&p da dudc ky s6
DATestsigned.pdf I

Trang théi CTS: Ching thu s& d3 bi thu héi

Léi chitng thw sé bi thu héi (hét
han)

Khic phuc:

- bang ky lai USB Token.

- Cap nhat lai file Cert mgi nhat va
ding don vi (file cert dugc BCY
Chinh phu gui vé sau khi dé nghi gia
han hoic thay doi thong tin).
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i S e s Sy e S e s e

) a1 (=)
Trong w2 by

Phoeg N wpnon abehi@upeg oo v v
Trgw gt o
D of N Ping MO vy Srese. Paf avBwOw g v 55" 1
£ 0w 0 A T uw g Tas e Dwe
T g b e TS RTT 0N A 03T RN
ot v ONrg B o g Bune wllen wa e Sl

Léi ngbn ngé

Théng tin ngudi ky:

UY BAN NHAN DAN XA PHU LAM<phulam@angian: v /4y
Théng tin chiing thu s&
Chis 83 hiiu: UY BAN NHAN DAN XA PHU LAM<phulam@a...
Cd quan cap phat: CA phuc vu cac cd quan Nha nudc G2
Théi gian hiéu hic: Ti 26/12/2022 dén 25/12/2027
Tinh trang: Chiing thu sd khéng tin cdy

Chi tiét.

Hién thi chd ky
Nauyén Van Bnh v

LR
PR 7L

Nguti ky: UY BAN NHAN DAN XA PHU
LAM
= Emai: phelamBangiang.gov.vn
3 Ca quant UY BAN NHAN DAN HUYEN 1
& PHU TAN, UY BAN NHAN DAN TINH
R AN GIANG
Thai gizn key: 11,01.2023 09:18:12 +07:00

Buding dan tép da dugc ky s6
[c\Users\Admin\Downloads\02-T Tr-CAT-PCO6_1.si

:“Béng

Trang thai CTS: Chimg thu s6 khéng tin cdy

N ey,
— i | Khac phuc: Chinh lai ngdn ngir hé
thong. Vao Control Panel — Region
— Vietnamese
Ouing ol o A8 Gusc &y 38 ;
D\ Toav e mo'\GM ranhh 9 M sgred pof
A rvemeeees ([Taw | [ o
b ey
_"T___K_)'r 56 tai lieu e
Théng tin ngudi ky:
TRUGNG TRE EM KHUYET TAT<treemkhuyetiation v «/
Thang tin chiing th 53 . T -
5 56 hiu- TRUONG TRE EM KHUYET TAT = i L \ H 4
S il i e Loi dwong link xac thuc TSA
Thai gian hiéu luc: TU 27/10/2020 dén 26/10/2025
Tinh trang: Chiing thu 88 hap i , L .
o Khac phuc: Kiém tra duong link
Hign thi chil ky X Ko ; A 4 4
Tring T8 en @t i Garg két noi TSA dé chtng thyc. Co 2
D duong link dé kiem tra:
e tsa.ca.gov.vn
, e ca.gov.vn/tsa
Dudng din tép d3 dugc ky s&
[D \Van ban di\01 (04-01-2022) QD tuyen dung Phuonl
(R Ao i ) Bong
Ky <6 tai lidu X

Léi phan mém ky sé vSignPdf

Khic phuc: G& bo va cai dit lai
phan mém ky so6 vSignPdf mai.
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Léi danh sach chizng thw bj thu héi

Khic phuc: Kiém tra lai két ndi
trong phan danh séch lién két voi 2
link:

e http://ca.gov.vn/pki/pub/crl/cp.crl
e http://pub.ca.gov.vn/pki/pub/ctl/cp

.crl

Wiindows Security X

Smart Card n

Select a smart card device i

NXP IAS 1
Bitdid TokenME EVO v2 0
The smart card cannot perform the requested

operation or the operation requires a different
smart card,

Léi phan mém Bit41D

Khiic phuc: G& va cai dit lai phan
mém Bit41D
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