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1. Tin tiec An toan thong tin

- Chién dich tAn cong APT: Nhém APT29 sir dung (ng dung nhén tin Zulip
dé che gidu may chu C&C trong chién dich tin céng hra dao (Phishing).

- Canh bao: Chién dich LABRAT st dung 15 hng trong GitLab dé tan cong
Cryptojacking va Proxyjacking.

2. Piém yéu, 16 hong
- 632 16 hong duoc céng bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vu phé bién tai Viét Nam.

3. So liéu, thong ké
- Tan cong DRDoS
- Tan cong Web

- T4n cdng lira ddo nguoi dung Viét Nam: 314 trudong hop lira dao do ngudi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn




NCSCX

National Cyber Security Center

Tin tiec An toan thong tin

“Chién dich tAn cong APT: Nhém APT29 sir dung éng
dung nhan tin Zulip dé che giau may chi C&C trong

chién dich tAn cong lira dao (Phishing)”’

Mot chién dich tin cong dang dién ra nham vao
dai sir quéan cua céc quéc gia thuoc NATO c6 dau hiéu
lien két téi dbi tugng tan cdng tai Nga.

Chién dich tan céng Phishing sir dung vian ban
PDF véi ndi dung ngoai giao dugc sir dung dé lay
nhiém ma doc Duke, ¢ lién két téi nhém APT29 (hay
con duoc biét dén voi tén goi BlueBravo, Cloaked
Ursa, Cozy Bear, Iron Hemlock, Midnight Blizzard
va The Dukes)

Theo chuyén gia bao mat, dbi twong tan cong str
dung tng dung Zulip 1dam may chi C&C dé hoat
dong, nham giam thiéu nguy co bi phat hién thong
qua viéc an minh sau cac luu lugng web hop phép.
Chudi lay nhiém duoc mé ta nhu sau: file PDF duogc
nhung code JavaScript thuc thi mot quy trinh da giai
doan dé cai vao mot backdoor duy tri trén mang ludi
bi xam nhap.

Viéc sir dung chii dé nay caa APT29 di ting duoc
ghi lai trong chién dich tan cong gia danh dai s&r quan
Na Uy trudc d6 nham truyén di payload DLL c6 kha
nang két ndi téi may chu tir xa dé tai xudng thém
payload bb trg.

Domain “bahamas.gov[.]bs” dugc st dung trong
ca hai bd xam nhap cang gop phan cang ¢ su lién két
giira 2 chién dich nay.

Nguon: https://thehackernews.com/2023/08/russian-

hackers-use-zulip-chat-app-for.html

Néu nguoi dung mé 1én file PDF, mot dropper
HTML doc hai VoI tén
“Invitation_Farewell DE_EMB” duoc khoi chay dé
thuc thi JavaScript tai xudng file ZIP, file nay chira
HTML Application (HTA) dugc thiét ké dé trién khai
ma doc Duke.

May chi C&C str dung API cuaa Zulip giri di cac
thong tin caa nan nhan téi mot phong chat tao bai ddi
tugng tan cong (toyy.zulipchat[.Jcom) déng thoi ciing
la chi huy tir xa cAc may chu bi xadm nhap

Ngoai ra, mot file PDF khac con duoc tim thay
va dugc nghi 1a dung dé tham do hoac phuc vu muc
dich thir nghiém ctaa nhém APT29.

Muc tiéu chinh caa nhém tin cong APT29 Ia
nham vao chinh pha, cac bén ¢ hop dong véi chinh
phu, t6 chac chinh tri, vién nghién ciiu va cac nganh
cong nghiép quan trong tai My va Chau Au.

Dién bién nay duoc cong bé khi mot cong ty bao
mat dua ra canh bao vé hinh thirc tan cong Phisihing
nham vao céc té chire thuoe Ukraine sir dung bo tool
hau khai thac ma ngudn mé - Merlin. Hoat dong nay
dang dugc theo doi dudi ma UAC-0154.

Mot s6 ma doc con bao gdbm NETD nham dam
bao duy tri, DROPBEAR dé thiét lap két néi tir xa,
STL dé thu thap di liéu tir hé thdng vé tinh Starlink,
DEBLIND dé trich xut dir ligu va ma doc Mirai
botnet. Ngoai ra, trong chién dich tin cong con sir
dung dich vu 4n TOR dé truy cap thiét b trén mang
LAN thong qua Internet.


https://thehackernews.com/2023/08/russian-hackers-use-zulip-chat-app-for.html
https://thehackernews.com/2023/08/russian-hackers-use-zulip-chat-app-for.html
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Tin tiec An toan thong tin

“‘Canh bao: Chién dich LABRAT sir dung 15 héng trong
GitLab dé tin cong Cryptojacking va Proxyjacking’"

Gan day, chién dich tin cong mang LABRAT
d3 bi phat hién véi dong co tai chinh, bang cach khai
thac 16 hong Nghiém trong ton tai trén GitLab trong
chién dich tan cong Cryptojacking va Proxyjacking.

Theo chuyén gia bao mat, d6i twrong tan cong
str dung Signature - Based, phan mém doc hai da nén
tang, céng cu C&C vuot qua tuong ltra va rootkit
dua trén kernel dé che giau su hién dién caa minh.
Déi voi may chu C&C, ddi twong tan cong lam dung
dich vu ciia TryCloudflare dé che gidu di may chu.

Hinh thtc tin cong Proxyjacking cho phép ddi
tugng tan cong thué mot may chu bi xam nhap trén
mang proxy, tir d6 kiém duoc tién tir biang thong
khong sir dung. Cryptojacking 1a hinh thuc tan cong
cho phép dbi twong sir dung céc tai nguyén hé théng
dé phuc vu téc vu dao tién 4o.

Mot diém dang cht y cua chién dich 1a viéc sir
dung céc tép nhi phan duoc viét bang Go va .NET
dé tranh bi phat hién, két hop thém kha ning cung
cap truy cap backdoor ciia LABRAT. Qua d6 mé ra
hudng di cho cac cudc tan cong tiép theo, danh cip
dir liéu va thuc hién tn cdng ransomware.

Chudi tin cong bit dau bang viéc khai thac 15
hong CVE-2021-22205 (biém CVSS: 10) cho phép
d6i twong tan cong thyc thi ma tir xa da va dang dugc
str dung dé trién khai bo dao tién a0. Khi xam nhap
thanh cdng, mot tép script dropper shell s& dugc tai
vé tir may chiu C&C nham thiét lap tinh lién tuc, thyc
hién leo thang dic quyén va tai thém cac tép nhi phan
bé tro tir kho dit liéu riéng tu cua GitLab.

Trong chién dich LABRAT, ddi twong tan cong da
sir dung dich vu TryCloudflare dé diéu hudng két ndi
tdi mdt web server chira t€p script shell doc hai.
TryCloudflare 1a mt cong cu mién phi dung dé tao mot
Cloudflare Tunnel ma khéng yéu cu thém trang web
vao DNS ciia Cloudflare. N6 khoi chay mot tién trinh
tao ra cic subdomain ngiu nhién trén
trycloudflare.com, qua d6 cong khai tai nguyén chua st
dung 1&én mang internet cong khai.

Su phat trién nay 1am gia ting viéc lam dung dich
vu Clouflare dé trién khai cac kénh lién lac kin tir may
chu bi x4m nhép va quyén truy cap chinh t6i mang cua
nan nhan.

Trong bién thé thir hai cua cudc tin cong, ddi
tugng tin cong di sir dung may chu Solr thay vi
TryCloudflare dé tai xudng mot ban khai thac cho
PwnKit (CVE-2021-4034) tir kho dit liéu GitLab nham
leo thang dic quyén.

Mot sb payload tai xudng boi script dropper gom
c6 tién ich ma ngudn Global Socker dé tao két ndi tir
xa, cung voi cdc t¢p nhi phan thuc hién Cryptojacking,
Proxyjacking thong qua dich vu IPRoyal va ProxyLite.
Qua trinh dao tién 4o duoc che gidu bdi rookit trén
kernel véi tén “hiding-cryptominers-linux-rootkit”.

Ngoai ra, con c6 mot tép thuc thi dua trén ngbn
ngit 1ap trinh Go, duoc thiét ké dé duy tri két ndi va tat
tién trinh hodc phién ban cii hon cta chinh né, nham tdi
vu hoa viée sir dung tai nguyén cua thiét bi cho viéc
khai théc tién 4o.

Nguon: https://thehackernews.com/2023/08/new-labrat-campaign-exploits-gitlab.html



https://thehackernews.com/2023/08/new-labrat-campaign-exploits-gitlab.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 632 15 hdng, trong d6 ¢6 120 15 hong
muc Cao, 113 16 héng muc Trung binh, 04 15 hong
muc Thap va 395 16 héng chwa danh gia. Trong d6
c6 it nhat 113 15 hdng cho phép chén va thuc thi ma
Iénh.

Hé thong k¥ thuat caa Cuc ATTT chi dong ra Mgt sé 16 hong trén céac sdn pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, théng pha bién tai Vigt Nam:
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
lén dén ngudi ding & Viet Nam: Nhém 18 18 héng - Linux : CVE-2023-40283, CVE-2023-4385, ..
trong Apple, Nhém 05 15 hong trong Linux, Nhém 62
16 héng trong Google, Nhém 81 156 héng trong

- Apple: CVE-2022-48503, CVE-2023-28918, ...

- Google: CVE-2023-21273, CVE-2023-21229, ...

Wordpress, Nhom 56 lo hong trong Intel, Nhom 0210 _ wordpress: CVE-2023-3452, CVE-2023-4293, .
hong trong Apache, Nhom 06 16 hong trong IBM.
Thong tin chi tiét vé mot s6 16 hong trén cac san - Intel: CVE-2023-25775, CVE-2023-29887, ...

pham/dich vu phé bién tai Viét Nam cu thé nhu sau:
- Apache: CVE-2023-40272, CVE-2023-40037

- IBM: CVE-2023-35009, CVE-2023-35893, ...
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Thong tin diém yéu, 16 hong

San = 1X; A A P £ . .
TT pham/ dich vu Ma loi quoc te M0 ta ngan Ghi chu
CVE-2022-48503 Nhém 18 15 hong trong Apple cho phép
CVE-2023-28198 | doi twong tan cong thuc hién leo thang dac | Chua 6 thong
1 Apple CVE-2023-32358 | duyen, thuc thIA ma tur xa_,A thu,c h‘|¢n tin xac; nhe:m va
Spoofing, truy cap va thuc hién cac hanh ban va
dong trai phép.
CVE-2023-40283
CVE-2023-4385 Nhém 05 16 hng trong Linux (kernel) cho | ba c6 thdng tin
2 Linux CVE-2023-4387 phép ddi twong tin cong truy cap va thuc | xac nhan va ban
hién cac hanh dong trai phép. va
CVE-2023-21273 ] o ) o
Nhom 62 10 hong trong Google cho phép | Da c6 thong tin
3 Google CVE-2023-21229 | 44 tuong tan cong leo thang dic quyén, | xac nhan va ban
CVE-2023-21231 | thuc thi mé tur xa. va
CVE-2023-3452 Nhom 81 16 héng trong Wordpress cho
CVE-2023-4293 | Phép doi tuong tan cong tr?uc E!ﬁ"” N1 b3 c6 thang tin
4 Wordpress cong leo thang dac quyen, thuc thi ma tir| .. pon ' s'han
CVE-2023-3958 xa, thuc hién tan cong XSS, thyc hién tan Vi
cbng CSRF, thuc hién tan céng SQL
Injecton.
CVE-2023-25775 . ’
CVE-2022-29887 Nhom 56 16 hong r‘[]ron%_lntel cho phép doi D c6 thong tin
5 Intel tuong tan cbng thuc hién leo thang dac w&C nhan VA ban
CVE-2023-27515 quyen khai thac 156 hong XSS, thuc hién Vi
tan cong tir chdi dich vu.
CVE-2023-40272 | Nhom 02 I§ hong trong Apache cho phép | Chua c6 thong
6 Apache CVE-2023-40037 d91 u{qng 'Ean cong trgy cap va thuc hién | tin xas: nhaim va
cac hanh dong tréai phép ban va
CVE-2023-35009 | \pom 06 15 hong trong IBM phép ddi
CVE-2023-35893 | tugng tan cong thuc thi ma tir xa, leo thang | D3 c6 thdng tin
7 IBM CVE-2023-35011 dac quyen, thuc hién tan cong tur choi dich | xac nhan va ban
vy, truy cap va thuc hién cac hanh dong va
trai phép.
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

~ - Biéu dd théng ké thiét bi theo cong dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phat tan tan cong DRDoS. Trong tuan c6 szom

49.587, (giam so Véi tuan truéc 50.652) - Z
thiét bi c6 kha ning bi huy dong va tré o

thanh nguon tan cdng DRDoS. Céc thiét ool

bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dusi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 130 truong hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 122 truong hop tin cong hra
dao (Phishing), 08 trudng hop tan cong
cai cdm ma doc.

Théqg ké tan cong vao
trang/cong thong tin dién tir
cua Viet Nam

Cai ma doc i

Lira dio (Phishing) 122

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. // |
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .
Trén thé gisi ¢ nhiéu céc trang web gia
mao céc t6 chic, doanh nghiép, nha
cung cap, dich vy 16n nhu: Cac mang x4

Danh sach IP/tén mién ddc hai c6 nhiéu két noi

hoi, ngan hang, thu dién tu,v.v...Viét
Nam c6 nhiéu nguoi ding céc dich vu,
ting dung nudc ngoai (ca mién phi va
tinh phi) nhu cac mang xa hoi, Payment,
Apple, Paypal,v.v... vi vay nguoi dung
can phai hét sic canh giac véi nhing
trang web gia mao dé danh cip tai
khoan.

tir Viét Nam

differentia.ru; 8887 IP

xjpakmdcfuge.ru: 45 IP

disorderstatus.ru: 2971 IP

xjpakmdcfuge.in: 44 IP

atomictrivia.ru: 1398 IP

restlesz.su: 214 IP

xjpakmdcfuqe.biz: 171 IP

amnsreiuojy.ru: 238 IP

xjpakmdcfuge.com: 52 IP

hzmksreiuojy.ru: 48 IP
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Tén cong lira ddao nguoi ding Viét Nam

Trong tudn da c6 314 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khéng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop ltra dao gia mao website ctiia ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 mkg283868.com Website gia mao san TMDT Lazada
2 Skd951.1-"°'f“ Website gia mao san TMDT Shopee
shopeelive.site
3 dhte11.com Website gia mao san TMDT Tiki
4 ama-zon-sc.cc Website gia mao Amazon
internetcapquang.com.vn
5 tongdaltruyenhmh_cap68h.on!lne Website gia mao SCTV
trungtam-truyenhinhcap.online
dichvutruyenhinh.info
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tire an toan théng tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thong Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tn cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh do6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé thong mang néu c6 dau
hi¢u két ndi dén cac tén mién doc hai ma Cuc ATTT da chia sé.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhdn thirc ban thin va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




