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1. Tin tiec An toan thong tin

- Chién dijch tan cong APT: Kham pha cudc khung hoang gian diép mang kéo
dai nhiéu nam tai cac Dai st quan nudc ngodi & Belarus.

- Canh bao: Cac trung tam dit liéu co nguy co bj tan cong bai nhiéu 15 hdng
bao mat trong cac san pham cta CyberPower va Dataprobe.

2. Piém yéu, 16 hong
- 871 15 hong duoc céng bd va cap nhat.

- 07 15 héng, nhém 16 hong trén cac san pham/dich vu phé bién tai Viét Nam.

3. So liéu, thong ké
- Tan cong DRDoS
- Tan cong Web

- T4n codng lira ddao nguoi dung Viét Nam: 365 trudong hop lira dao do ngudi
dung Internet Viét Nam thdng béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuan tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tAn cong APT: Kham pha cudc khiing hoing
gian diép mang kéo dai nhiéu niam tai cac Pai sir quan

, - o 7
nwéc ngoai ¢ Belarus

Nhom tin cong APT MoustachedBouncer hoat
dong tai Belarus ké tir nam 2014, d thuc hién cudc
tan cdng nham vao cac Pai st quan nudc ngoai. Theo
cac chuyén gia bao mat, MoustachedBouncer da co
thé thuc hién cac cudc tan cong adversary-in-the-
middle (AitM) (tin cong danh cap thong tin) & cap
ISP dé xam nhap vao nhiéu muyc tiéu trong pham vi
cua Belarus.

Nhom nay duge cho 14 ¢6 lién quan dén lgi ich cua
Belarus va c6 kha ning st dung hé théng nghe 1én
hop phap nhu SORM d thyc hién cac cudc tan cong
AitM, ddng thoi trién khai cac cong cu khac nhu
NightClub va Disco. Hién tai, vector lay nhiém cua
NightClub chua dugc 1am rd con Disco lay nhiém qua
tan cong AitM.

Ca 2 framework ma doc Windows trén déu hd tro
cac plugin gian diép bd sung bao gom chie nang chup
anh man hinh, ghi 4m, va dénh cép tap tin. Mau cii
nhat cioa NightClub dugc phat hién vao ngay
19/11/2014, khi duoc tai 1én VirusTotal tir Ukraine.

Tir thang 06/2017, ¢6 it nhat 04 qudc gia c6 dai str
quan duoc ghi nhan bi anh huong bai chién dich tin
cbng cta MoustachedBouncer. Nhém nay dugc cho
Ia hop tac cung nhdom APT Winter Vivern (hay con
goi 1a TA471/UAC-0114), day 1a nhém da ting tin
cdng vao c4c quan chirc chinh pha tai chau Au va Hoa
Ky.

Ngudn:

Nhém MoustachedBouncer tan c¢éng muc tiéu
bang cach diéu chinh truy cap Internet cia nan nhan
& cip ISP dé khién Windows tin rang thiét bi hién
dang nam sau mot Captive Portal. i véi cac dai IP
bi tan cong, lwu lugng mang bi sira dbi tai tang ISP va
URL bi diéu huéng téi mot Window Update URL gia
mao.

Nhém MoustachedBouncer tin cong bang céch
khién nan nhan truy cap vao trang web gia mao, thic
day cai dat bao mat qua mot chuong trinh "Windows
Update” tai xudng may tinh va cai dit mot nhiém vu
tai xudng cac plugin, md rong chic ning cua Disco,
bao gom chup anh man hinh, thuc thi Iénh
PowerShell, va cai dat reverse proxy.

Diém dang chu y cua plugin 12 viéc sir dung giao
thirc Server Message Block (SMB) dé thu thap va guri
dir liéu vé& méy chu diéu khién (C&C), khéng thé truy
cap qua Internet, tao tinh bén bi cho ha tang tan cong.

Ngoai ra, trong chién dich tan cong vao thang
01/2020 st dung dropper C# 1a SharpDisco dé trién
khai 02 plugin théng qua reverse shell, muc tiéu la liét
ké cac 6 dia két ni va trich xuét file.

NightClub framework con sir dung dropper dé
khoi dong thanh phan diéu phdi thu thap va guri di cac
tap tin muc tiéu bang giao thirc SMTP. Cac phién ban
sau cua NightClub, phat hién vao nam 2017 va nam
2020, str dung keylogger, thu &m, chup anh man hinh
va cbng sau backdoor sir dung DNS-tunneling.

Céc nha nghién ciru bao mat tin rang NightClub
dugc sir dung trong truong hop khdng thé chin luu
lwong & cap ISP, nhu khi sir dung VPN ma hoa dau
cudi dé dinh tuyén luu lwong mang dinh tuyén ra
ngoai Belarus.

https://thehackernews.com/2023/08/researchers-uncover-decade-long-cyber.html
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Canh bao: Cac trung tam dir liéu c6 nguy co bi tan cong
béi nhiéu 16 hong bao mat trong cac san pham caa

CyberPower va Dataprobe"

Nhiéu 16 hong bao mat anh huong téi phan
mém quan 1y co so ha ting trung tam dit liéu (DCIM)
PowerPanel Enterprise cua CyberPower va san
pham don vi phan phdi dién (PDU) iBoot cua
Dataprobe. Hai nén tang quan ly di liéu tap trung
nay c6 thé bi dbi twong tin cong khai thac dé chiém
doat quyén truy cap trai phép, qua d6 gay ra thiét hai
nghiém trong t6i méi trudng hé thng.

C6 téng cong 9 16 hong da duoc xac dinh, tir
CVE-2023-3259 t6i CVE-2023-3267, mirc d6 anh
huong tir Trung binh dén Nghiém trong véi diém
CVSS tir 6.7 téi 9.8. Céc 16 hong nay cho phép ddi
tuong tan céng tat nguon toan bo trung tam dit licu
va xam nhap vao hé théng dé danh cap dir liéu hozc
thuc hién cac cudc tan cong quy md 16n.

Ngoai ra, chuyén gia bao mat con canh béo rang
ca hai san pham trén con bi anh huong bai cudc tan
cong chén ma tir xa, dugc tan dung dé cai mot
backdoor hoic diém truy cap toi mang ludi cua cac
thiét bi két néi véi trung tm dir lieu va hé thong
doanh nghiép.

Phat hién vé 15 hdng dugc cong bd tai hoi thao
DEF CON dién ra vao ngay 12/8. Danh sach cua 15
hdng ciing da dwoc d& cap toi ¢ phién ban 2.6.8 cua
phan mém PowerPanel Enterprise va phién ban
1.44.08042023 ctia phan mém iBoot PDU.

Danh sach cu thé cua cac 16 hong gom co:

Dataprobe iBoot PDU:

o CVE-2023-3259 (Piém CVSS: 9.8) — Cho
phép ddi tuong tin cong thuc hién tdn cong
Bypass.

e CVE-2023-3260 (Piém CVSS: 7.2) — Cho
phép dbi tuong tin cong chén mi vao OS dan
téi1 thye thi ma tir xa.

e CVE-2023-3261 (Piém CVSS: 7.5) — Cho
phép ddi tugng tan cong giy ra 156i buffer
overflow dan t6i tAn cong tu chdi dich vu DoS.

e CVE -2023-3262 (Piém CVSS: 6.7) — L5 hong
hard-coded credential

e CVE-2023-3263 (Piém CVSS: 7.5) — Cho
phép dbi tuong tin cong thuc hién tan cong
BypassCyberPower PowerPanel Enterprise:

o CVE-2023-3264 (Piém CVSS 6.7) — L hong
hard-coded credential CVE-2023-3265 (Diém
CVSS 7.2) — cho phép ddi twong tin cong thuc
hién tdn cong Bypass

e CVE-2023-3266 (Piém CVSS 7.5) — Cho phép
dbi twong tin cong thyc hién tin cong Bypass

e CVE-2023-3267 (Piém CVSS 7.5) — Cho phép
dbi twong tdn cong chén ma vao OS dan t6i
thue thi ma tir xa.

Khai thac thanh cong cac 16 hong nay c6 thé anh
hudng truc tiép t6i viée trién khai ha tang quan
trong dya vao trung tam dit liéu. P4 twong tin
cong co thé tit hé théng chi véi mot 1an nhan nut,
tién hanh tan cong ransomware, DDoS hodc wiper
trén dién rong cling nhu thyc hién cac tac vu gian
diép mang.

Ngudn: https://thehackernews.com/2023/08/multiple-flaws-in-cyberpower-and.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 871 15 hdng, trong d6 c6 304 15 hong
muc Cao, 215 16 héng muc Trung binh, 03 15 hong
muc Thap va 349 16 héng chwa danh gia. Trong d6
c6 it nhat 130 15 hdng cho phép chén va thuc thi ma
Iénh.

Hé thong k¥ thuat caa Cuc ATTT chi dong ra Mgt sé 16 hong trén céac sdn pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, théng pha bién tai Vigt Nam:
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
I6n dén nguoi dung & Viét Nam: Nhém 74 15 hong - Linux: CVE-2023-4128, CVE-2023-4147, ...
trong Microsoft, Nhém 04 16 hong trong Linux,
Nhom 38 156 héng trong Google, Nhém 77 16 hong

- Microsoft: CVE-2023-21709, CVE-2023-35385, ...

- Google: CVE-2023-33913, CVE-2023-20783, ...

trong Wordpress, Nhém 15 16 hong trong Zoom, _\yorgpress: CVE-2023-3452, CVE-2023-2843,...
Nhom 51 16 hong trong Apache, Nhom 03 16 hong

trong Cisco. Thong tin chi tiét vé mot s6 16 hong trén - Zoom: CVE-2023-36534, CVE-2023-39216, ...
cac san pham/dich vu phé bién tai Viét Nam cu thé

- Apache: CVE-2023-39508, CVE-2023-37581, ...
nhu sau:

- Cisco: CVE-2020-26064, CVE-2020-26065, ...
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Thong tin diém yéu, 16 hong

va thuc hién cac hanh dong trai phép.

San = 1X; A A P £ . .
TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2023-21709 | \jhom 74 15 hong trong Microsoft cho
CVE-2023-35385 | phép doi tugng tan cong thuc hién leo | Da co thdng tin
1 Microsoft CVE-2023-36903 t}}a}ng St_ac quyen, thl_::c thAI ma‘tu xg_, thuc Xac nhaq va ban
hién 161 Spoofing, tan céng tur choi dich va
vu.
CVE-2023-4128 .
CVE-2023-4147 | NNOm 0416 hong trong Linux (kemel) cho | py; 4 4,54 tin
2 Linux phép doi tuong tan cong \thuc h'.en Igo xac nhan va ban
CVE-2023-4194 | thang dac quyen, truy cap va thuc hién cac Vi
hanh dong tréi phép.
CVE-2023-33913
) i Nhom 38 15 hong trong Google cho phép A
3 Gooale CVE-2023-20783 | ;4 tuong tan cong thuc hién leo thang dic g#ﬁgccﬁﬁgﬁ?,%
g CVE-2023-20784 | quyén, tan cong tu choi dich vy, truy cap ban V4

4 Wordpress

CVE-2023-3452
CVE-2023-2843
CVE-2023-4140

Nhom 77 15 héng trong Wordpress cho
phép doi twgng tan cong thuc hién tan
céng chen SQL, tan cong CSRF, thuc hién

ba c6 théng tin
Xac nhan va ban

CVE-2020-26082

tan cdng XSS, truy cap va thyuc hién céc Vé
hanh dong trai phép.
CVE-2023-36534
i i Nhom 15 16 hong trong Zoom cho phép L a
5 Z00m CVE-2023-39216 | 44 tuong tan cong thuc hién leo thang dic t(ijr?ggccﬁrfgr?r\]/%
CVE-2023-36541 | quyén, tan cong tu choi dich vy, truy cap ban VA
va thuc hién cac hanh dong trai phép.
CVE-2023-39508 o
CVE-2023-37581 | 'Nnom 0510 hong "‘;”9 ?Pacf‘ef:ho pL‘ep Pi c6 thong tin
5 Apache doi tuong tan cong thyc thi mé tr xa, thuc w4c nhan VA ban
CVE-2022-47185 | hién tan cong XSS, truy cap va thuc hién Vi
cac hanh dong tréi phép
CVE-2020-26064 . . ..
Nhom 03 16 hong trong Cisco phép doi | Chua c6 thong
7 Cisco CVE-2020-26065 | tyyong tAn cong thuc thi ma tiy vy, truy cap | tin xac nhan va
va thuc hién cac hanh dong trai phép. ban va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

~ < Biéu d thdng ke thiét bi theo cong dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phét tan tin cong DRDOS. Trong tuan c6 ssom

50.652, (giam so Véi tuan truéc 51.022) e A
thiét bi c6 kha ning bi huy dong Va tro

thanh nguon tan cdng DRDoS. Céc thiét o

0

bi nay dang m¢ st dung cac dich vu NTP FFfFFEFS

N

W

o
&
o

(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 381 trudng hop tan cong
] ] VAo trang/cong thong tin dién tir cta
Thong ke tan cong vao Viét Nam: 381 truong hop tin cong hra

trang/cong thong tin di¢n tir dao (Phishing), 0 truong hop tén cong
cua Viet Nam cai cdm ma doc.

Caima déc 0

Lira dio (Phishing) | 381

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. // |
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cap, dich vu 16n nhu: Céc mang XA Danh sach IP/tén mién déc hai c6 nhiéu két néi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viét Nam

Nam ¢4 nhicu nguc‘yi\ .dl]ng Cé_(i diCh,V‘-{’ differentia.ru: 7422 IP xjpakmdcfuge.ru: 18 IP
Gng dung nuéc ngoai (ca mien phi va disorderstatus.ru: 1569 IP xjpakmdcfuge.in: 21 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 745 IP restlesz.su: 185 IP

Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqe.biz: 124 IP amnsreiuojy.ru: 217 IP
can phai hét suc canh giac véi nhiing xjpakmdcfuge.com: 27 IP hzmksreiuojy.ru: 39 IP

trang web gia mao dé danh cip tai
khoan.
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Tén cong lira ddao nguoi ding Viét Nam

Trong tudn da c6 365 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khdng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop ltra dao gia mao website ctiia ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 Ymx33.com Website gia mao Amazon
shopelpie.com
2 bb9998.com Website gia mao san TMDT Shopee
h5.50db8hsdog.shop
eulo99.com
3 fhefll.com Website gia mao san TMDPT Tiki
euloll.com
4 nouespaipenedes.com Website gia mao MXH Facebook
dichvucongbaohiemxahoi.com
dangkyhosotructuyen2023.com
5 handico.vaytienmat-nhanh24h.com Website gia mao, ltra dao
m.vnsc-finhay.com
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho cac 16 hong lién quan dén san pham dang st dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thyuc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xtr Iy cac thiét bi trong toan bo hé thong mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can cht y quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




