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1. Tin tiec An toan théng tin

- Chién dich tan céng APT: Nhom tan cong APT Patchwork sir dung
backdoor Eyeshell nham vao céc té chuc tai Trung Quéc.

- Canh bao: Phat hién 11 LOLBAS binary dugc sir dung cho muc dich gay
hai.

2. Piém yéu, 16 hong
- 530 15 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 16 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRDo0S
- Tan cong Web

- T4n cong lira dao ngudi dung Viét Nam: 376 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh bao tuin tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tAn cong APT: Nhom tAn cong APT
Patchwork sir dung backdoor Eyeshell nham vao cac to

chic tai Trung Quéc”

Theo thong tin tir c&c chuyén gia bao mat, nhém
APT Patchwork da bi phat hién dang thyc hién mot
chién dich tin céng nham vao cac truong dai hoc va
t6 chirc nghién ciru tai Trung Quéc bang cach sir dung
backdoor c6 tén la EyeShell.

Patchwork, hay con goi la Operation Hangover
hoic Zinc Emerson, bi nghi ngd 1a ¢o lién quan dén
An Po. Nhém nay da bat ¢au hoat dong tir thang 12
nam 2015, thuong tap trung tn cong vao Pakistan va
Trung Qudc bang cac phuong thic nhu Spear-
phishing va Watering hole, sir dung cac ma doc ty viét
nhu BADNEWS.

Chién thuat tan cong duogc sir dung boi Patchwork
c6 nhitng diém chung véi cac nhém tan cong khac téi
tir An D6 nhu SideWinder hay DoNot Team.

Vao thang 5 ndm 2023, cong ty Meta da thong bao
vé viéc khda 50 tai khoan trén Facebook va Instagram
dugc s dung bai nhém Patchwork. Cac tai khoan nay
str dung mot sé wng dung tin nhin gia mao duoc tai
Ién Google Play Store dé thu thap dit liéu tir nan nhan
tai Pakistan, An Do, Bangladesh, Sri Lanka, Tibet va
Trung Quéc. Nhitng tng dung nay thu thap di liéu
ngudi ding théng qua cac quyén wng dung hop phap
ma ngudi dung da cAp phép trén dién thoai ca nhan.

Nguon:

Chuyén gia bao mat ciing cho biét mot sé hoat
dong cia nhém d3 duoc bao cao dudi tén
ModifiedElephant, mét chién dich tan cdng nham vao
cac nha hoat dong nhan quyén, luat su va giang vién,
hoc vién tai An D6 dé tién hanh giam sat dai han va
cai vao cac “chirng ctr budc toi ki thuat s6” lién quan
t6i vu bao lyc Bhima Koregaon vao nam 2018.

Backdoor EyeShell cung véi BADNEWS la mot
loai backdoor duoc viét bang .NET c6 kha ning thiét
lap két ndi véi may chia C&C va thuc thi céc cau Iénh
dé liet ké file va thu muc, tai xudg hoac tai 1&n cac file
va thuc thi, x6a file trén thiét bi, cling nhu chup lai
man hinh.

Ma doc EyeShellcung voi BADNEWS, 1a mot
backdoor dugc viét bang .NET véi kha nang thiét lap
két ndi t6i may chu C&C va thyc thi cac cau lénh dé
liét ké file, thu myc; tai va dang 1én cac file; va thuc
thi, x6a file trén thiét bi ciing nhu 1a chup lai man
hinh.

Nhiing phat hién nay dwoc chi ra trong cong b
chi tiét cua chién dich tan cong phishing duoc thuc
hién boi nhom tan cong Bitter, nham vao nganh hang
khong vii try, quén sy, doanh nghiép I6n, cac co quan
chinh phu va truong dai hoc tai Bangladesh véi ma
doc ORPCBackdoor.

Trude d6, nhom tn cong Patchwork ciing da bi
phét hién trong viéc tan cong vao nganh ning luong
hat nhan tai Trung Qudc véi cac cong cu tai ma doc
dugc phat tan qua cac file CHM va Microsoft Excel,
dugc thiét ké dé duy tri két ndi va thu thap thém céc
ung dung déc hai.

https://thehackernews.com/2023/07/patchwork-hackers-target-chinese.html?&webview=true
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Tin tiec An toan thong tin

Canh bao: Phat hi¢n 11 LOLBAS binary dwgc sir dung

cho muc dich gay hai”

Céc chuyén gia bao mat da phat hién mot
bo 11 living-off-the-land binaries-and-scripts
(LOLBAS) mot hinh thirc tan céng sir dung
binary va script c6 san trong hé théng vao cac
muc dich doc hai cd thé bi sir dung bai ddi
tuong tan cong dé thuc hién tac vu hau khai
thac.

Trong 11 LOLBAS dugc phat hién gom
c6 9 bo tai LOLBAS va 3 b thuc thi cho phép
d6i tugng tan cong tai xudng cac dang ma doc
phtic tap hon va thuc thi ching nhu mét phan
cuia cay tién trinh hop phéap trong hé thong.

Cu thé hon 1a cac tién trinh:

MsoHtmEd.exe, Mspub.exe,
ProtocolHandler.exe,
ConfigSecurityPolicy.exe, InstallUtil.exe,

Mshta.exe, Presentationhost.exe,
Outlook.exe, MSAccess.exe, scp.exe, va
sftp.exe.

Ngoai ra, d6i tuong tan cong con cd thé sir
dung céc file thyc thi tir nhitng phan meém khéng
phai cua Microsoft dé dat dugc muc tidu cua
minh.

Phéat hién dugc dua ra sau khi mot cong ty
bao mat cong b kha ning ton tai mot vector tin
cdng méi loi dung chac ning dong bd ngudi
dung chéo (cross-tenant synchronization — CTS)
cua Microsoft Entra ID (tén ct - Azure Active
Directory) dé tién hanh leo thang dac quyén tgi
cac nguoi dung khac trong truong hop mot
nguoi dung trén moi truong dam may cua dich
vu bi xdm nhap. Ngoai ra, d6i twong tin cong
con ¢6 thé sir dung tai khoan bi x&m nhap cua
ngudi dung cho viéc trién khai cau hinh Cross
Tenant Access dé duy tri két ndi.

Ngudn: https://thehackernews.com/2023/08/lolbas-in-wild-11-living-off-land.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 530 15 hdng, trong d6 c6 149 15 hong
muc Cao, 140 16 héng muc Trung binh, 04 15 hong
muc Thap va 237 16 héng chwa danh gia. Trong d6
c6 it nhat 73 15 hong cho phép chén va thuc thi ma
Iénh.

Hé thong k¥ thuat caa Cuc ATTT chi dong ra Mgt sé 16 hong trén céac sdn pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, théng pha bién tai Vigt Nam:

ké Fho thay co6 07 1o hén:q/n.r]om o h?ng trén cac san - Apple: CVE-2023-34425, CVE-2023-36495, ..
pham, dich vu CNTT pho bién, c6 thé gay anh huong

I6n dén nguoi dung & Viét Nam: Nhoém 16 16 héng - Linux: CVE-2023-4004, CVE-2023-4010), ...
trong Apple, Nhom 06 16 hong trong Linux, Nh6m 60 _ 5q41e: cVE-2022-4920, CVE-2022-4924, ..
16 hong trong Google, Nhém 22 16 hong trong

hong trong TP-LINK, Nhom 08 10 hong trong IBM. _ ygzilla: CVE-2023-4056, CVE-2023-4057,...

Thong tin chi tiét vé mot sb 16 hong trén cac san

pham/dich vu phd bién tai Viét Nam cu thé nhu sau: - TP-LINK: CVE-2023-31710

- IBM: CVE-2023-35019, CVE-2022-43831, ...
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Thong tin diém yéu, 16 hong

San

TT pham/ dich vu Ma loi quoc te M0 ta ngan Ghi chu
CVE-2023-34425 o
CVE-2023-36495 NAhom 16 I? h(ing tLong r,]6_\pp!e ‘cho pEep Chua c6 thong
1 Apple d91 tugng tan cong thuc thi ma tir xa, thuc i X&c nhan va
CVE-2023-37285 | hién tan cdng XSS, truy cap va thuc hién ban vV
s . o an va
cac hanh dong trai phép.
CVE-2023-4004 | \jhom 06 15 hong trong Linux (kernel) cho
CVE-2023-4010 | phép doi tugng tan cong thuc hién tan | Da co thong tin
2 Linux CVE-2023-39346 | €0N9 tlAI ch9| dich vy, leo,thar‘lg dachuyer): xac nhan, va ban
truy cap va thuc hién cac hanh dong trai va
phép.
CVE-2022-4920
CVE-2022-4924 Nhom 60 I§ hdng trong Google cho phép | Chua cé thong
3 Google CVE-2021-4318 d?l tll"Q'ng Ean cong trl,Jy cap va thuc hién | tin xag nhe_}n va
cac hanh dong trai phép. ban va

4 Wordpress

CVE-2023-4141
CVE-2023-4142
CVE-2023-4139

Nhém 22 16 hong trong Wordpress cho
phép doi tuong tan cong thuc hién tan
cbng XSS, truy cap va thuc hién cac hanh

ba c6 théng tin
Xac nhan va ban

CVE-2023-24971

va thuc hién cac hanh dong trai phép.

dong trai phep. va
CVE-2023-4056 L )
Nhom 14 16 hong trong Mozilla cho phép | Chua c6 thong
5 Mozilla CVE-2023-4057 doi tuong tan cdng truy cap va thuc hién | tin xac nhan va
CVE-2023-4058 cac hanh dong trai phép. ban va
01 15 hong trong TP-LINK cho phép déi | Chua c6 thong
6 TP-LINK CVE-2023-31710 tuong tan c6ng thuc hién tan cong Buffer | tin xac nhan va
Overflow. ban va
CVE-2023-35019
CVE-2022-43831 | Nhém 08 16 hong trong IBM phép ddi | Pa co thdng tin
7 IBM tugng tan cong thuc thi ma tuy y, truy cap

xac nhan va ban
va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

- X Biéu dd théng ké thiét bi theo cong dich vu
Tan cong DRDoS phd bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phat tan tan cong DRDoS. Trong tuan c6 oo

51.022, (tang SO V&i tuan trudc 48.145) oo »
thiét bi c6 kha nang bi huy dong va tro e

thanh ngudn tin cong DRDOS. CAc thiét o

bi nay dang m¢ st dung cac dich vu NTP FEFSETFTS S

(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 464 trudng hop tan cong
] ) vao trang/cong thong tin dién tir cua
Thong ké tian cong vao Viét Nam: 440 truong hop tan cong lira

trang/cong thong tin dién tir dao (Phishing), 24 trudng hop tan cong
cia Vict Nam cai cim ma doc.

Cai mi doc h

Lira ddo (Phishing) 440

Credit Agricole S.A.
Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. // |
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cép, dich vu 16n nhu: Céic mang XA Danh sach IP/tén mién ddc hai c6 nhiéu két néi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viet Nam

Nam c6 nhieu nguc‘yi\ .dl]ng Cé_(i diCh,V‘-{’ differentia.ru: 11928 IP xjpakmdcfuge.ru: 49 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 3129 IP | xjpakmdcfuge.in: 34 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 1503 IP restlesz.su: 300 IP

Apple, Paypal,v.v... vi vay nguoi dung Xjpakmdcfuge.biz: 248 1P amnsreiuojy.ru: 443 IP
can phai hét sic canh giac véi nhiing xjpakmdcfuge.com: 66 IP hzmksreiuojy.ru: 59 IP

trang web gia mao dé danh cip tai
khoan.
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Tén cong lira ddao nguoi ding Viét Nam

Trong‘tuén da c6 376phan anh truong hop lra ddo do nguoi dung Internet Vigt Nam
phan anh veé Trung tam Giam sat an toan khong gian mang quoc gia (NCSC) qua h¢ thong
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phén tich c6 nhicu truong

hop ltra dao gia mao website ctiia ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
1 napvidientu.fun Website gia Vi dién tir Momo
shopehltd.com
2 tomo5963.vip Website gia mao san TMDT Shopee
3 amg187098.com Website gia mao san TMDT Lazada
tadcqv.com
4 tadccc.com Website gia mao san TMDPT Tiki
tadcaz.com
dichvucongbaohiemxahoi.com
dangkyhosotructuyen2023.com
5 handico.vaytienmat-nhanh24h.com Website gia mao, ltra dao
m.vnsc-finhay.com
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thdng Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh do6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan bo hé thong mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can chl ¥ quan tim khong truy cdp vao cac trang web duoc néu dé tranh nguy co
bi thn cong Itra ddo, nang cao nhan thirc ban than va tuyén truyén cho ban b¢, nguodi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




