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1. Tin tiec An toan théng tin

- Chién dich tin cong APT: FINS phat tan ma doc Noberus Ransomware
bang phién ban nang cap cua Sardonic Backdoor.

- Canh bao: Bién thé méi cua ma doc AsyncRAT lay lan qua cac phan mém
vi pham ban quyén.

2. Piém yéu, 16 hong
- 52315 hong duoc cong b va cap nhat.

- 07 15 hdng, nhém 16 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRDo0S
- Tan cong Web

- T4n cong lira dao ngudi dung Viét Nam: 288 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh bao tuin tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tdn cong APT: FINS phat tan ma doc
Noberus Ransomware bang phién ban nang cap cia
Sardonic Backdoor"

Gan day, cac chuyén gia bao mat da phat hién nhom
APT Syssphinx (con dwugc goi la FIN8) dang phat trién
phién ban nang cap cta Sardonic backdoor dé phét tan ma
doéc ransomware Noberus. Mac du backdoor nay thuoc
framework Sardonic da ting dugc nhom nay str dung trudc
d6 va bi phat hién vao nam 2021, nhung hau hét céc tinh
nang cua no da dugc chinh sta voi giao dién mai.

Syssphinx (con dugc goi la FIN8) la mot nhém tan
cong c6 dong co tai chinh hoat dong tir thang 1 nam 2016.
Nhém nay ndi tiéng véi viéc tan cong cac t chic trong
linh vyc chim soc khach hang, ban 1¢, giai tri, bao hiém,
cdng nghé, hoéa chat va tai chinh. Syssphinx sir dung cac
chién thuat "living-off-the-land", tan dung céc céng cu va
giao dién tich hop san nhu PowerShell va WMI, loi dung
cac dich vu hop phap trong hé théng dé nguy trang cho cac
hoat dong tin cong mang cua minh. Ky thuat “social
engineering” va “spear-phishing” 1a hai phuong thirc ma
nhom nay thuong sir dung dé bude dau xam nhap vao cac
t6 chirc.

Syssphinx and Ransomware

Ban dau, Syssphinx chu yéu tin cong vao POS tai cac
diém ban hang, nhung trong vai nim gan day nhom nay da
chuyén sang st dung ransomware trong cac chién dich tan
cong. Vao thang 6 nam 2021, 1an dau tién nhom APT
Syssphinx bi phéat hién phat tin ma déc ransomware
Ragnar Locker dé tin cong mot cong ty dich vu tai chinh
tai My.

Vao thang 01 nam 2022, Syssphinx da st dung mot
nhém cac bién thé ma doc ransomware c6 tén White Rabbit
thong qua mot doan URL dgc hai. Syssphinx da st dung
phién ban nang cap cia Sardonic backdoor dé trién khai
chién dich phan tan ma doc White Rabbit. Sau do, vao
thang 12 nam 2022, nhom nay tiép tuc phat tan ma doc
ransomware Noberus (con dwoc goi la ALPHV hodc
BlackCat) trong céc cudc tin cong cting véi nhom tin cong
Coreid (hay con duoc biét dén véi cac tén khac nhu
Blackmatter, Carbon Spider, FIN7).

Viéc nhém Syssphinx chuyén sang si dung
ransomware 1a du hiéu cho thay cac nhém tin céng mang
dang thay ddi chién luoc tin cong bang cach da dang héa
linh vuc nham t6i wu hoa lgi nhuan tir cac té chuc bi tan
cbng.

Backdoor

bac biét, Syssphinx thuong tam dirng hoat dong gitia
c4c chién dich tn cdng nham cai thién chién thuat, k§ thuat
va quy trinh (TTPs) cia nhém.

Tur ndm 2019, Syssphinx da stir dung backdoor c6 tén
Badhatch trong cAc cudc tan cong. Sau dé, vao thang 12
nam 2020 va thang 1 nam 2021, nhém nay da cap nhat va
nang cip Badhatch.

Vao thang 8 ndm 2021, Syssphinx tiép tuc phat trién
va trién khai mot backdoor méi mang tén Sardonic.
Sardonic la mot backdoor dua trén ngén ngix 1ap trinh C++
véi kha nang thu thap thong tin va thyc thi 1énh. Backdoor
nay ciing c6 hé théng plugin dé tai va thyc thi cac payload
ma doc khac qua dang DLL.

Gan day, backdoor Sardonic dwgc phét hién véi phién
ban mai nhit vao nam 2022. Phién ban nang cip nay da
thay doi giao dién va khong con sir dung thu vién C++.
Thém vao d6, mot s6 tinh nang hudng ddi twong da dwoc
thay thé bang ngon ngit 1ap trinh C thong thudng.

Muc tiéu cua qué trinh nang cip backdoor chu yéu la
thay d6i giao dién dé tranh bi phét hién. Tuy nhién,
Syssphinx van st dung cac ki thuat quen thudc trong cac
cudC tin cong gan day.

Qua viéc mé rong dbi tuong tin cong tir cac diém
POS sang ransomware, khéng ngirng nang cap cong cu va
chién thuat tan cong trong mot thoi gian dai cho thay
Syssphinx 1a méi de doa nghiém trong ddi vai cac to chic
c6 cac hoat dong lién quan dén tai chinh.

Nguén: https://symantec-enterprise-
blogs.security.com/blogs/threat-intelligence/Syssphinx-

FIN8-backdoor?web view=true



https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/Syssphinx-FIN8-backdoor?web_view=true
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/Syssphinx-FIN8-backdoor?web_view=true
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/Syssphinx-FIN8-backdoor?web_view=true
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Canh bao: Bién thé méi ciia ma dpc AsyncRAT lay lan

z A A - = X1
gua cac phan mem vi pham ban quyen

HotRat 1a mot bién thé mai cuia ma doc
AsyncRAT, hién dang dugc phéat tan thong
qua cac phan mém vi pham ban quyén mién
phi vi pham ban quyén nhu Microsoft Office
va cac phan mém, tién ich pho bién khac.

M3 doc HotRat cho phép ddi twong tin
cong danh cap thong tin dang nhap, vi dién
ttr, chup anh man hinh, cai cam cac ma doc
khac va gianh quyén truy cap hoic thay doi
dir liéu cua nguoi dung.

Theo cac nha nghién ctru bao mat, trojan
nay di trd nén phd bién tir thang 10/2022,
muc tiéu nham dén tap trung cha yéu ¢ Thai
Lan, Guyana, Libya, Suriname, Mali,
Pakistan, Campuchia, Nam Phi va An Do.

Cac cudc tan cong sir dung phan mém
crack cd san trén trang web Torrent va lénh
AutoHotkey AHK dé khai tao chudi lay nhiém
da duoc thiét ké trude, vo hiéu hoa phan mém
chdng vi-rat trén may cha bi xam nhap, va cudi
cung trién khai payload HotRat théng qua
Visual Basic Script VBS.

Ma d6c HotRat [a mot ma trojan truy cap
tr xa RAT (Remote access trojan), di kém voi
gan 20 Iénh, mdi Iénh thyc thi mot module
NET tir may chu tir xa, cho phép ddi tuong tan
cdng ma rong cac tinh ning trai phép. Cudc tan
cdng nhiam nang cao dac quyén quan tri cua doi
tuong tin cong dé thu thap dir liéu trai phép.

Pé tranh lay nhiém ma doc, nguoi ding
khong nén tai xuéng nhitng phan mém va trd
choi dién ta tur cac trang web khoéng chinh
thire. POng thoi, lubn cap nhat trinh duyét va
hé diéu hanh bang cac ban va bao mat.

Ngudn: https://thehackernews.com/2023/07/hotrat-new-variant-of-asyncrat-malware.html



https://thehackernews.com/2023/07/hotrat-new-variant-of-asyncrat-malware.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 523 15 hong, trong d6 c6 46 16 hong
muc Cao, 51 15 héng mac Trung binh, 13 16 hong
muc Thap va 413 16 héng chwa danh gia. Trong d6
c6 it nhat 70 15 hong cho phép chén va thuc thi ma
Iénh.

Hé thong k¥ thuat caa Cuc ATTT chi dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong phé bién tai Vit Nam:
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
I6n dén nguoi ding & Viét Nam: Nhém 04 15 hong

- Microsoft: CVE-2023-38187, CVE-2023-36887,...
- Linux: CVE-2023-38409, CVE-2023-38426, ...

trong Microsoft, Nhém 13 16 héong trong Linux, - Asus: CVE-2023-35086, CVE-2023-21247
Nhom 02 16 hong trong Asus, Nhém 67 15 hong trong - Wordpress: CVE-2023-3714, CVE-2023-3813,...

15 hdng trong Oracle, Nhém 20 15 hong trong IBM.
Thong tin chi tiét vé mot sb 16 hong trén cac san
pham/dich vu phé bién tai Viét Nam cu thé nhu sau:

- Oracle: CVE-2023-21994, CVE-2023-22037,...
- IBM: CVE-2022-43908, CVE-2022-43910, ...
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Thong tin diém yéu, 16 hong

San

TT pham/ dich vu Ma loi quoc te M0 ta ngan Ghi chu
CVE-2023-38187 | \hom 04 15 hong trong Microsoft cho
CVE-2023-36887 | phép doi tugng tan cong thuc hién leo | Da co thdng tin
1 Microsoft CVE-2023-35392 t}}a}ng St_ac quyen, thuc thlAma‘tu Xa, thlil’C Xac nhaq va ban
hién 161 Spoofing, truy cap va thuc hién va
cac hanh dong trai phép.
CVE-2023-38409 .
CVE-2023-38426 | hnom 1310 hong trong e (h‘?er”~e'2 ¢ho | Chura o6 thang
2 Linux phep doi tuong tan cong thuc thima tuy , tin xac nhan va
CVE-2023-38427 | truy cap va thuc hién cac hanh dong tréi ban Vi
phép.
3 Asus CVE-2023-35086 | \pom 02 15 hong trong Asus cho phép doi t?r?l;gccgrfgr?r\]/%
CVE-2023-35087 | tuwgng tan céng thuc thi ma tay y. ban VA
CVE-2023-3714
CVE-2023-3813 Nhom 67 15 héqg trong Wordpress cho | Da cd théng tin
4 Wordpress CVE-2023-3459 phf:p (‘1’01 t}rqng }an cong trluy cap va thuc | xac nhan, va ban
hién cac hanh dong trai phép. va
CVE-2023-38203 | Nhom 02 Ié hong trong Adobe cho phép | Chua cd thong
5 Adobe CVE-2021-39822 d91 u{qng Ean cong trgy cap va thuc hién | tin xas: nhaim va
cac hanh dong trai phép. ban va
CVE-2023-21994 .
CVE-2023-22022 | Nnom 58 1o hong "?}”9 ﬁ.rf‘c"i Cho PREP |~ - ra c6 thoing
6 Oracle doi tuong tan cong thuc hien tan cong tr |- o0\ nan va
CVE-2023-22037 | choi dich vy, truy cap va thuc hién cac ban Va
\ A R an va
hanh dong trai phép.
CVE-2022-43908
CVE-2022-43910 | Nhém 19 16 hong trong IBM phép ddi | Chua c6 thong
7 IBM CVE-2023-25929 tuong tan fong thu‘c thi [na tuy_y, tfuy cap | tin xas: nha_}n va
va thyuc hién cac hanh dong tréi phéep. ban va
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Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

o X Biéu dd théng ké thi»ét bi theo cong dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
48.688, (giam so Véi tuan truéc 49.275)
thiét bi c6 kha nang bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang m& str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Tan cong Web

Trong tuan, c6 738 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Thong ke tin céng vao Viét Nam: 725 truong hop tAn cong hra
trang/cong thong tin di¢n tir dao (Phishing), 13 trudng hop tAn cong
cua Viét Nam 2

cai cam ma dac.

Cai ma doc

Lira d@io (Phishing) | 725
| Credit Agricole S.A.

Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. // |
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cép, dich vu 16n nhu: Céic mang XA Danh sach IP/tén mién ddc hai c6 nhiéu két néi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viet Nam

Nam ¢4 nhicu nguc‘yi\ .dl]ng Cé_(i diCh,V‘-{’ differentia.ru: 8634 IP xjpakmdcfuge.ru:272 IP
ng dung nudc ngoai (ca mien phi va disorderstatus.ru: 4001 IP [ xjpakmdcfuge.in: 56 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 1935 IP restlesz.su: 286 IP

Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqe.biz: 169 IP amnsreiuojy.ru: 272 IP
can phai hét sic canh giac véi nhiing xjpakmdcfuge.com: 98 IP hzmksreiuojy.ru: 24 IP

trang web gia mao dé danh cip tai
khoan.
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Tan cong hira dao nguoi ding Viét Nam

Trong tun da c6 288 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khdng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop ltra dao gia mao website ctiia ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
L Vietgovs.cc Website gia maoAcéng Dich vu cong
Quoc Gia
9 anzvn.net Website gia mao Cong ty TNHH Aeon
' Viét Nam
3 sendovip.com Website gia mao san TMDT Sendo

dichvucongbaohiemxahoi.com
dangkyhosotructuyen2023.com

handico.vaytienmat-nhanh24h.com Website gia mao, lira ddo
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thong Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can cht ¥ quan tdm khong truy cap vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




