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1. Tin tiec An toan théng tin

- Chién dich tin cong APT: Nhom APT Trung Quéc sir dung PlugX dé thuc
hién k¥ thuat HTML Smuggling xdm nhap vao cac co quan, t6 churc tai Chau
Au.

- Canh b&o: Azure va Google Cloud trg thanh muc tiéu trong chién dich
danh cap thdng tin xac thuc trén dich vy dam may.

2. Piém yéu, 16 hong
- 912 15 hong duoc cdng b va cap nhat.

- 07 15 hdng, nhém 16 hdng trén cac san pham/dich vu phé bién tai Viét
Nam.

3. So liéu, théng ké
- Tan cong DRD0S
- Téan cong Web

- T4n cong lira ddo ngudi dung Viét Nam: 336 trudng hop lira dao do
nguoi dung Internet Viét Nam thong béo.

4. Tai li¢u lwu triv
Chuyén muc Canh béo tuin tai dia chi:
https://service.khonggianmang.vn

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tAn cong APT: Nhém APT Trung Quéc sir
dung PlugX dé thuc hién ky thuat HTML Smuggling xam

A b r R r - ~ ~ 977
Nhap vao cac co quan, t6 chirc tai Chau Au

Gan day, mot nhom APT Trung Quéc da tién
hanh mét chién dich tin cong théng qua viéc sir
dung ky thuat HTML Smuggling dé xam nhap vao
B6 Ngoai giao va Dai sir quan tai chau Au.

Chién dich nay dugc goi 1a SmugX, bat dau hoat
dong ké tir thang 12 nam 2022 va 1a mot phan cua
xu hudng dich chuyén muc tiéu tan cong sang chau
Au caa cac nhém APT Trung Québc. Muc tiéu cua
chién dich nay Ia trién khai ma doc PlugX, mot
trojan truy cap tir xa, trén cac hé thong bi nham muc
tiéu.

Chién dich str dung cac phuong thirc cai cim ma
doc kiéu mai, ndi bat 1a ky thuat HTML Smuggling
dé cai dat va trién khai cac bién thé méi ciia ma doc
PlugX. Pay 1a mot mi doc quen thudc cua nhiéu
nhém tin céng tai Trung Qudc. Mac du su dung
payload tuong ty nhu phién ban cii nhung véi cich
thirc lay nhiém ma doc moi da giup chién dich
khong bi phét hién cho tsi thoi gian gan day.

Hién nay, viéc xac dinh danh tinh cua nhém tin
cong dang sau chién dich SmugX van chua duoc
lam rd. Dya trén cac manh mdi hién co thi ddi
tuong tinh nghi dwgc cac chuyén gia bao mat
hudng dén 1a nhom Mustang Panda, c¢6 chung dic
diém véi cac nhém APT Earth Preta, RedDelta va
Camaro Dragon. Tuy nhién, van chua du ching ci
dé két luan mot cach chinh xac.

Ngudn: https://thehackernews.com/2023/07/chinese-
hackers-use-html-smuggling-to.html

Két qua phan tich ma doc trén VirusTotal con
cho thdy ma doc dugc thiét ké & nham vao cac nha
ngoai giao va quan chuc chinh phu tai Czechia,
Hungary, Slovakia, Anh Québc, Ukraine,Phap va
Thuy Dién.

Nhom tin cong da trién khai mot tép mdi co
tén "China Tries to Block Prominent Uyghur
Speaker at UN.docx". Khi tép nay sau khi duoc
thuc thi s& thu thap dit liéu va giri dén mot may chu
ngoai hé théng thdng qua mot pixel theo dai 4n
danh duogc nhing vao thiét bi.

Quia trinh lay nhiém da giai doan sir dung k§
thuat DLL side-loading dé giai ma va trién khai
payload PlugX.

Ma doc PlugX con c6 tén goi khac la Korplug,
mot trojan kiéu module duoc phat hién vao nim
2008, c6 chira nhiéu plugin véi cac chirc nang riéng
biét cho phép ddi tugng tin cong danh cap file,
chup man hinh, keylogging va thuc thi cau Iénh.

Trong qué trinh diéu tra ma doc, nhdm tan
cong diéu khién chién dich nay da gui mot lénh
batch script co tén “del RoboTask Update.bat™ tur
maéy cha C&C véi muyc dich x6a di cac dau vét cua
chién dich, cu thé 1a xo6a di: file thyc thi hop I8,
DLL loader cia PlugX va registry key duoc sur
dung trong viéc thiét lap duy tri rdi cudi cing 1a tu
x0a di ma doc.


https://thehackernews.com/2023/07/chinese-hackers-use-html-smuggling-to.html
https://thehackernews.com/2023/07/chinese-hackers-use-html-smuggling-to.html
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“canh bao: Azure va Google Cloud tré thanh muc tiéu
trong chién dich danh céap thong tin xac thwc trén dich vu

dam may

Trong thang 6 nam 2023, TeamTNT da
trién khai chién dich tin cong dénh cap thong
tin x&c thuc dam may, tap trung vao Azure va
Google Cloud Platform (GCP). Chién dich nay
¢6 nhiéu diém tuong dong véi mot chién dich
trudc d6 cua TeamTNT tén la Silentbob.
SilentBob sir dung céc dich vu dam may bi ciu
hinh sai dé trién khai ma doc va lién két véi cac
cudc tan cong SCARLETEEL.

TeamTNT dang quét thong tin xac thuc trén
nhiéu méi trudng dam may, bao gom AWS,
Azure va GCP. Pdi tugng tan cong chon cac
phién ban Docker coéng khai dé trién khai
module nhan ban kiéu worm, day 1a budc tiép
theo caa chién dich tan cong trudc d6 da nham
vao Jupyter Notebook hoi thang 12 nam 2022.

Co t6i tdm phién ban cua tap Iénh thu thap
thong tin trai phép da dwoc phat hién tir ngay
15/06/2023 @én 11/07/2023, cho thy cudc tan
cong dang dién ra mot cach tich cuc. Nhiing
phién ban méi nay ra doi nham thu thap thong
tin tréi phép tir c&c dich vu nhu AWS, Azure,
Google Cloud Platform, Censys, Docker,
Filezilla, Git, Grafana, Kubernetes, Linux,
Ngrok, PostgreSQL, Redis, S3QL va SMB.
Thong tin dang nhap bi danh cap sau d6 dugc
chuyén dén may chu tir xa.

Sw két noi mat thiét gita SCARLETEEL
va TeamTNT

Mot sé nha nghién ctu bao mat cho rang ky
thuat tan céng cia SCARLETEEL c6 nhiéu diém
tuong dong voi cac chién dich cua TeamTNT.
Chién dich SilentBob cua TeamTNT thudng
chiém quyén truy cap, danh cip thong tin ding
nhap trai phép, xam nhap vao cac hé thong duoc
két nbi. Tuong tu, SCARLETEEL danh cap théng
tin dang nhap tir c4c tép cAu hinh Terraform, ciling
nhu SilentBob.

Mic di SCARLETEEL va TeamTNT c6 diém
gidng nhau vé co s& ha tang duoc sir dung nhung
cling c6 mot s6 diém khac biét vé chién thuat, k§
thuat va quy trinh TTPs, dac biét la viéc st dung
endpoint AWS tuy chinh.

Bai vay, cac co quan, to chirc can tién hanh ra
soat dé ap dung kip thoi cac bién phap bao mat phu
hop.

Ngudn: https://thehackernews.com/2023/07/teamtnts-cloud-credential-stealing.html



https://thehackernews.com/2023/07/teamtnts-cloud-credential-stealing.html
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Nguy co tan cong
' mang tw diém yeu,
© lo hong

Trong tuan, cac to chuc qudc té da cong b va
cap nhat it nhat 912 15 héng, trong d6 ¢6 210 15 hong
muc Cao, 170 16 héng muc Trung binh, 05 15 hong
muc Thap va 527 16 héng chwa danh gia. Trong d6
c6 it nhat 119 15 hdng cho phép chén va thuc thi ma
Iénh.

Hé thong k¥ thuat caa Cuc ATTT chi dong ra Mgt sé 16 héng trén cac san pham/dich vu
quét trén khong gian mang Viét Nam, danh gia, thong phé bién tai Vit Nam:
ké cho thay c6 07 15 hong/nhém 15 hong trén cac san
pham, dich vu CNTT phé bién, cé thé gay anh huéng
l6n dén nguoi dung ¢ Viét Nam: Nhoém 135 16 hong

- Microsoft: CVE-2023-29347, CVE-2023-32043,...
- Linux: CVE-2023-3106, CVE-2023-3108, ...

trong Microsoft, Nhém 07 16 héong trong Linux, - Google: CVE-2023-21246, CVE-2023-21247,...
Nhém 28 16 hong trong Google, Nhom 130 15 hong - Wordpress: CVE-2020-36757, CVE-2020-36760....
trong Wordpress, Nném 20 16 hong trong Adobe,  _ Agobe: CVE-2023-29315, CVE-2023-29316,...

Nhém 03 16 hong trong Cisco, Nhém 19 16 hong trong
IBM. Théng tin chi tiét vé mot s6 16 héng trén cac san
pham/dich vu phé bién tai Viét Nam cu thé nhu sau:

- Cisco: CVE-2023-20207, CVE-2023-20210,...
- IBM: CVE-2023-27867, CVE-2023-27868, ...
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Thong tin diém yéu, 16 hong

hanh dong trai phép.

San = 1X; A A P £ . .
TT pham/ dich vu Ma 16i quoc te M0 ta ngan Ghi chu
CVE-2023-35332 | Nhom 135 16 hén,g trong Microsoft cho
i i phép doi tuong tan cong thuc hién leo A
1 Microsoft CVE-2023-32043 thang dac quyen, lam ro ri thong tin dit )2?: ?1?1;20\?5;;?1
CVE-2023-29347 | liéu, thuc hién tan cong vuot qua co ché Vi
bao mat (Bypass), truy cap va thuc hién
cac hanh dong trai phép.
CVE-2023-3106
i i Nhom 07 16 héng trong Linux (kernel) cho A
5 Linux CVE-2023-3108 phép ddi twong tin cong thyc thi ma tiy v, )21 ?}?};20\?5&?1
CVE-2023-32250 | truy cap va thuc hién cac hanh dong tréi Vi
phép.
CVE-2023-21246 .
CVE-2023-21247 Nhom 28 16 hong trong Google (Android) Chura c6 thong
3 Gooale cho phép doi twong tan cong thuc hién leo tin xac nhan va
g CVE-2023-21248 | thang dic quyen, truy cap va thuc hién cac o s

4 Wordpress

CVE-2020-36761
CVE-2020-36760
CVE-2020-36757

Nhom 130 15 hépg trong Wordpress cho
phép doi tuong tan cong truy cap va thuc

ba c6 théng tin
Xac nhan va ban

hién cac hanh dong trai phép. va
CVE-2023-29315
CVE-2023-29316 | Nhom 20 Ié hong trong Adobe cho phép | Chua c6 thong
5 Adobe CVE-2023-29317 d91 u{qng Ean cong trgy cap va thuc hién | tin xas: nhaim va
cac hanh dong trai phép. ban va
CVE-2023-20207 ] - ) ) ]
Nhom 03 16 hong trong Cisco cho pheép | Chua c6 thong
6 Cisco CVE-2023-20210 | 46i tugng tan cong truy cap va thuc hién | tin xac nhan va
CVE-2023-20185 | cac hanh dong trai phép. ban va
CVE-2023-27867
CVE-2023-27868 | Nhom 19 16 hong trong IBM phép ddi | Chua cd thdng
7 IBM CVE-2023-27869 tu:’qng tan E:onq thu"c thi [na tuy_y, tfuy cap | tin xac; nhaim va
va thuc hién cac hanh dong trai phép. ban va




NCSCX

National Cyber Security Center

Thong ké nguy co, cic cudc tan cong mang vao
Viét Nam

o> < Biéu db théng ké thiét bi theo cdng dich vu
Tan cong DRDoS phé bién

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn

phat tan tin cong DRDoS. Trong tuan co 5o

49.275, (tang SO Vai tuan trudc 48.557) - A
thiét bj c6 kha ning bi huy dong va tro o

thanh nguon tan cdng DRDoS. Céc thiét 8

bi nay dang m¢ st dung cac dich vu NTP & &FFEEEE
(123), DNS (53), Chargen (19). Dusi
day 1a biéu d6 théng ké thiét bi theo cong

dich vu phd bién trong tuan. Tan cong Web

Trong tuan, c6 545 trudng hop tan cong
vao trang/cong thong tin dién tir cua

Thong ké tan cong vao Viét Nam: 521 truong hop tin cong hra
trang/cong thong tin dién tir dao (Phishing), 24 truong hop tan cong
cua Viet Nam cai cim ma doc.
Cai ma doc h
Lira dio (Phishing) | 521
Credit Agricole S.A.

Wells Fargo & Company
Australian Government
Apple Inc Generic/Spear Phishing

Webmail Providers
Steam

DHL Airways, Inc. // |
AT&T Inc.
Crypto/Wallet

Tan cong Phishing oo .

Trén thé gisi ¢ nhiéu céc trang web gia
mao cac to chutc, doanh nghiép, nha

cung cap, dich vu 16n nhu: Céc mang XA Danh sach IP/tén mién déc hai c6 nhiéu két néi
hoi, ngan hang, thu dién ti,v.v...Viét tir Viét Nam

Nam c6 nhieu nguc‘yi“dl]ng Cé_(i diCh,V‘-{’ differentia.ru: 10914 IP xjpakmdcfuge.ru: 74 IP
Gng dung nuéc ngoai (ca mien phi va disorderstatus.ru: 2787 IP xjpakmdcfuge.in: 39 IP
tinh phi) nhu cac mang xa hoi, Payment, atomictrivia.ru: 1287 IP restlesz.su: 288 IP

Apple, Paypal,v.v... vi vay nguoi dung xjpakmdcfuqe.biz: 354 IP amnsreiuojy.ru: 374 IP
can phai hét sic canh giac véi nhing xjpakmdcfuge.com: 123 IP | hzmksreiuojy.ru: 32 IP

trang web gia mao dé danh cip tai
khoan.
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Tén cong lira ddao nguoi ding Viét Nam

Trong tun da c6 336 phan anh truong hop lira dao do ngudi dung Internet Viét Nam
phan anh vé Trung tm Giam st an toan khdng gian mang quéc gia (NCSC) qua hé thdng
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu truong
hop ltra dao gia mao website ctiia ngan hang, cac trang thuong mai dién tir...

Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
dienmayxanhsuachua.life
1 dienmayxanh-hcm.com Website gia Bién may xanh

dienmayxanh268.com
shopelnie.com
vn119shop.com

shopee.sootoou.com
timx2918.com
vn335shop.com
vn277shop.com
tikia.vip
3 tk9998.com Website gia mao san TMDT Tiki
vntkm.com

dichvucongbaohiemxahoi.com

4 dangkyhosotructuyen2023.com Website gia mao, ltra dao

handico.vaytienmat-nhanh24h.com

Website gia mao san TMDT Shopee
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Khuyén nghi d6i véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH”

1. B6i voi cac nguy co, canh bao di dugc dé cap trong phan Tin tirc an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tdn cong cua cac nhom APT,
thong tin IoC kém theo timg chién dich, diém yéu 16 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir 1y kip thoi.

*hkx
2. Bdi v6i cac diém yéu, 16 hong trong phan L hong bao mat, Quy don vi can luu ¥ theo doi
va cap nhat ban va cho céac 16 hong lién quan dén san pham dang sir dung. Ngoai ra, nhiing
don vi di c6 tai khoan trén “Hé thong Canh bao diém yéu va ra soat 16 hong bao mat ty dong”
tai dia chi https://service. khonggianmang.vn, quan tri vién c6 thé thém céc san pham dang st
dung dé giam sat va nhan canh bao ngay khi c¢6 16 hong méi phat sinh.

*hkx
3. Pbi voi cac nguy co vé tan cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché tdi da viéc mé cac cong
dich vu ¢6 thé bi loi dung dé thuc hién tin cong tur chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xir Iy nguy co tin cong. Bén canh d6, d6i véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xt Iy cac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két néi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*k
4. Béi véi cac website gia mao théng ké tai muc Tan cong lira ddo ngwdi diung Viét Nam,
Quy don vi can cht ¥ quan tdm khong truy cap vao cac trang web duoc néu dé tranh nguy co
bi tdn cong lira ddo, nang cao nhéan thirc ban than va tuyén truyén cho ban bé, nguoi than va
nhitng ngudi xung quanh tranh viéc trd thanh nan nhan cta nhitng cudc tan cong lira dao nay.

) N csSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




